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SUMMARY: With the continuous expansion of cross-border e-commerce scale, logistics 

security has put forward higher requirements for verifiable data flow, tamper-resistant 

records and timely location of abnormal nodes. This paper constructs a blockchain-based 

secure data traceability mechanism for cross-border e-commerce logistics, which integrates 

event standardized coding, hash anchoring, smart contract verification, alliance chain 

collaboration and audit writeback into a unified implementation framework. The mechanism 

covers data access, index construction, on-chain execution, consistency audit and traceability 

query, and can support the trusted association between order events, warehousing records, 

customs status, transportation updates and receipt information. The experiment was carried 

out on the Fabric test platform consisting of 28 nodes and 1.26 million logistics records. The 

results show that the proposed method achieves 2147 TPS, 1.84 s average confirmation delay, 

98.6% tracking accuracy and 96.9% abnormal node location accuracy, and maintains a 

relatively stable output under the conditions of high concurrency, field tampering and 

signature replacement. The mechanism can provide reliable data support for supply chain 

collaboration, supply chain financial verification and e-commerce supervision. 
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1 Introduction 

In the context of the continuous extension of cross-border e-commerce transaction links, 

logistics security is no longer just a transportation link operation requirement, but a data 

coordination requirement throughout the whole process of order generation, storage 

distribution, customs declaration verification, trunk line transportation, terminal signing and 

dispute backtracking. The business interface, document format, responsibility subject and 

timeliness rules between different countries and platforms are not consistent. Logistics 

records are often stored in various forms such as platform databases, enterprise business 

systems, Internet of things terminal logs and manual input information. The data mapping 

relationship is complex, the record update rhythm is not uniform, and the safety verification is 

difficult to maintain a consistent. In this operating environment, the construction of verifiable, 

traceable and auditable data flow mechanism for cross-border e-commerce logistics security 

has become an important part of e-commerce computing system design. 

Zhou et al. conducted bibliometric analysis on blockchain-enabled cross-border 

e-commerce supply chain management, and summarized the technological evolution paths of 

cross-organizational collaboration, transparent flow and trusted sharing in international 
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e-commerce scenarios, which provided a clear reference for data governance modeling in 

cross-border links [1]. Ni et al. studied the supply chain traceability system based on 

blockchain, discussed the implementation boundaries of traceability mechanism in 

applicability, deployment conditions and collaborative game, and showed that the trusted 

ledger structure can provide a stable data alignment foundation for multi-node business 

environment [2]. Omar et al. proposed a blockchain traceability scheme for the supply chain 

of medical protective equipment, and fine-grained binding of traceability records and 

circulation events verified the feasibility of chain storage for cross-node material flow 

verification [3]. Marchese et al. designed a blockchain-based agricultural and food product 

traceability management system, which established a closed-loop logic between data 

registration, status verification and source identification, demonstrating the deployment of 

distributed architecture in heterogeneous supply networks [4]. Ferrandez-Pastor et al. 

proposed an agricultural traceability model integrating iot and blockchain, which integrates 

field collection, state encapsulation and on-chain confirmation into a unified process, 

indicating that effective coupling can be formed between sensing terminals and trusted 

storage [5]. 

El Azzaoui et al. studied the distributed information hiding framework based on 

blockchain, and introduced privacy preservation mechanism into medical supply chain data 

protection, which further expanded the security expression ability of traceability system in 

sensitive data processing [6]. Hader et al combined blockchain and big data technology to 

apply to traceability and information sharing in the textile industry, indicating that 

high-dimensional business records can provide higher data consistency for cross-subject 

logistics collaboration after structured processing [7]. Ugochukwu et al. studied the logistics 

management system based on the combination of blockchain and Internet of things, which 

built a trusted interactive link between resource scheduling and event record, and strengthened 

the real-time verification ability in the logistics process [8]. Ugochukwu et al. also proposed a 

secure logistics management architecture combined with RSA asymmetric encryption, so that 

transaction record, identity authentication and access control can operate in the same 

computing framework in coordination [9]. Ehsan et al. constructed a blockchain-driven 

conceptual model of agricultural product supply chain, and further explained that the 

synchronous design of business processes, status data and node permissions is the basis for 

improving traceability credibility and execution stability [10]. 

Existing research has provided important support for logistics traceability, data protection 

and distributed collaboration. However, in the security scenario of cross-border e-commerce 

logistics, order data, customs clearance data, trajectory data and signature data often belong to 

different platforms and responsibility units. It is difficult to form a close correspondence 

between the on-chain record and the offline state, and the system operation results are difficult 

to directly serve the abnormal location, responsibility identification and performance 

verification. Compared with the internal tracking of a single enterprise, the multi-source data 

in cross-border logistics not only has the requirement of time continuity, but also has the 

computational properties of trusted node identity, verifiable state switching and replay of 

evidence chain, which makes the design of traceability mechanism no longer stop at 

information summary, but need to be built for the consistency of distributed system, automatic 

contract execution and security audit capabilities as a whole. 

Based on this background, this paper focuses on the requirements of trusted data flow in 

cross-border e-commerce logistics security, constructs a blockchain data traceability 

mechanism, and completes the implementation design from the aspects of data chain, hash 

anchor, event mapping, smart contract verification and exception backtracking. On this basis, 

combined with the computer system test method, the throughput capacity, confirmation delay, 
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traceability accuracy, abnormal node positioning effect and operation stability are verified, so 

that the technical value of the blockchain mechanism in the intersection scenarios of supply 

chain, supply chain finance and e-commerce can be quantified. 

2 Literature Review 

The application of blockchain in supply chain digitization has expanded from simple data 

storage to multiple computing levels such as access control, process collaboration, contract 

execution and trusted audit. For cross-border e-commerce logistics, order flow, payment flow, 

customs flow and transportation flow have the common characteristics of concurrent update, 

high-frequency interaction and cross-platform mapping. The literature review should not stay 

in the general supply chain scenario, but focus on the data organization on the chain, node 

authority management, traceability depth design and system operation efficiency. Bai et al. 

studied the adoption constraints of blockchain in supply chain finance and pointed out that 

there was a tight coupling relationship between data trusted sharing, participant collaboration 

and system embedding, indicating that once logistics data had verifiable attributes, financial 

verification and performance judgment could obtain a more stable evidence base [11]. Li et al. 

proposed a blockchain secure storage and access control scheme for supply chain ecological 

business data, and took the automobile industry as an example to show that detailed 

granularity authorization, on-chain index and controlled access can simultaneously improve 

data security and system manageability [12]. Ahmed et al studied the width and depth of 

supply chain traceability supported by blockchain, emphasizing that traceability design is not 

only the expansion of record number, but also the collaborative matching of object granularity, 

process level and information penetration ability. This view has direct inspiration for the event 

modeling of package level, batch level and order level in cross-border e-commerce logistics 

[13]. The Islam system sorted out the research path of blockchain to realize supply chain 

security, and incorporated identity authentication, consensus trust, privacy protection and risk 

mitigation into a unified analysis framework, indicating that security goals need to be 

supported by architecture design and mechanism implementation [14]. Sarfaraz et al. 

proposed the AccessChain access control framework, which strengthened the data protection 

capability in the blockchain supply chain environment through the linkage of permission rules 

and data access logic on the chain, and also provided a transferable idea for the authorization 

management of multi-role nodes in cross-border logistics [15]. Gomasta et al. constructed the 

PharmaChain drug supply chain source verification system, which integrated source record, 

status verification and verification path into the same traceability process, reflecting the 

structural value of verification system for anomaly identification and evidence playback [16]. 

In terms of automatic execution of logistics and supply chain, Alqarni et al. studied the 

application of logistics and supply chain based on blockchain smart contracts, and pointed out 

that contract rules can transform business actions such as confirmation, delivery, signature 

verification and responsibility triggering into executable code, thereby reducing manual 

dependence in cross-agent collaboration [17]. Wu et al. proposed an efficient blockchain- 

based supply chain traceability method, focusing on the balance between traceability response 

speed, on-chain processing efficiency and overall system availability, which provides a strong 

reference for performance design in the environment of high-frequency logistics events [18]. 

Azevedo et al. studied the implementation path of supply chain traceability using blockchain, 

and showed that transparent records on the chain and cross-party sharing mechanism can 

improve the visibility of flow, but the system deployment still needs to be synchronized with 

business process reconstruction [19]. Duan et al. summarized the application status and future 
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opportunities of blockchain in supply chain management, and further pointed out that data 

mutual trust, process standardization and platform compatibility are important conditions for 

the continuous implementation of the system [20]. Sharabati et al. reviewed the application of 

blockchain in supply chain management from the perspective of implementation, and believed 

that the system construction needs to consider technology maturity, organizational 

coordination ability and scene matching degree at the same time, which makes the blockchain 

scheme no longer a single software deployment, but a comprehensive project through data 

structure, process logic and governance interface [21]. The above studies constitute an 

important basis for the research of cross-border e-commerce logistics security, but the focus 

of different literatures is not consistent. Some prefer on-chain storage and access control, 

some prefer deep traceability design, some prefer smart contracts and business execution, and 

some prefer system implementation conditions. For comparison purposes, Table 1 

summarizes representative directions in related studies. 

Table 1: Comparison of related studies on blockchain supply chain traceability 

References Research Direction Core Mechanism Inspiration for This Study 

[12] 

Secure storage of 

supply chain business 

data 

On-chain indexing 

and fine-grained 

access control 

Provides a structural reference 

for multi-role data 

authorization in cross-border 

logistics 

[13] 

Traceability breadth 

and depth in supply 

chains 

Multi-level 

traceability object 

design 

Provides a basis for event 

modeling at the order, batch, 

and parcel levels 

[15] 

Blockchain-based 

access control 

framework 

Linkage between 

permission rules and 

on-chain access 

Applicable to permission 

verification across 

cross-platform nodes 

[17] 
Application of smart 

contracts in logistics 

Code-based execution 

of business rules 

Can support automated 

processing of signing, 

authenticity verification, and 

responsibility triggering 

[18] 
High-efficiency 

blockchain traceability 

Coordination of 

traceability response 

and processing 

efficiency 

Can be used for performance 

optimization under 

high-frequency logistics 

events 

[21] 
Review of blockchain 

implementation 

Coordination of 

technology, 

organization, and 

application scenarios 

Supports analysis of system 

implementation and 

deployment conditions 

 

It can be seen from the existing results that the research on blockchain traceability has 

shifted from single point of record to multi-layer data linkage, but the calculation 

requirements in cross-border e-commerce logistics security still have stronger complexity. 

First, the data sources of cross-border logistics are complex, and warehousing scanning, 

customs clearance receipt, transportation trajectory, signature and dispute proof are distributed 

in different systems. Without unified event coding and hash anchoring mechanism, it is 

difficult to maintain a stable mapping between on-chain records and business states. Secondly, 

logistics security depends not only on certificate storage, but also on rights control, status 

verification and anomaly location. Therefore, the access control framework, smart contract 

rules and traceability query mechanism need to be deployed in the same system. Third, the 
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cross-border e-commerce scene has obvious characteristics of high concurrency, and the 

package event updates are intensive. The system must take into account writing efficiency, 

confirmation delay and operation stability. Based on this, on the basis of existing research, 

this paper brings data uplink rules, contract trigger logic, traceability path reconstruction and 

abnormal node identification into a unified implementation framework, and takes operational 

performance, security verification and positioning effect as the focus of subsequent evaluation, 

so that the research object and cross-border e-commerce logistics security scenarios maintain 

strict correspondence. 

Compared with general supply chain traceability, the research scenario corresponding to 

this paper places more emphasis on cross-platform exchange, cross-subject verification, and 

cross-link evidence closure. Secure storage, rights management, source verification, and smart 

contract execution in the literature provide a method reserve for the trusted flow of 

cross-border logistics data. However, for the playback of abnormal events, responsible node 

positioning, and the consistency of on-chain and off-chain states in logistics security, closer 

computational integration is still needed. Therefore, the purpose of the literature review is not 

only to show that blockchain can be used for traceability, but also to clarify which 

mechanisms can directly serve the security implementation of cross-border e-commerce 

logistics, and which structures can support subsequent system testing and effect analysis. 

3 Methods and materials 

3.1 Design of data uplink and data traceability mechanism for cross- 

border e-commerce logistics security 

The security data in cross-border e-commerce logistics is not an isolated record generated by 

a single node, but the result of multiple events continuously transmitted between different 

platforms, such as order generation, storage allocation, entry and exit declaration, trunk line 

handover, terminal receipt and dispute proof. In order to make the blockchain truly assume the 

traceability function, the objects written on the chain can not only be simple copies of the 

original form, but also need to complete event extraction, field compression, identity binding, 

summary calculation and path index construction, so that the data on the chain can not only 

correspond to the real business, but also support subsequent query, verification and exception 

replay. Based on this idea, this paper divides cross-border logistics data linking into six 

continuous links: event normalization, summary anchoring, trusted filtering, link splicing, 

root value verification and anomaly location, so that the order-level, package-level and node 

level information can be consistent in the same traceability framework. 

In order to compress the logistics records with different sources, granularities and formats 

into a uniform writable object, and maintain the structural stability of the event-level 

traceability unit, this paper first defines the normalized mapping function of the original 

logistics event as follows: 

xi=ϕ(oi,pi
,ni,ti,gi

,ai,si)=We[e(oi)‖e(p
i
)‖e(ni)‖e(ai)]+Wtτ(ti)+Wgγ(g

i
) (1) 

where xi  represents the normalized representation vector of the i  logistics event, oi 

represents the order identity, p
i
 represents the parcel identity, ni represents the execution 

node identity, ti  represents the timestamp, g
i
 represents the geographic section, ai 

represents the operation type, si represents the original signature summary. e(⋅) denotes the 

discrete field embedding function, τ(⋅) denotes the temporal encoding function, γ(⋅) denotes 

the geographic mapping function, and We , Wt , and Wg  are projection matrices. The 
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function of this formula is not simply to do feature concatenation, but to uniformly compress 

business semantics, temporal location and spatial attributes into the same representation space, 

which provides consistent input for subsequent hash calculation and index construction. 

In order to make each normalized logistics event form an irreversible summary before 

being put on the chain, and ensure that the index on the chain can stably point to the original 

source of the chain, this paper further defines the event hash anchoring function as follows: 

hi=H(xi‖bi‖ri‖σi) (2) 

where hi represents the event summary value, H(⋅)represents the secure hash function, bi 

represents the service batch number, ri represents the node role coding, and σi represents 

the node private key signature result. This formula encodes event representation, business 

batch, role information and signature summary together, so that records generated by the same 

package at different processing nodes can form a concatenable evidence sequence, and makes 

it difficult for field substitution, role forgery and local tampering to bypass summary 

verification. 

Its structural organization is shown in Fig. 1. After heterogeneous records such as order 

creation, warehouse scanning, customs declaration receipt, transportation update and receipt 

confirmation are entered into the access terminal, the system first completes field 

standardization, time alignment and node identity mapping, and then divides them into 

independent event units according to order number, package number and operation type. Then, 

the unified representation of the event unit is generated by standardized coding, and the hash 

summary is further calculated to form the event identity and the correlation index. After 

wrapping the summary, the smart contract writes the event summary, state label and index 

pointer to the blockchain ledger, while keeping the original details in the off-chain storage 

area. The structure formed in this way is not simply "data linking", but organizes the original 

record, event summary and traceability entry into a verifiable, locatable and replayable 

traceability basic unit, which provides direct support for subsequent link reconstruction and 

anomaly verification. 

 

Figure 1: Flow chart of cross-border e-commerce logistics events linking and index 

construction 

The fact that a single event is successfully written to a block does not mean that a full 

traceability link has been formed. The time granularity, node naming method and status field 
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granularity between cross-border logistics platforms are not consistent. If there is no event 

credibility determination and sequential correlation mechanism, it is difficult to automatically 

restore the record on the chain to a continuous path. To this end, after the abstract is written, 

this paper continues to introduce three calculation links: credibility score, association weight 

and soft alignment probability. 

In order to simultaneously examine signature validity, time offset and field completeness 

at the source stage, and restrict low-trusted records from entering the traceability main chain, 

this paper constructs a single-event trust scoring function as follows: 

ci=αvi+β exp (-
|Δti|

η
)+γq

i
,    α+β+γ=1 (3) 

where ci represents the event credibility score, vi represents the signature truth verification 

result, Δti represents the offset between the event and the theoretical time series window, q
i
 

represents the integrity of the state field, η represents the time attenuation coefficient, α, β, 

γ are weight parameters. This formula compreses three types of information, such as credible 

identity, reasonable timing and complete field, into the same scoring framework, so that 

low-quality events are weakened before they enter the main chain, and the stability of 

traceability results is guaranteed from the source. 

In order to connect the discrete summaries generated by adjacent nodes into a replayable 

logistics trajectory, and maintain the continuity constraints in time and space in the multi-hop 

path, this paper defines the correlation weights between events as follows: 

wij=cicj exp(-
|tj-ti|

λt

) exp(-
d(g

i
,g

j
)

λg

) 1(p
i
=p

j
) (4) 

Here, wij  represents the association weight between event i  and event j , d(g
i
,g

j
) 

represents the geographic segment distance, λt and λg represent the temporal and spatial 

scale parameters, respectively, and 1(p
i
=p

j
)) represents the parcel identification consistency 

indicator function. This formula simultaneously constrict temporal proximity, spatial 

proximity and object consistency, so that path splicing does not rely on manual alignment, and 

the backbone order is automatically recovered by calculation rules. 

In order to complete the cross-source event alignment under the condition of 

multi-platform records and weaken the path bifurcation caused by repeated scanning and 

asynchronous backtransmission, the soft alignment probability of cross-source events is given 

as follows: 

p
ij
=

exp ( θ
⊤

zij)

∑ exp (
k∈N(i)

θ
⊤

zik)
(5) 

Here, p
ij
 represents the alignment probability of event i to event j, zij represents the 

feature vector composed of time difference, space difference, role difference and summary 

similarity, θ represents the parameters to be learned, and N(i) represents the set of candidate 

alignments. This formula selects the optimal connection object among the candidate successor 

events through the normalized probability, which can effectively reduce the ambiguity path 

generated when multi-source records are sent back concurrently. 

Its traceback reconstruction logic is shown in Fig. 2. Fig. 2 takes the above event 

summary as the starting point, and further concatenates the trust scoring module, the 
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association weight module and the cross-source alignment module to form a complete 

mechanism from single-event verification to multi-event path reconstruction. After the query 

request enters, the system first retrievesthe index directory corresponding to the target 

package, and then filters out the weak evidence events according to the credibility score, and 

then reconstructs the transport backbone according to the association weight and alignment 

probability. When there is a broken edge, a duplicate edge, or an abnormal jump, the system 

immediately switches to the backtracking verification process. The traceability chain thus 

formed is not a static display sequence, but can directly support anomaly identification and 

responsibility location. 

 

Figure 2: Mechanism diagram of cross-border logistics data traceability path reconstruction 

and abnormal backtracking 

After the path reconstruction is completed, the system also needs to verify the whole link. 

Only when the constraints of key node coverage, temporal closure, summary consistency and 

field matching are satisfied at the same time, the traceability result has auditable value. 

Motivated by this consideration, this paper proceeds to define root summary aggregation, 

integrity measure, and anomaly localization functions. 

In order to compress the multi-hop logistics path into a single verifiable root value and 

improve the consistency verification efficiency of the batch verification and order verification 

stages, this paper defines the path root summary aggregation function as follows: 

Rπ=H(⨁ ρ
i

i∈π

hi) (6)  

Here, Rπ denotes the root digest of path π, ⨁ denotes the concatenation operation in 

order, ρ
i
 denotes the event position weight, and hi denotes the hash digest of the i event. 

This formula compreses multi-node events into a single root value, and makes the link 

consistency verification transform from multiple local comparisons to a global matching, 

thereby reducing the computational overhead in backtracking. 

In order to quantitatively measure the completion degree of a traceability path in terms of 
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key node coverage, temporal closure and field consistency, this paper constructs traceability 

integrity indicators as follows: 

Γπ=
1

|π|
∑ ci

i∈π

⋅δi⋅κi (7) 

Here, Γπ denotes the path integrity score,|π| denotes the path length, ci denotes the 

event credibility score, δi denotes the critical node coverage marker, and κi denotes the field 

consistency coefficient. The formula aggregates the local reliability inside the path into a 

global metric, which can screen out the pseudo-complete links with continuous surface but 

insufficient evidence, so that the subsequent result analysis can be based on more stable data. 

In order to accurately locate the responsible nodes that cause link breakage, timing jump 

or summary mismatch, and enhance the interpretation ability of the abnormal playback phase, 

this paper defines the node anomaly localization score as follows: 

A(n)= ∑ [(1-ci)+ω1(1-κi)+ω2ξ
i
]

i∈E(n)

(8)
 

Here, A(n) represents the anomaly localization fraction of node n, E(n) represents the 

set of events generated by node n , κi  represents the field consistency coefficient, ξ
i
 

represents the path-breaking penalty between this event and previous and subsequent events, 

and ω1 and ω2 represent the regulation parameters. This formula accumulates the abnormal 

contribution of single event to the node level, and can directly give the priority verification 

object in the query phase, so as to shorten the positioning path of cross-border logistics 

security verification. 

Through the above design, the order, package, node, status and signature information in 

cross-border e-commerce logistics are unified into the event-driven data traceability 

framework. The framework not only retains the support of blockchain for non-tampering and 

verifiable writing, but also extends the static ledger into a computable, comparable and 

replayable traceability system through normalized mapping, trust scoring, path reconstruction, 

root value verification and exception location, which provides a direct basis for the smart 

contract scheduling, interface coordination and secure execution process in the next section. 

3.2 Implementation architecture of cross-border logistics security based 

on blockchain and smart contract 

The key to the security implementation architecture of cross-border e-commerce logistics is 

not to simply add nodes on the chain, but to make order events, logistics status, authority 

control and contract execution form a stable closed loop in the same distributed environment. 

Therefore, on the basis of the above data chain and traceability modeling, this paper further 

constructs a cross-border logistics security implementation architecture based on blockchain 

and smart contract. The architecture adopts the deployment method of alliance chain, which 

integrates the logistics platform, warehousing node, customs interface, transportation node 

and supervision terminal into the unified ledger network, and logically divides the execution 

on the chain into access layer, index layer, contract layer, execution layer, audit layer and 

service layer. 

In order to make multi-source logistics requests complete unified identity resolution and 

business mapping before entering the consortium chain, and ensure that cross-organizational 

messages enter the same execution channel, this paper defines the structured encapsulation 
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function of access requests as follows: 

Mi=⟨idi, pkg
i
, rolei, acti, tsi, chi, sig

i
⟩ (9) 

Here, Mi represents the standard message object of the i access request, idi represents 

the business subject identity, pkg
i
 represents the parcel or order entity identity, rolei 

represents the node role, acti represents the service action type, tsi represents the timestamp, 

chi represents the target service channel, and sig
i
 represents the original signature. The 

function of this formula is to encapsulate the records from different sources such as storage, 

transportation, customs and receipt into executable messages, so that the subsequent indexing 

and contract scheduling no longer rely on the private format of the platform. 

In order to generate verifiable permission tokens synchronously in the node access stage 

and limit the writing scope of unauthorized roles to sensitive logistics status, this paper further 

defines the role token generation function as follows: 

Ψi=H(idi‖rolei‖scopei‖exp
i
‖noncei) (10) 

Here, Ψi represents the node token digest, scopei represents the allowed data domain, 

exp
i
 represents the session expiration time, nonceii represents the one-time random number, 

and H(⋅) represents the hash function. The identity, role, scope and time are bound to the 

same token, so that the manufacturer, the warehouse, the carrier, the customs clearance 

service provider and the regulatory end share a set of ledgers, but maintain a clear authority 

boundary, so as to move the access control to the transaction entry stage. 

Its operating structure is shown in Fig. 3. Fig. 3 mainly shows the execution link of the 

cross-border logistics security architecture from the external request into the ledger 

confirmation return. Multi-source service requests are first verified and encapsulated by the 

access gateway, and then distributed to the index management module to generate event index 

and target channel identifier. Then, the contract scheduler selects the corresponding contract 

template according to the business action, and the execution node completes the writing 

verification, status update and signature confirmation under the rule constraints. Finally, the 

audit module retrieves the execution summary and returns the results to the query side. 

 

Figure 3: Flow chart of cross-border logistics security request access and on-chain execution 

In the on-chain execution phase, the system does not directly regard all requests as 

same-weight transactions, but first jointly checks the event integrity, signature reliability and 

role matching. In order to describe the execution effectiveness of a single logistics event 

before writing, this paper gives the transaction verification score function as follows: 

Θj=αsj+βq
j
+γrj+δe-|Δtj|/τ,    α+β+γ+δ=1 (11) 
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Here, Θj  represents the comprehensive verification score of the j  transaction, sj 

represents the signature validity, q
j
 represents the field completeness rate, rj represents the 

role matching coefficient, Δtj represents the magnitude of the event deviation from the 

standard time window, and τ represents the time decay parameter. This formula compresses 

the three factors of identity, field and timing into a single comparable score, so that low 

quality records are weakened before entering the execution pool. 

In order to map different business actions to executable contracts, and automatically 

trigger the corresponding verification logic and responsibility record when the state changes, 

this paper constructs the contract trigger judgment function as follows: 

χ
j
= {

1, Θj≥θ ∧ map(actj)=Ck

0, otherwise
(12) 

where χ
j
 represents whether a transaction triggers contract execution, θ represents the 

transaction admission threshold, map(actj) represents the function that maps business actions 

to the contract template, Ck represents the k smart contract. This formula shows that the 

contract layer does not directly participate in consensus sorting, but acts as the core of rule 

execution, calling corresponding templates for actions such as warehousing, outbound, 

transshipment, customs declaration, signing and abnormal appeal, so that the embedded code 

form of business rules and the state of the ledger are promoted synchronously. 

Its hierarchical organization is shown in Fig. 4. The bottom layer is the off-chain data and 

index support unit, which is responsible for saving the original logistics details, index 

mapping table and interface cache results. The middle part is the core processing area on the 

chain, including the index analysis layer, the smart contract layer and the execution 

confirmation layer, which are responsible for record positioning, permission and status rule 

execution, transaction verification and ledger synchronization respectively. The upper layer is 

the audit layer and the service output layer, which is responsible for consistency verification, 

exception traceback, and query display for the enterprise end, the supervisor end and the user 

end. The architecture organizes off-chain support, on-chain execution and result service as a 

continuous linkage vertical system. 

 

Figure 4: Hierarchical architecture diagram of cross-border logistics security alliance chain 
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After completing the contract execution, the system needs to further determine whether 

the block writing delay is still in an acceptable range. In order to describe the overall waiting 

cost from request entry, verification ordering, contract execution to ledger confirmation, this 

paper defines the block commit latency model as follows: 

Db=
λq

μ(μ-λq)
+

1

μ
v

+
1

μ
c

(13) 

where Db  represents the average block submission delay, λq  represents the transaction 

arrival rate, μ  represents the overall channel processing capacity, μ
v

 represents the 

verification processing rate, and μ
c
 represents the contract execution and confirmation rate. 

This formula not only describes the computation time of a single node, but also reflects the 

overall cost of request entry, verification ordering, contract execution and ledger confirmation. 

Therefore, it can be used to adjust the packaging threshold and concurrency window in peak 

hours. 

In order to ensure that the on-chain results are strictly consistent with the off-chain 

original texts in the audit stage, and to enable the supervisor to quickly identify summary 

mismatch and state conflict, this paper defines the execution consistency audit function as 

follows: 

Aj=ω1 sim(hj,hĵ)+ω2 1(y
j
=y

ĵ
)+ω3 g

j
,    ω1+ω2+ω3=1 (14) 

where Aj  represents audit consistency score, hj  represents on-chain summary, hĵ hj 

represents off-chain original re-calculated summary, y
j
 and y

ĵ
 represent on-chain state label 

and off-chain state label respectively, g
j
 represents responsible node signature verifiability, 

sim(⋅) represents similarity function. This formula brings hash consistency, state consistency 

and signature consistency into the unified audit framework. When the score is below the 

threshold, the system sends the record into the anomaly tracking channel. 

In order to keep the transaction load in different business channels relatively balanced and 

reduce the impact of local congestion on the speed of ledger confirmation, this paper gives the 

channel routing assignment function as follows: 

ρ
u→c

=
exp ( w⊤fu,c)

∑ exp (
m∈C

w⊤fu,m)
(15) 

Here, ρ
u→c

 represents the probability that request u is assigned to channel c, fu,c 

represents the feature vector composed of request load, channel congestion degree, action 

type and historical success rate, w represents the weight parameter, and C represents the set 

of available channels. The function of this formula is to make high-frequency logistics events 

automatically enter a more appropriate execution channel according to the current network 

status, so as to maintain the balance of the processing capacity of the alliance chain. 

Its overall deployment is shown in Fig. 5. The business access terminal includes 

e-commerce platform, storage node, transportation node and customs interface, which is 

responsible for logistics events such as order generation, sorting, transshipment, declaration 

and receipt. The consortium blockchain coordination area in the middle is composed of 

blockchain nodes, smart contract engines, index services and audit services, which is 

responsible for transaction reception, permission verification, contract execution, block 

confirmation and summary verification. The result user terminal includes enterprise 
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management terminal, regulatory query terminal and user traceability terminal, and obtains 

status records and security verification results through open interfaces, forming a closed loop 

of "event uploading - on-chain confirmation - audit return - multi-terminal query". 

 

Figure 5: Overall deployment diagram of cross-border e-commerce logistics security system 

In order to quantify the response quality to traceability requests in the query return phase, 

and to reconcile the relationship between query depth, node hit rate, and anomaly hint 

strength, this paper finally defines the traceability response utility function as follows: 

Uq=η
1
Cq+η

2
Lq

-1+η
3
Pq-η

4
Eq,    η

1
+η

2
+η

3
+η

4
=1 (16) 

Here, Uq represents the overall utility of a single traceability query,Cq represents the 

event chain integrity rate, Lq represents the query delay, Pq represents the node hit accuracy, 

Eq  represents the intensity of abnormal suggestion false alarm, and η
1
 to η

4
 are the 

adjustment parameters. This formula puts query quality, response speed and exception 

warning effect into a unified evaluation space, which can be directly used as a basis for 

comparing different deployment configurations in subsequent experiments. 

Through the above implementation architecture, the cross-border e-commerce logistics 

security system completes the full-link organization from message access, permission 

verification, contract execution, account confirmation to audit receipt and traceability service 

output. The role of blockchain here is not only to keep records, but to integrate the status 

update, responsibility mapping and verification logic in multi-agent collaboration into an 

executable, queryable and reviewable computing environment, which also lays a foundation 

for subsequent performance testing and anomaly location analysis. 
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4 Results 

4.1 Operational Performance and Security Verification of blockchain 

traceability Mechanism 

In order to verify the operational performance and security stability of the constructed 

blockchain traceability mechanism in cross-border e-commerce logistics security scenarios, 

the experiment was deployed on 28 alliance chain nodes, including 20 accounting nodes, 4 

audit nodes and 4 query service nodes. The bottom layer adopted the Fabric framework and 

connected to the smart contract scheduler. The test data includes 1.26 million orders, 

warehousing, customs, transportation and receipt events. The comparison method selects two 

typical on-chain traceback schemes, Trace-Chain and LogiBlock, and uniformizes the 

concurrent load, signature method and index length to ensure that the results are comparable. 

The test indicators cover transaction throughput, block confirmation delay, resource 

occupancy, summary consistency and security audit response speed. 

In order to observe the change of system throughput under different concurrency intensity, 

Fig. 6 shows the thermal distribution of throughput under the joint effect of node size and 

request rate. The results show that when the request rate increases from 400 requests per 

second to 2200 requests per second, the throughput of the proposed mechanism continues to 

increase and reaches 2147 TPS under the condition of 24 nodes. After the threshold is 

exceeded, queuing backlogs appear in local channels, but the overall decrease is controlled 

within 6.3%, which indicates that hierarchical indexing and contract routing maintain a good 

stable release ability under high concurrency conditions. 

 

Figure 6: Throughput heatmaps for different node sizes and request rates 

In order to further characterize the fluctuation characteristics of the confirmation process, 

Fig. 7 uses box plots to show the block confirmation delay under three conditions of normal 

load, peak load and mixed disturbance. The median delay of the proposed mechanism is 1.62 

s under normal load and rises to 1.84 s under peak load, and the interquartile range is 

significantly smaller than that of the two comparison methods. Under the condition of mixed 

perturbation, the tail delay of the proposed mechanism stays within 2.31 s, while Trace-Chain 

reaches 2.94 s and LogiBlock reaches 3.08 s, which indicates that contract pre-verification 
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and channel routing assignment jointly compress the high bit delay. 

 

Figure 7: Boxplots of block confirmation delay under different load conditions 

Fig. 8 uses a radar chart for a joint presentation of CPU usage, memory usage, disk write 

amplification, message retransmission rate, and audit response time. The comprehensive area 

of the proposed mechanism is the smallest in five indicators, in which the CPU occupation 

rate is 61.4%, the memory occupation is 4.8GB, and the message retransmission rate is 1.7%, 

which are lower than those of the comparison methods. This shows that the on-chain 

summary lightweight writing and off-chain original text retention strategies effectively reduce 

the extra consumption caused by redundant replication and repeated verification. 

 

Figure 8: Integrated radar chart of running resources versus audit overhead 
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Fig. 9 illustrates the audit consistency matrix of different business links under normal 

writing, field tampering and signature replacement conditions. Under normal conditions, the 

consistency scores of three types of key events, including warehouse scanning, customs 

receipt and terminal receipt, are all higher than 0.98. After field tampering, the relevant area 

quickly drops to 0.21-0.34, and the score distribution after signature replacement is between 

0.17-0.29. The abnormal boundary is clear and identifiable, which indicates that the 

mechanism can stably identify the inconsistent state of the on-chain and off-chain. 

 

Figure 9: Event audit consistency matrix under different security conditions 

In addition to graphical results, security verification requires quantitative comparisons in 

discrete scenarios. Table 2 summarizes the interception rate, false alarm rate, and recovery 

time of the three types of mechanisms under four typical attack scenarios. It can be seen that 

under the conditions of replay attack, unauthorized writing, index pollution and hash digest 

forgery, the average interception rate of the proposed mechanism is 97.8%, the false alarm 

rate is controlled at 2.6%, and the average recovery time is 4.7 s, which is better than the two 

groups of comparison methods. 

Table 2: Comparison of security verification results under typical attack scenarios 

Attack Scenario Metric Proposed Mechanism Trace-Chain LogiBlock 
Replay Attack Interception Rate / % 98.4 93.1 91.7 
Replay Attack False Positive Rate / % 2.3 4.8 5.1 
Replay Attack Recovery Time / s 4.2 6.7 7.1 

Unauthorized Write Interception Rate / % 97.6 92.4 90.9 
Unauthorized Write False Positive Rate / % 2.8 5.0 5.4 
Unauthorized Write Recovery Time / s 4.5 6.9 7.3 

Index Pollution Interception Rate / % 97.1 91.8 89.6 
Index Pollution False Positive Rate / % 2.7 4.9 5.6 
Index Pollution Recovery Time / s 4.9 7.2 7.8 

Hash Digest Forgery Interception Rate / % 98.1 93.0 91.2 
Hash Digest Forgery False Positive Rate / % 2.5 4.7 5.3 
Hash Digest Forgery Recovery Time / s 5.2 7.0 7.5 
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This result is mutual proof with the above heat map, box plot and consistency matrix, 

which shows that the proposed architecture not only has high throughput and low latency, but 

also can maintain stable output in security audit and exception recovery, which provides a 

reliable operation basis for subsequent traceability accuracy and node location analysis. The 

variance of the results of ten rounds of repeated experiments is controlled within ±3.2%, 

where the standard deviation of throughput is 41 TPS and the standard deviation of delay is 

0.09 s, which shows that the mechanism still maintains good repeatability and engineering 

deployment stability under the condition of continuous load and disturbance. In the stable 

operation test lasting eight hours, the success rate of contract execution is above 99.3%, and 

the loss rate of audit receipt is only 0.4%, which shows that the system can still maintain 

reliable transaction closure ability under long-term operation conditions, and has stronger 

deployment resilience. 

4.2 Analysis of data traceability accuracy and abnormal location effect in 

cross-border e-commerce logistics scenarios 

This section further evaluates the traceability accuracy and anomaly localization effect of the 

proposed mechanism in the cross-border e-commerce logistics chain from the business 

scenario level. The test samples come from 1.26 million real structure simulation events, 

covering seven states: order creation, warehousing, outbound review, customs declaration, 

trunk transport, customs clearance and terminal receipt. In order to avoid the interference of 

performance indicators on the interpretation of results, this section only retains five indicators: 

traceability accuracy, node positioning accuracy, link integrity rate, anomaly recognition rate 

and response consistency, and compares them with two schemes: Trace-Chain and LogiBlock. 

All results are from the mean of ten independent rounds of testing with variance controlled 

within ±3.0%. 

In order to intuitively present the traceability judgment effect of different logistics links, 

Fig. 10 shows the recognition confusion matrix of seven types of states on the test set. The 

main diagonal area of the matrix maintains high brightness, indicating that the system can 

stably distinguish the adjacent states such as storage, transfer, customs and receipt. Among 

them, there was a small amount of cross between warehousing and outbound review, but the 

proportion of misjudgment did not exceed 2.4%. The boundary between customs declaration 

and customs clearance release is the clearest, with the accuracy of 98.8% and 99.1% 

respectively. This result shows that the event normalized coding and index reconstruction 

mechanism effectively compresses the cross-platform field differences, and makes the 

logistics status maintain high distinguibility when tracing on the chain. 
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Figure 10: Confusion matrix of key status traceability results for cross-border logistics 

To give an overall effect comparison, Table 3 summarizes the core results of the three 

mechanisms on the full test set. The traceability accuracy of the proposed method is 98.6%, 

the abnormal node location accuracy is 96.9%, and the link integrity rate is 97.8%, which are 

all higher than those of the two comparison methods. Trace-Chain maintains high recall in 

basic traceability tasks, but the integrity rate decreases significantly when facing 

cross-platform state jumps. LogiBlock is stable in link reconstruction, but it has low 

sensitivity to identify abnormal nodes. Combined with the performance results above, it can 

be seen that the proposed method does not sacrifice accuracy for throughput improvement, 

but forms a balanced implementation structure among index mapping, contract verification 

and audit writeback. 

Table 3: Comparison of the overall effects of different traceability mechanisms 

Method 
Traceability 

Accuracy / % 

Abnormal Node 

Localization 

Accuracy / % 

Link 

Integrity 

/ % 

Anomaly 

Detection 

Rate / % 

Response 

Consistency 

Proposed 

Method 
98.6 96.9 97.8 95.8 0.93 

Trace-Chain 95.2 91.4 94.1 90.7 0.88 

LogiBlock 96.1 92.6 95.3 91.8 0.89 

 

In order to identify the contribution of each module to the traceability effect, Table 4 

further presents the ablation experiment results. After removing the event normalization 

coding, the traceability accuracy drops to 94.7%, which indicates that the state mapping is 

easy to deviate when the heterogeneous fields are not unified. After removing the index 
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reconstruction module, the link integrity rate decreases most significantly, which is only 

92.8%, indicating that the cross-link path recovery highly depends on the relationship 

between events before and after the recovery. After removing the audit writeback module, the 

location accuracy of abnormal nodes decreases from 96.9% to 93.5%, which indicates that the 

on-chain and off-chain summary comparison has a direct effect on locating responsible nodes. 

The complete model maintains the highest level in the three key indicators, which proves that 

there is a stable synergistic relationship between the modules. 

Table 4: Comparison of results from model ablation experiments 

Model Configuration 
Traceability 

Accuracy / % 

Link 

Integrity / % 

Abnormal Node 

Localization Accuracy / % 

Full Model 98.6 97.8 96.9 

Without Event 

Normalization Encoding 
94.7 95.6 93.9 

Without Index 

Reconstruction Module 
96.2 92.8 94.6 

Without Audit Write-Back 

Module 
97.1 96.4 93.5 

 

In addition to the overall indicators, there are also differences in the identification 

difficulty of different business links. Table 5 presents the breakdown results for the seven 

categories of states. The accuracy of terminal signing, customs declaration and customs 

clearance is higher than 98.5%, the main reason is that these links have clear time stamps and 

status labels. The accuracy of mainline transshipment and warehousing review was slightly 

lower, but remained above 97%. The difference of anomaly recognition rate can better reflect 

the value of the system. Label conflict, repeated scanning and delayed return in warehousing 

and trunk transport are steadily recognized, and the average recognition rate reaches 95.8%. 

This shows that the proposed mechanism can not only recover the logistics main chain, but 

also return the verifiable responsibility entry in time when the state exception occurs. 

Table 5: Traceability and anomaly identification results for different logistics links 

Logistics Stage 
Traceability 

Accuracy / % 

Anomaly Detection 

Rate / % 

Node Localization 

Accuracy / % 

Order Creation 98.2 94.9 95.7 

Warehouse Receiving 97.4 95.6 96.1 

Outbound Verification 97.8 95.1 96.0 

Customs Declaration 98.8 96.4 97.2 

Line-Haul Transfer 97.3 95.8 96.5 

Customs Clearance Release 99.1 96.7 97.4 

Final Delivery Confirmation 98.9 96.2 97.0 

 

On the whole, the proposed blockchain traceability mechanism shows strong ability of 

state recognition, link recovery and anomaly location in cross-border e-commerce logistics 

scenarios. For supply chain collaboration, supply chain financial verification and e-commerce 

platform supervision, the result output of "verifiable on the chain, replayable on the link, and 

locatable anomaly" is closer to the actual deployment requirements, and it also provides a 

reliable basis and support for the analysis of the scope and expansion space of the system in 

the subsequent discussion section. 
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5 Discussion 

The blockchain data traceability mechanism constructed in this paper integrates event 

standardized coding, on-chain summary anchoring, smart contract verification and audit 

writeback into the same execution framework, so that the order flow, state flow and 

responsibility chain in cross-border e-commerce logistics form a verifiable and replayable 

closed loop. Experimental results show that the proposed mechanism achieves a peak 

throughput of 2147 TPS in a 28-node environment, the average confirmation delay remains at 

1.84 s, the traceability accuracy reaches 98.6%, and the abnormal node location accuracy 

reaches 96.9%, which indicates that the service judgment ability of the system is not 

weakened by on-chain verification and multi-layer index. Compared with the comparison 

methods, the proposed mechanism still maintains high stability under the conditions of high 

concurrent requests, field tampering, signature replacement and index pollution, which 

indicates that contract pre-verification, channel routing and on-chain and off-chain 

consistency audit form strong coordination. From the implementation level, the advantages of 

the system are mainly reflected in three aspects: index reconstruction, audit writeback and 

consortium chain collaboration. The event-level index reconstruction improves the splicing 

ability of cross-platform logistics records, and makes the link integrity rate stable at 97.8%. 

The audit writeback mechanism directly feeds back the summary verification results to the 

traceability main chain, which shorts the exception location path. The deployment method of 

consortium blockchain reduces invalid broadcast, controls CPU occupancy and message 

retransmission rate. At the same time, there are still differences in interface standards, 

regulatory rules and data granularity in cross-border logistics scenarios, and the channel 

scheduling and cross-regional contract adaptation of the system under larger scale nodes still 

need to be enhanced. Future research can introduce partition execution, cross-chain proof, and 

lightweight privacy calculation to maintain higher consistency and deployment flexibility of 

traceability results in supply chain collaboration, supply chain financial verification, and 

e-commerce supervision 

6 Conclusions 

Focusing on the requirements of trusted data flow and traceability verification in cross-border 

e-commerce logistics security, this paper constructs a blockchain-based data traceability 

mechanism, and completes the implementation of alliance chain deployment, smart contract 

scheduling, event index reconstruction and audit writeback. Experimental results show that 

the peak throughput of the proposed mechanism is 2147 TPS under the condition of 28 nodes, 

the average confirmation delay is 1.84 s, the traceability accuracy reaches 98.6%, and the 

abnormal node location accuracy reaches 96.9%, which indicates that the on-chain summary 

anchoring and off-chain original text mapping can maintain the operating efficiency while 

supporting accurate traceability. Further analysis shows that event normalization coding 

enhances the alignment ability of heterogeneous data, index reconstruction improves the 

integrity of link recovery, audit writeback shortens the abnormal location path, and the system 

maintains stable output under the conditions of high concurrency, field tampering and 

signature replacement. The mechanism can not only provide unified computing basis for 

logistics status verification, responsibility mapping and security audit, but also provide trusted 

data support for supply chain collaboration, supply chain finance verification and e-commerce 

supervision. There are still some limitations in this paper. Although the test environment 

covers multiple types of logistics events and multiple rounds of disturbance conditions, the 

node scale is still mainly medium alliance chain network and has not been extended to larger 
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cross-regional deployment. At present, privacy protection mainly relies on permission control 

and summary verification, and the support for fine-grained secure computation of confidential 

fields is still weak. The protocol differences between customs interfaces and enterprise 

systems in different countries will also affect the direct migration of contract templates. In the 

future, cross-chain mutual recognition, lightweight privacy computing, adaptive channel 

scheduling and multi-region contract orchestration can be further promoted, and the 

continuous stability and engineering deployment flexibility of the system in complex 

environments can be verified by combining with larger scale real business traffic. 
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