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SUMMARY: With the arrival of the digital era, the scale of data is getting bigger and bigger, 

and the traditional auditing methods, including sampling audit, circular audit and other 

methods, can no longer meet the current needs. In this regard, this paper uses association rule 

algorithm to complete the data mining work on the basis of laws and regulations database, 

financial and business database, obtains a total of 30 financial and business association rules, 

and verifies their usability by calculating evaluation indexes. From the definition of anomaly 

rules and the principle of outlier detection, the anomaly detection model is designed to facilitate 

the understanding, judgment and audit of business personnel. Finally, under the theoretical 

guidance of EA-LDA combination algorithm, the hidden relationships between financial 

statement auditing entities are obtained, which are added to the original database, and finally 

the financial statement auditing knowledge graph is constructed and analyzed by in-depth 

exploration. After analyzing, the difference degree of financial statement auditing entities is 

less than 0.1, and the probability value is less than 0.5, and at the same time, some examples of 

financial statement auditing knowledge graph based on the EA-LDA combination algorithm 

are shown, which fully verifies the practical research value of this paper. This paper has certain 

reference value for enterprise financial statement auditing, which in turn improves its audit 

quality and efficiency, with a view to ensuring the reliability of its financial statements. 

 

KEYWORDS: association rule algorithm; data mining; EA-LDA combination algorithm; 
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1 Introduction 

China's Securities Law and the Securities Regulatory Commission (SRC) stipulate that listed 

companies must regularly disclose their operating conditions to the public in accordance with 

the principles of “truthfulness, accuracy, completeness, timeliness, and fairness”, and provide 

corresponding financial statements to assist in the explanation [1]. With the financial statements 

have been plagued with the public is an important issue of financial anomalies, the capital 

market to bring the return of low investment and high profits to tempt the company to use 

improper means to carry out financial counterfeiting. Financial counterfeiting refers to the 

enterprise in violation of the laws and regulations issued by the state, the internal accounts using 

non-compliant fraudulent means of forgery and concealment, in order to cover up the real 

operating conditions of the enterprise [2, 3]. The occurrence of financial fraud is inevitably 

accompanied by the emergence of financial data anomalies, the current effective financial fraud 

identification model is based on almost all from the enterprise's financial data [4]. The normal 

operation of the capital market cannot be separated from the openness and transparency of 
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enterprise data, and it has become the focus of market supervisory organizations, investors and 

relevant experts to determine whether the financial data of enterprises are abnormal from the 

open financial data of enterprises [5, 6]. However, the existing method of analyzing publicly 

disclosed financial data of listed companies by relying solely on experts from regulatory 

agencies often suffers from such shortcomings as low data credibility, excessive time lag in data 

disclosure, and non-uniformity of identification data indicators. The continuous development 

of data mining technology provides a new solution to the problem. 

The application of data mining is extensive and deeply integrated into numerous fields of 

production and life, with strong coverage and a constructive role. Certified public accountants 

should resolutely shoulder the responsibility of safeguarding public interests and enhancing the 

efficiency of capital market allocation on the path of digital economic development. In auditing 

work, they should also shift towards a direction centered on "improving quality and efficiency 

through the application of data mining technology" [7-9]. Big data-based financial statement 

auditing refers to the auditor to big data platform, technology as the support, mining the source 

of complex, diverse format, the number of huge scale of data information, cross-project team, 

cross-functional departments, cross-audit geographic area of the deep analysis, and on this basis, 

to improve the accuracy of the anchoring of the audit problem, analysis of the audit risk of the 

comprehensiveness of the [10, 11]. Enhancing the ability to use data mining technology to 

check risks, evaluate judgments, and comprehensively analyze in auditing work marks China's 

data mining technology auditing with data resources as a new orientation toward a new 

development era, in which all audit subjects are facing unknown changes [12, 13]. Data mining 

technology is the core driving force of enterprise digital transformation, and at the same time 

will bring many opportunities and challenges to financial statement auditing. 

How to accurately identify corporate financial anomalies has been the focus of academic 

attention, and the development of data mining technology in recent years has pointed to a new 

research direction. Literature [14] points out that anomaly detection is an important data 

analysis task on the fields of finance, computer network, behavioral analysis, etc. The study 

launched an in-depth investigation on its application in the field of finance, and compared the 

effect of multiple clustering algorithms in anomaly detection from different perspectives. 

Literature [15] investigates the effectiveness of the combination of blockchain technology and 

data mining technology in the assessment of financial anomalies, the article overviews the 

blockchain technology and data mining technology, and confirms the potential value of the 

combination of the two technologies in financial anomaly identification through a practical case. 

Literature [16] used nearest neighbor, clustering and statistical methods to detect anomalies 

using the trading data of the Australian Stock Exchange from 2009-2013, and showed better 

anomaly detection performance by testing the local outlier factor and the clustering-based 

multivariate Gaussian outlier score. Literature [17] designed a data mining based anomaly 

detection method that can identify anomalies in trading at the business level and operational 

level, by determining the trust factor at the business level and the credibility factor at the 

operational level to identify whether the current trading is anomalous or not. 

Machine learning is one of the core techniques of data mining and it is also widely used in 

financial anomaly detection tasks. Literature [18] conducted a comprehensive review on the 

topic of fraud detection in the financial field and found that data mining techniques are the most 

widely used techniques for financial fraud detection, where machine learning methods such as 

logistic models, neural networks, Bayesian belief networks, and decision trees play an 

important role in solving specific fraud problems. Literature [19] compared seven supervised 

machine learning techniques and two unsupervised machine learning techniques for anomaly 

detection in financial auditing, different forms of machine learning methods have their own 

strengths and weaknesses, and all of them show great potential in extracting financial data to 
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identify anomalous entries. Literature [20] investigated the financial fraud of Brazilian export 

enterprises, applied deep learning-based anomaly detection model to analyze the product export 

data of relevant Brazilian enterprises in 2014, and the study accurately detected the data 

anomalies of more than 20 enterprises, effectively preventing the money laundering efforts of 

enterprises. Literature [21] used the method of Meta learning to identify 9006 financial samples 

in the United States, of which 9191 are non-fraudulent samples and 815 are fraudulent samples, 

and the final predicted recall rate of the fraudulent samples is 81.5%. Literature [22] used 

decision tree, random forest and other algorithms to detect anomalies in financial data, in which 

the random forest algorithm assesses the degree of data anomalies based on the similarity of the 

samples, and the algorithm effectively improves the computational practice and accuracy of the 

anomaly detection model, which is more advantageous than other methods. Literature [23] 

designed a financial fraud detection framework called CoDetect, which analyzes network 

information and financial characteristic information to identify fraudulent behavior, and tests 

on the dataset verified the feasibility of the framework, which seriously combats financial 

criminal activities. The machine learning based continuous fraud detection system proposed in 

literature [24] enables real-time monitoring of financial information while tracking financial 

transaction patterns, user activities and audit logs, and the performance of the system's case 

study is recognized by the crowd, with an anomaly detection accuracy and recall rate of more 

than 0.9. 

Big data and data mining complement each other, the relationship between big data and 

financial statement auditing research, for the use of data mining technology to guide the audit 

work to provide a solid theoretical foundation. Literature [25] points out that many industries 

and enterprises for the application of data to the direction of big data continues to evolve, pay 

more attention to the data itself, the process of data generation and analysis, not only in the 

simple presentation of the data, these evolutions for the auditing industry to bring new 

challenges and opportunities for reform. Literature [26] investigated the impact of the 

interaction patterns of big data technology features in the user auditing process on the 

relationship with the company's internal relations, and that big data technology optimizes the 

financial statement auditing process, automates audits on a large scale, and helps auditors to 

communicate more efficiently. Literature [27] suggests that the importance of Big Data and 

Artificial Intelligence in accounting and auditing is unquestionable, however the impact and 

application of these technologies to these areas has not been fully explored to date, and Big 

Data auditing still has a large scope for development. Literature [28] emphasizes the importance 

of big data analytics in financial statement auditing, where information technology, data 

categorization, and diverse skills leverage audit data, in addition to demonstrating strong 

advantages in audit efficiency improvement and assisted decision making. 

Currently, the application of data mining techniques in financial statement auditing is 

mostly focused on the field of fraud detection research. Literature [29] screened and 

comprehensively analyzed the articles related to financial statement auditing research and 

determined that the biggest problem in financial statements is fraud detection, for which it 

explored the solutions based on machine learning and data mining techniques, and looked 

forward to the future development of this field. Literature [30] builds a classification system to 

study the application of data mining technology for fraud detection in financial statement 

auditing, which can accurately match the data mining technology and fraud detection scheme, 

and greatly improves the detection efficiency in response to different fraudulent behaviors. 

Literature [31] in order to improve the auditor in the implementation of financial statement 

audit task is the identification of abnormal patterns and potential risks, using data mining 

technology to design a financial audit system, the system's audit quality and efficiency has been 

greatly improved, and can be visualized to identify the error nodes of the audit operation. 
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Literature [32] applied data mining and generative adversarial network model in fraud detection 

in financial statement auditing, which overcomes the high-dimensional nature of the data 

feature space, and has a good performance in monitoring fraud in homemade datasets. 

Literature [33] compares the differences of several data mining techniques in the identification 

of fraud factors in financial statement auditing, where logistic regression, decision trees and 

artificial neural networks have correct classification rates of 88.5%, 90.3%, and 92.8%, 

respectively, in the test sample. Literature [34] investigated the application of data mining 

techniques in the classification of financial statement tampering, and the classification methods 

used include decision tree, logistic regression and artificial neural network, in which artificial 

neural network has the best classification performance, and the fraud in the company can be 

effectively detected through classification. Literature [35], on the other hand, conducted a 

systematic analysis of financial statement audit data, the study randomly selected 12 attributes 

in the data set to build 10 stochastic decision tree model, the classification accuracy of this 

model on the data compared to the comparison of the model to improve the accuracy of nearly 

10%, and with the increase in the number of samples the accuracy of the model will continue 

to improve. 

In this paper, using the association rule algorithm, data mining is carried out on the laws 

and regulations database, financial and business databases, and 30 financial and business 

association rule sets are collected, and their validity is verified based on the degree of support, 

confidence, enhancement, leverage, and certainty. On this basis, the anomaly detection model 

is constructed by combining the definition of anomaly rules and outlier detection method, in 

which the laws and regulations database, financial and business database are divided into three 

data sets, which are data set Q, data set S, and data set T. The feasibility of anomaly detection 

is illustrated based on the anomaly detection time overhead. Subsequently, the combined EA-

LDA algorithm is used to construct a knowledge graph for financial statement auditing, which 

aims to reveal the business logic relationships between financial auditing entities, helps to 

improve the efficiency of auditors' retrieval and correlation comparison, and is of great 

significance in promoting the digitization and intelligence of financial statement auditing. 

2 Linkage mining for finance and business 

In the face of audit projects in different industry sectors, auditors often have to learn from 

scratch, and it is difficult to control the core and important business of the audited unit, which 

makes the audit work inefficient and the audit risk difficult to control. The association mining 

in data mining technology can reasonably associate business processes and financial accounting 

processes together, discovering the close association and role between financial information 

and business information, which can reveal the degree of association inherent in financial and 

business indicators, and help to improve the effectiveness of financial auditing based on 

business indicators. 

2.1 Relevance mining dataset 

2.1.1 Database of laws and regulations 

In the collection of laws and regulations, it is necessary to crawl data from the Internet, and the 

database of laws and regulations is shown in Figure 1. Based on the perspective of the audited 

unit, the use of python program on the Internet to crawl a series of accounting laws and 

regulations such as accounting laws, accounting systems, financial systems, accounting 

standards, accounting regulations, a total of more than 500 laws and regulations, these laws and 
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regulations will become the main basis for the construction of the correlation of the financial 

and operational indicators between the corresponding relationship. 

Python 

program
Internet

Database of 

Laws and 

Regulations

Accounting 

law

Accounting 

system

Financial 

system

Accounting 

Standards

Accounting 

Treatment 

regulations

Crawl data

 

Figure 1: Database of Laws and Regulations 

2.1.2 Financial and operational databases 

In addition to the financial and business correspondences embedded in laws and regulations, 

there may also be relevant correspondences between financial and business indicators in various 

media reports on the Internet about the audited entity, hot news, and current events. Auditors in 

the process of understanding the audited unit and its environment, often through the external 

environment to determine whether the audited unit's financial data and financial data changes 

are reasonable. The financial and business database, as shown in Figure 2, is established through 

the establishment of a database of news reports and information on the external environment 

such as the market and competition status of the industry in which the audited unit operates, 

relevant production technology, energy supply and cost, and statistical data. 
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Figure 2: Financial and business database 

2.2 Evaluation metrics for correlation mining results 

In the training sample stage, as relationship extraction becomes an automated computer 

program, however, it is not the case that if a financial information and a business information 

appear in the same text, it means that the two are related, which only means that the two may 

be related. Without human labeling, we need to establish a set of criteria to determine the 

strength of the relationship between financial and business. The strength of the relationship 

between a financial information and a business information can be judged by five indicators: 

support, confidence, enhancement, leverage and certainty. 

2.2.1 Level of support 

The degree of support indicates the frequency of occurrence of the former item and the latter 

item in a dataset. Assuming that X is a certain financial information and Y is a certain business 

information, the support degree indicates the proportion of the amount of text in which both X 

and Y appear to the total amount of text. The formula is as follows: 

 
( , )

( , ) ,  [0,1]sco e  
)

:
(

p
P X Y

Support X Y
P All

  (1) 

where ( , )P X Y  denotes the number of texts in which X and Y appear simultaneously in the 

same text. 

2.2.2 Confidence level 

The confidence level indicates how often the latter item occurs in the same dataset given the 

occurrence of the antecedent of the antecedent. Again assuming that X is a certain financial 

information and Y is a certain business information, then the confidence level of X over Y 

indicates the proportion of the amount of text in which both X and Y appear to the amount of 
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text in which all X appears. The formula is as follows: 

 
(

s
, )

( ) ( / ) ,  [0, ]cop
( )

e: 1
P X Y

Confidence X Y P Y X
P X

    (2) 

As can be seen from the formula, since the confidence level is calculated with the inclusion 

of the prior, the larger the value, the higher the strength of the association between X and Y is 

indicated. 

2.2.3 Degree of elevation 

Enhancement is the ratio of “the frequency of occurrence of the latter item in the same dataset, 

provided that the precondition, the former item, occurs” to “the frequency of occurrence of the 

latter item”. Again assuming that X is a particular piece of financial information and Y is a 

particular piece of business information, the degree of enhancement of X to Y reflects how 

much the occurrence of X changes the frequency of Y's occurrence. The formula is as follows: 

 
( )

( ) ,  [0, ]sco
(

p : 
)

e
Confidence X Y

Lift X Y
P Y


    (3) 

If ( ) 1Lift X Y  , it means that there is no relationship between X and Y. If 

( ) 1Lift X Y  , it means that X and Y are exclusive of each other. If ( ) 1Lift X Y  , it 

means that there is an association between X and Y. And the larger the value of ( )Lift X Y , 

the stronger the association between X and Y. 

2.2.4 Leverage value 

The value of leverage represents the difference between the calculated observed frequency of 

co-occurrence of the preceding and following items and the frequency of independent 

occurrence of the preceding and following items. Again assuming that X is a particular piece 

of financial information and Y is a particular piece of business information, the leverage 

between X and Y reflects the degree of correlation between X and Y. The leverage between X 

and Y is calculated by using the following formula. The formula is as follows: 

 ( , ) ( , ) ( )* ( ),  [ 1,1]scope: Levarage X Y P X Y P X P Y    (4) 

If ( ) 0Levarage X Y  , then X and Y are negatively correlated. If 

( ) 0Levarage X Y  , then X and Y are independent of each other. If ( ) 0Levarage X Y  , 

then X and Y are positively correlated, and the closer the value of ( )Levarage X Y  is to 1, 

the closer the relationship is. 

2.2.5 Conviction 

Confidence denotes the probability that the former term occurs and the latter term does not, 

again assuming that X is a certain financial information and Y is a certain business information, 

then the X to Y confidence denotes the probability that X occurs and Y does not. The formula 

is as follows: 

 
1 ( ) ( ) (! )

( ) ,  [0, ]
1 ( ) ( , (

scop :
)

e  
support Y P X P Y

Conviction X Y
Confidence X Y P X Y


   

 
 (5) 
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where (! )P X  denotes the number of texts in which X does not occur, the denominator 

becomes 0 at confidence level ( ) 1Confidence X Y  , when ( )Conviction X Y  is 

defined as “inf”. If ( ) 1Conviction X Y  , then X and Y are independent of each other. If 

( ) 1Conviction X Y  , it means that X and Y are exclusive. If ( ) 1Conviction X Y  , it 

means that X and Y are related, and the larger the value of ( )Conviction X Y , the stronger 

the strength of the association between X and Y is. 

3 Analysis of mining results for financial and business 

linkages 

3.1 Association mining results 

When applying data mining techniques for rule extraction, there are several analysis methods 

to choose from, such as logistic regression, support vector machine, decision tree, and 

association rule mining. According to the understanding of several mainstream machine 

learning models, association rules are preferred for data mining and rule extraction because they 

do not require parameter assumptions and have the advantages of strong interpretability and 

easy regularization, which facilitates the subsequent extraction of entity relationships. On the 

basis of legal and regulatory databases, financial and business databases, the association mining 

in data mining technology is utilized to conduct text word frequency mining and obtain the key 

concepts of financial statement auditing, and the results of text word frequency statistics are 

shown in Table 1. Based on the data size in the table, it can be seen that X1~X10 are current 

assets, inventory, intangible assets, liabilities, debt payable, owner's equity, revenue from main 

business, cost, financial expenses, operating profit in financial information X, respectively, and 

the corresponding number of text word frequency is 54, 56, 36, 49, 42, 52, 52, 44, 59, 58, 

whereas Y1~Y3 are the business information Y of financing, operation, and investment, their 

text word frequency quantities are 171, 173, and 158, which provide data support for the 

following support, confidence, enhancement, leverage, and certainty calculations. Overall, 

relying on manual operations to analyze audit data and discover audit suspicions is difficult to 

meet the complex audit needs, applying the above research on association rule technology to 

the field of financial statements in an attempt to enrich the audit knowledge base with the mined 

rules and provide a reasonable theoretical basis for audit data quality detection. 

Table 1: The statistical results of text word frequency 

X N Y N 

X1 54 Y1 171 

X2 56 Y2 173 

X3 36 Y3 158 

X4 49   

X5 42   

X6 52   

X7 52   

X8 44   

X9 59   

X10 58   
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3.2 Evaluation of indicator results 

It is known that there are 10 items of financial information X, while there are 3 items of business 

information Y. According to the permutations and combinations, we can get 30 items of 

financial and business correlation rules, and under the role of the above formula, we can find 

out the degree of support, confidence, enhancement, leverage value, and certainty, and the 

values of the evaluation indexes are as shown in Table 2. After calculation, the value domains 

of support, confidence, enhancement, leverage, and certainty are 0.0113~0.0203, 

0.0244~0.0437, 1.586~2.964, 0.04~0.987, and 2.071~4.826 respectively, which show the 

strength of the association between the financial information and the business in full, and to a 

certain extent validate the method of this paper to obtain the financial and business association 

rules obtained by the method of this paper. This can explain the financial and business logic 

relationship, but also insight into the data interaction relationship of the financial statement 

audit, thus helping the auditors to grasp the actual situation of the enterprise financial data, 

while confirming the matching of the data of the form and the data flow of each asset, to identify 

the financial statement data risks and vulnerabilities to provide data support, and then enhance 

the efficiency of the audit of the enterprise financial statements, so as to better adapt to current 

The requirements of enterprise financial auditing. 

Table 2: Evaluation index value 

N Support level Confidence level Enhancement degree Leverage value Certainty 
1 0.0183 0.0396 1.333 0.536 3.326 
2 0.0190 0.0410 1.347 0.221 4.41 
3 0.0122 0.0264 2.692 0.146 3.141 
4 0.0166 0.0359 1.3 0.148 3.053 
5 0.0142 0.0308 1.594 0.251 2.468 
6 0.0176 0.0381 2.236 0.124 4.757 
7 0.0176 0.0381 2.151 0.55 3.799 
8 0.0149 0.0322 2.387 0.101 2.865 
9 0.0200 0.0432 2.048 0.916 3.797 
10 0.0197 0.0425 1.058 0.883 4.807 
11 0.0185 0.0400 2.573 0.472 3.596 
12 0.0192 0.0415 1.409 0.377 4.826 
13 0.0124 0.0267 1.138 0.971 2.623 
14 0.0168 0.0363 1.406 0.987 3.049 
15 0.0144 0.0311 1.438 0.752 2.399 
16 0.0178 0.0385 1.055 0.313 4.648 
17 0.0178 0.0385 1.621 0.04 3.865 
18 0.0151 0.0326 1.084 0.369 3.23 
19 0.0203 0.0437 2.964 0.737 4.489 
20 0.0195 0.0430 2.241 0.904 3.027 
21 0.0169 0.0366 1.59 0.524 3.788 
22 0.0176 0.0379 1.879 0.126 3.657 
23 0.0113 0.0244 1.586 0.231 2.921 
24 0.0154 0.0332 1.162 0.957 3.926 
25 0.0132 0.0284 1.626 0.508 4.502 
26 0.0163 0.0352 1.9 0.547 2.764 
27 0.0163 0.0352 2.337 0.462 2.559 
28 0.0138 0.0298 1.273 0.387 4.772 
29 0.0185 0.0399 1.377 0.088 2.071 
30 0.0182 0.0393 2.112 0.985 4.224 
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4 Anomaly Detection Model 

In this paper, for the actual financial data auditing work facing high cost, rapid changes and 

experience transmission difficulties, the use of association rule mining and outlier detection 

methods, the above association mining data for anomaly detection model construction, to 

realize the financial data anomaly identification rules of automatic mining, the generated rules 

itself with explanatory, easy for business personnel to understand, judgment and audit. 

4.1 Exception Rule Definitions 

The main goal of anomaly rule mining is to learn the general laws of general behaviors from a 

large amount of historical data, and if a specific behavior contradicts the identified laws, it is 

considered as anomalous behavior. The anomaly identification rule adopts the representation of 

generative rule, i.e. R=X→Y, where X is the antecedent of the rule and Y is the consequent of 

the rule. Using this method is closer to the human way of thinking, which can be understood as 

Y because of X. It is suitable for expressing causality, and the rules can be directly transformed 

into textual descriptions with explanatory properties. 

4.2 Outlier detection 

Outliers are data points that deviate significantly from other observations, and outlier detection 

is the process of extracting distinctive data objects through statistical or modeling methods. 

Outliers are not always abnormal data points, but can also be caused by errors or data variability. 

Outlier detection can be realized based on model, based on clustering and based on statistical 

methods, the detection rules can be interpreted for reasons of consideration, this paper chose 

the association rule method, and the Z-score as a metric for outlier detection, the Z-score is a 

parameter anomaly detection method in one-dimensional or low-dimensional feature space. The 

technique assumes that the data is Gaussian distributed and the outliers are data points in the 

tails of the distribution and therefore far from the mean of the data. The distance depends on 

the interset value iZ  of the normalized data points thrZ  calculated using the formula, the iZ  

score is expressed as: 

 i
i

x
Z






  (6) 

where ix  is the data point to be detected,   is the mean of all points ix , and   is the 

standard deviation of all points ix . 

4.3 Specific processes 

The raw data is processed by difference processing for date type fields and semantic parsing for 

text type fields to obtain labels, and finally all the raw data information is transformed into 

numeric and enumerated fields to obtain the processed data point set  1 2, , , nD x x x  where 

 1 2 1 2, , , , , , ,i j kx fn fn fn fe fe fe , fn , and fe  represent numeric field values and 

enumerated field values, respectively. 

In order to improve the computational efficiency of the algorithm, the antecedent of the rule 

uses the set of all enumerated labels obtained from the frequent item set computation, and the 

frequent item set is mined using the association rule algorithm. 

The backend of the rule targets different field types: enumerated fields use association rule 



INGEGNERIA SISMICA – INTERNATIONAL JOURNAL OF EARTHQUAKE ENGINEERING 

11 

learning for rule generation and numeric fields use discrete point detection for rule generation. 

The idea of the algorithm is to iterate over each frequent itemset to generate different non-empty 

subsets as rule antecedents. On the one hand, the difference set is used as the rule posterior to 

compute the support, confidence and lift metrics. On the one hand, for each numeric field, the 

corresponding value of the z-score threshold is computed to generate the rule posterior. Finally, 

an explanatory description is generated for each rule and rules with the same type and the same 

antecedent are merged. 

5 Anomaly Detection Model Testing 

5.1 Test experiment setup 

The region of anomalous association determination is shown in Fig. 3.In this experiment, the 

minimum support is set to 0.0113, i.e., the set of items with support lower than 0.0113 is 

considered to be an infrequent item set. In addition the maximum confidence level is set at 0.04 

level so as to find out as many anomalous association problems as possible without missing any 

outliers. Overall the parameter setting of the anomaly detection model requires some experience 

with the data and depends on the size of the number of samples in the experiment. Combined 

with the definition given before, in order to simplify the means of observation, in the experiment, 

if the thresholds of the infrequent itemsets to be mined and the anomalous association rules are 

set to the same value, using the value of the degree of support as the horizontal coordinate, and 

the value of the degree of confidence as the vertical coordinate, to establish a planar right-

angled coordinate system, we can get the following region of the judgment of the anomalous 

association. The red region is the infrequent item set judgment region, and the blue region is 

the abnormal association rule judgment region. By observing the scatter distribution composed 

of support and confidence, it helps to study the law of abnormal association in the data set. In 

the experiment, the data in the legal and regulatory databases, and the financial and business 

databases are divided into the full set of data “containing suspected abnormal data” with a total 

of 39,114 samples (hereinafter abbreviated as set Q). The “does not contain suspected 

anomalous data” dataset, with a total of 330,251 items (hereinafter abbreviated as set S). The 

“contains only suspected anomalous data” dataset, with 63,377 entries (hereafter referred to as 

set T). The “Does not contain suspected anomalous data” and “Contains only suspected 

anomalous data” are subsets of the “Contains suspected anomalous data” data set. That is, 

Q ST  and Q S  . In addition, suspected abnormal data refers to the last status 

information of the financial statements of an enterprise that has been modified or canceled 

before the modification is retained, but since there is no further information to indicate that it 

must be an abnormal record, so it is called “suspected abnormal data” here. 
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Figure 3: Abnormal association determination area 

5.2 Data analysis 

The experiment compares the distributions of the scatter points of the three datasets to roughly 

derive the data patterns dedicated to financial statement auditing, aiming to realize the abnormal 

data detection, the support confidence scatters containing the suspected data are shown in Fig. 

4, the support confidence scatters without the suspected data are shown in Fig. 5, and the 

support confidence scatters containing only the suspected data are shown in Fig. 6. 

Comprehensively comparing the three parts of the experimental dataset in Fig. 4, Fig. 5, and 

Fig. 6, some interesting features can be found. 

Feature 1, there are scatters with confidence equal to 0.04 in all three figures. By definition, 

the existence of an association rule with a confidence level equal to 0.04 indicates that when a 

set of items that meets some specific conditions occurs, a set of items containing specific values 

must be introduced. In fact, this characteristic reflects the fact that the fields within the former 

and latter itemsets are highly likely to be predefined values and there is no possibility of human 

modification. 

Characteristic two, even though the number of records in the set S is quantitatively different 

from the set Q and the set T, if one observes the interval of support equal to 0 to 0.018, one can 

find that the scatters of the three sets in this interval are denser. This indicates that even if the 

scatter falls in the infrequent item set determination region, it does not mean that the item set 

where the scatter is located is necessarily an infrequent item set, because the fields involved in 

the modification or cancellation on the financial statement are not necessarily the fields 

examined in the experiment. 

Feature three, similar to feature two, even though the number of records in set Q, set S, and 

set T are not identical, there is a clear clustering of the distribution of the scatters at the 

confidence level, with support and confidence at 0.018 or 0.04. 
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Figure 4: Support and confidence scatter points containing suspected data 

 

Figure 5: Support and confidence scatter points that only contain suspected data 

 

Figure 6: Support and confidence scatter points that only contain suspected data 

Combined with the above characterization, the infrequent itemsets and normal result sets of 

abnormal association rules are determined based on the abnormal association determination 

region, which improves the efficiency and quality of detecting anomalies, so further processing 

is needed to eliminate the common parts of the dataset. Through practical experiments, it is 

found that a more feasible approach is to take a given time interval as a reference benchmark 

to obtain its itemsets and association rules. Then the data in the next time interval is used as the 

experimental test dataset to obtain its itemsets and association rules, and then the common parts 

of the two are eliminated. The addition of this experimental step makes the results of anomalous 
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association detection more practical. 

In order to better verify the priority of the association rule algorithm in financial statement 

anomaly data detection, the clustering algorithm is used as a control algorithm, and the time 

overhead comparison results under the same conditions are shown in Fig. 7, in which (a) ~ (c) 

are the dataset Q, dataset S, and dataset T, respectively. The comprehensive performance of the 

data in the figure shows that, compared with the clustering algorithm, the association rule 

algorithm in the detection of financial statement anomalies has a The time overhead is smaller, 

and its time is 9.272s, 80.919s, 19.728s respectively, i.e., the association rule algorithm in this 

paper is able to detect the abnormal data in financial statements quickly. 

 

(a)Dataset Q 

 

(b)Dataset S 

 

(c)Dataset T 

Figure 7: The comparison result of time cost 
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6 Financial Statement Audit Knowledge Mapping 

Construction 

With the development of informatization and business intelligence, the amount of information 

that needs to be processed by today's financial departments has proliferated, and it has become 

a difficult task to mine valuable and relevant information from among the data that needs to be 

processed by multiple departments, to discover the hidden relationships among the departments, 

and then to improve the financial statement audit knowledge graph. To address this problem, 

this paper proposes a method based on inter-entity association analysis and topic analysis, i.e., 

EA-LDA algorithm to mine the relationships between entities, firstly, the association rules are 

used to mine the association relationships between entities, and then the LDA topic extraction 

method is used to analyze the relationships between topics in the data related to the entities, and 

then get the hidden relationships between the entities of financial statement auditing, and then 

the newly discovered relationships are added to the original database, and finally complete the 

financial statement audit knowledge graph design work. The construction of a knowledge map 

for financial statement auditing can reveal the business logic relationships between entities such 

as financial accounting entities, organizational entities and audit objects, which helps to 

improve the efficiency of search and correlation comparison by auditors. 

6.1 Association Rule Based Entity Relationship Acquisition 

Since the data related to entities contain a large amount of potential association information, 

this paper applies the association rule algorithm to calculate the frequent keyword set based on 

the data related to entities in a continuous iterative manner, and forms the entity association rule 

set based on the n frequent keyword sets obtained, and obtains the hidden relationships between 

entities through further analysis of the association rule set. 

(1) Organize the data associated with different entities to obtain multiple entity-associated 

datasets 1 2, nD D D , preprocess each dataset to obtain multiple corresponding keyword sets 

1, nW W W , and compute the support degree of each word in each keyword set sup( )i . The 

formula is shown in equation (7): 

 sup ( ) ( ) ( ) / ( )m m m mi P i num i num All   (7) 

where sup ( )m i  denotes the support of the i th keyword in the mth keyword set mW ; ( )mP i  

denotes the probability of the i th keyword in the keyword set mW  appearing in the current 

keyword set; ( )mnum i  denotes the number of occurrences of the keyword set mW  the number 

of times the i  keyword appears in the current keyword set; ( )mnum All  denotes the number 

of data records related to the current keyword in the data set mD . 

(2) Based on the support results of each keyword in the obtained keyword set, the keywords 

with values of support greater than or equal to the threshold   are retained to obtain a 1-item 

frequent keyword set 
1

mL  for each entity-associated data set. 

(3) For each entity-associated dataset, iteratively use the ( 1)j  th frequent keyword set, 

calculate the support of each keyword in the frequent keyword set, and retain the keywords with 

support greater than or equal to the threshold value   to obtain a new candidate k -item 

frequent keyword set m

kL  for the m th entity-associated dataset , until no new frequent item 

set is generated and the algorithm ends. 
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6.2 Entity Relationship Acquisition Based on LDA Topic Discovery 

Based on each topic probability distribution, in order to get the relationship between topic 

probability distributions, this paper defines a way to calculate the degree of association of the 

topic probability distributions, for the given two topic probability distributions A and B, first 

screen to get the common topic words in them, and sum the probability distributions 

corresponding to the common topic words in the topic probability distributions A and B, 

respectively, and then calculate them to get the degree of association of the two topic probability 

distributions. The degree of association of the probability distributions, by comparing the size 

of the degree of association of the probability distributions of each two topics, we get the entity 

topic document with a larger degree of association, and retain the common topic words in the 

entity topic document as the relationship between the entities. The formula for calculating the 

degree of association of topic probability distributions is shown in equation (8): 

 102

1 ( )
log

( )

P x
D

n Q x
  (8) 

where D  is the difference of the topic distribution, ( )P x , ( )Q x  denote the probability of 

the same topic word in the topic distribution P  and the topic distribution Q , respectively, and 

n  is the number of the same topic words in the two topic distributions, if the difference degree 

of the two topic distributions computed, D , is smaller, then the association between the 

corresponding two-entity topic documents the higher the degree of association between the 

corresponding two entity topic documents. 

Since each entity association data contains multiple topics, and there are potential 

relationships between multiple topic distributions, this chapter takes each entity association data 

as an entity topic document, applies the LDA topic extraction algorithm to get the topic 

distribution of each entity topic document, and analyzes the degree of association between the 

topic documents to get the hidden relationships between the entities by calculating and 

analyzing the degree of association between the topic documents. Each word in an article is 

selected with a certain probability to a certain topic, and a certain word is selected with a certain 

probability from this topic to generate a document, and the probability of each word appearing 

in the document is calculated as shown in equation (9). That is: 

 ( | ) ( | )* ( | )
topic

p word doc p word doc p topic doc  (9) 

where ( | )p word doc  denotes the word frequency, i.e., the probability of occurrence, of each 

word in each document; ( | )p word doc  denotes the probability of occurrence of each word in 

each topic; and ( | )p topic doc  denotes the probability of occurrence of each topic in each 

document. The relative distribution of document-topic, topic-word item, document-word item 

is obtained by iteratively calculating the topic distribution of each document. 

6.3 Potential relationship discovery between entities 

In this paper, the algorithm is based on the association data of financial and business entities, 

and applies the association rule algorithm to mine the entity association rule set of each entity 

association data, and analyzes the association relationship between the association rules to get 

the potential relationship between auditing entities. And apply the LDA topic extraction method 

to obtain the topic probability distribution of each part of entity association data, and further 

analyze the correlation relationship between each topic probability distribution to obtain the 
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hidden relationship between audit entities. The newly obtained entity relationships are 

compared with the entity relationship triples in the original knowledge base, and the new entity 

relationship triples are added to the database, so as to realize the construction of the financial 

statement audit knowledge graph, and the overall flow of the EA-LDA algorithm is shown in 

Figure 8.The specific flow of the EA-LDA algorithm is as follows: 
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Figure 8: EA-LDA algorithm process 

(1) Firstly, we organize the laws and regulations database and the financial and business 

database to obtain multiple entity-associated datasets 1 2, nD D D , and carry out preprocessing 

operations such as data segmentation and deactivation of words for each entity-associated 

dataset. 

(2) Iteratively calculate the support degree of each frequent keyword set in each entity-

associated dataset, retain the k  frequent keyword sets that satisfy the support degree threshold 

of  , perform multiple combinations of keywords for the k  frequent keyword sets to obtain 

the candidate association rule sets, and retain the association rules with the confidence interval 

of   to obtain the association rule sets of each entity-associated dataset 1 2, nC C C . 

(3) Analyze the two sets of association rules and retain the common association rules 

between the two sets of association rules, and the association relationship between the common 

association rules is the relationship between the corresponding entities. 

(4) For the preprocessed entity association data set, Gibbs sampling formula is applied to 

iteratively update the topic number corresponding to each word, and the distribution of topics 

d  is obtained by counting the topics corresponding to each word, and the distribution of topics 

and words k  is obtained by counting the distribution of each topic word in the data set. 

(5) Calculate the difference degree between the topic distributions corresponding to each 

entity's association data two by two, keep the topic distributions whose difference degree D  

is less than 0.1, and analyze the association relationship between the topic distributions to get 

the inter-entity relationship. 

(6) The relationships between entities obtained by association rule analysis and topic 

probability distribution analysis are de-emphasized and added to the database in the form of 

<entity, relationship, entity> to realize the construction of knowledge graph. 

7 Financial Statement Audit Knowledge Mapping Analysis 

7.1 Entity Relationship Acquisition Analysis 

Also on the laws and regulations database, financial and business database, using the EA-LDA 

algorithm to obtain the financial statement audit entity relationship, this paper sets the number 
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of topics in the topic model K = 30, with the above set of associated items corresponding to the 

entity relationship to obtain the results of the analysis shown in Table 3. Through the EA-LDA 

algorithm for financial statement auditing entity difference degree and probability calculation, 

it can be seen that the difference degree of its 30 topics are less than 0.1, the value of the domain 

of 0.01 to 0.096, can be obtained from the financial statement auditing entity relationship, the 

corresponding probability of the value of the domain of 0.05 to 0.485, which means that the 

introduction of the LDA algorithm on the basis of association rule algorithms, which makes the 

financial statement auditing entity more close to the reality, which ensures the application 

effectiveness of financial statement auditing knowledge graph. 

Table 3: Obtain the analysis results of entity relationships 

Topic Degree of difference Probability Topic Degree of difference Probability 

1 0.084 0.485 16 0.01 0.076 

2 0.03 0.285 17 0.059 0.337 

3 0.016 0.246 18 0.086 0.121 

4 0.083 0.229 19 0.068 0.184 

5 0.052 0.313 20 0.085 0.477 

6 0.059 0.066 21 0.062 0.212 

7 0.084 0.274 22 0.072 0.468 

8 0.062 0.005 23 0.024 0.198 

9 0.051 0.006 24 0.038 0.156 

10 0.034 0.047 25 0.089 0.239 

11 0.07 0.162 26 0.052 0.356 

12 0.094 0.478 27 0.095 0.416 

13 0.022 0.207 28 0.096 0.43 

14 0.056 0.236 29 0.062 0.287 

15 0.049 0.301 30 0.046 0.316 

7.2 Application Analysis of Knowledge Mapping 

Under the guidance of EA-LDA algorithm theory, the financial statement audit knowledge map 

is obtained, and an example of financial statement audit knowledge map is shown in Figure 9. 

Auditors can directly find the corresponding legal provisions by searching for audit doubts, 

avoiding the mistakes and errors that may arise from human search, and solving the problems 

of “inappropriate citation of legal provisions, not cited” and so on. The existence of a large 

number of non-performing accounts receivable leads to poor capital turnover of the unit, limited 

funds are occupied, resulting in the loss of state-owned assets, which is a serious violation of 

the “Financial Rules for Institutions” of the unified accounting, unified management of the 

relevant provisions. In accordance with the provisions of the performance pay system for 

institutional staff, each unit shall not introduce or change the payroll policy without 

authorization, and the issuance of other labor expenditures outside the performance payroll is 

contrary to the unity and seriousness of the payroll policy. In accordance with the provisions of 

the annual audit of the financial budget of the institution, in order to ensure that the accounts 

are consistent with the actual situation, it is necessary to adjust the inventory surplus and deficit 

in a timely manner, regular or irregular inventory inventory count, if the audited unit does not 

exist inventory count records, it shows that it does not implement the provisions. Administrative 

institutions need to follow the principle of comprehensiveness in the preparation of financial 

budgets, the annual budget to include all budget management income and expenditure, 

reflecting the requirements of the integrated budget, if there is incomplete budgeting in the 
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financial audit, indicating that the audited object violates the principle of financial budgeting. 

Comprehensive several situations can be seen, thanks to the financial statement audit 

knowledge mapping, so that the audit of qualitative work has been significantly simplified, the 

auditor to audit the problem of searching for legal and regulatory provisions can be realized 

quickly locate, financial statement audit efficiency has been significantly improved. 
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Figure 9: An example of the knowledge graph for financial statement auditing 

8 Conclusion 

With the development of digital technology, the complexity of the enterprise financial 

information system has been increasing, and the traditional auditing method has been unable to 

meet the needs of the current stage of enterprise financial statement auditing. In this regard, this 

paper utilizes the association rule algorithm and LDA algorithm to construct a financial 

statement anomaly detection model and knowledge map respectively, and carries out in-depth 

verification and analysis. 

(1) After the association mining of finance and business, we get current assets, inventory, 

intangible assets, liabilities, debt payable, owner's equity, revenue from main business, cost, 

financial expenses, operating profit, corresponding to the number of text word frequency is 54, 

56, 36, 49, 42, 52, 52, 44, 59, 58, and financing, operation, investment, the number of text word 

frequency is 171, 173, 158, in addition to calculating the support, confidence, enhancement, 

leverage, and certainty of each association rule, with specific value domains of 0.0113~0.0203, 

0.0244~0.0437, 1.586~2.964, 0.04~0.987, and 2.071~4.826, which demonstrates the strength 

of the association between the financial information and the business in the auditing work. 

(2) Setting the minimum support and maximum confidence level of 0.0113 and 0.04, 
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respectively, the data from the laws and regulations database, financial and business database 

can be divided into three data sets, referred to as data set Q, data set S, and data set T, which 

are 39,114, 3,305,25, and 6,337, and it is found that most of the data points have a support level 

of 0~0.018, and the corresponding confidence level of 0~0.04, which are normal data, otherwise 

they are abnormal data. In addition, compared with the clustering algorithm, this paper's 

algorithm has a smaller time overhead for anomaly detection, which is 9.272s, 80.919s and 

19.728s, which comprehensively verifies the anomaly detection model constructed by this 

paper's algorithm. 

(3) Through the EA-LDA algorithm for financial statement auditing entity discrepancy 

degree and probability calculation, the value domain of discrepancy degree and probability is 

0.01~0.096 and 0.05~0.485 respectively, which makes the constructed financial statement 

auditing knowledge graph more suitable for the actual situation, and also shows some examples 

of financial statement auditing knowledge graph and summarizes the application value of this 

graph. 
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