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SUMMARY: With the expansion of network services and the continuous complexity of attack 

forms, intrusion detection systems face problems such as high false positive rate and difficult 

to distinguish boundary samples in high dynamic traffic scenarios. Focusing on the demand 

of false positive suppression in computer network intrusion detection, this paper proposes a 

temporal graph neural network model for complex traffic scenarios. The method establishes 

the network traffic temporal correlation graph by session reconstruction and time window 

division, and integrates topology dependence extraction, behavior evolution modeling, 

re-discrimination of easily confused samples and false alarm constrained loss optimization to 

enhance the ability to identify the difference between normal fluctuations and real attacks. 

The experimental results based on NSL-KDD, UNSW-NB15 and CIC-IDS2017 datasets show 

that the Accuracy of the model reaches 96.1%, the F1-score is 95.4%, the AUC is 0.986, the 

FAR is reduced to 3.2%, and the Specificity is improved to 96.6%. In the NSL-KDD 

fine-grained attack type analysis, it also maintains a good detection effect on R2L and U2R 

covert attacks. The research shows that this method can effectively compress the false positive 

propagation space while ensuring the detection accuracy, which provides a feasible path for 

intelligent intrusion detection in complex network environment. 

 

KEYWORDS: Network intrusion detection; Temporal graph neural network; False alarm 

suppression; Abnormal traffic analysis 

1 Introduction 

With the continuous popularization of cloud computing, Internet of things, mobile terminals 

and industrial Internet, the connection scale, business types and data exchange frequency of 

computer networks are increasing, and the openness and complexity of cyberspace are also 

enhanced. Large-scale heterogeneous traffic not only improves the efficiency of information 

transmission, but also makes network attacks show the characteristics of concealment, 

continuous and compound. Behaviors such as port scanning, denial of service, botnet control, 

privilege escalation, and masquerading communication often no longer appear in the form of 

isolated events, but are embedded in the long, multi-stage interaction process, which brings 

higher difficulties to security monitoring. We believe that intrusion detection system, as a key 

part of network security protection system, assumes the important tasks of identifying 

abnormal access, discovering potential threats and assisting security decision-making. The 

accuracy of intrusion detection system directly affects the stability of network operation and 

the timeliness of protection response. 
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From the existing application situation, the high false positive rate is always an 

unavoidable practical problem in the field of network intrusion detection. Some normal traffic 

has local similarities with attack behavior in transmission mode, connection frequency, 

session duration and other aspects, which are easy to be misjudged by the detection model as 

abnormal events. In complex business scenarios, normal behaviors such as burst access, batch 

requests, and cross-node cooperative communication may also trigger abnormal alarms. We 

find that such false positives not only increase the analysis burden of security personnel and 

crowd out alarm disposal resources, but also may weaken the system's ability to focus on real 

attacks and reduce the overall defense efficiency. Especially in the high throughput and 

dynamic network environment, if the model lacks a comprehensive understanding of traffic 

context, node association and behavior evolution process, the detection results will often stay 

at the level of fragmentation judgment, and it is difficult to balance sensitivity and stability. 

Traditional intrusion detection methods mostly rely on rule matching, feature engineering 

or static classification framework, which have fast response ability to known attacks. 

However, their adaptability is obviously insufficient when facing deformation attacks, weak 

feature attacks and cross-time penetration behaviors. In recent years, deep learning methods 

have shown strong representation learning ability in traffic identification and anomaly 

detection, which provides a new technical path for complex network behavior modeling. 

Graph neural network can describe the correlation structure among host, session, connection 

and communication topology, which is suitable for mining spatial dependence in network 

behavior. The time series modeling method is helpful to describe the evolution law of attack 

activities in different time slices, and improve the recognition ability of persistent abnormal 

patterns. Combining the two methods, the collaborative modeling of network traffic structure 

characteristics and time dynamic characteristics can be realized at a higher level. However, 

we also note that only spatio-temporal feature extraction is not enough to naturally solve the 

problem of false positives, and false positives may still persist for a long time without special 

constraints for confusing samples, boundary samples, and normal abnormal overlap regions. 

Based on this, this paper focuses on the requirements of false positive suppression in 

computer network intrusion detection, and constructs a temporal graph neural network 

detection model for complex traffic scenarios. Through the network traffic temporal 

correlation graph representation, topology dependence and behavior evolution joint feature 

extraction, false positive suppression discrimination mechanism and output layer constraint 

optimization. Improve the ability of the model to identify the difference between real attacks 

and normal fluctuations. We hope to further reduce the level of false positives while ensuring 

the detection performance, so as to provide more practical technical support for intelligent 

intrusion detection in high complexity network environments. 

2 Review of related research 

2.1 Research status of false positive problem in network intrusion 

detection 

The false positive problem in network intrusion detection is essentially the discrimination bias 

caused by the local overlap between normal traffic fluctuation and abnormal attack behavior 

in the feature space. Moore et al. pointed out in their study that intrusion detection systems 

produce a large number of alarms, and a high proportion of them may be false alarms, which 

not only increases the cost of manual judgment, but also weakens the actual usability of the 

system. Based on this understanding, this study proposed a hierarchical deep learning 

intrusion detection framework, which compressed the spread range of false positives by 
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screening suspicious traffic in stages, and finally reduced the incidence of false positives by 

87.52%, indicating that hierarchically splitting the detection process is an effective idea to 

alleviate the accumulation of false positives [1]. 

On this basis, Talpini et al. further shifted the focus of research from "improving 

classification scores" to "improving decision reliability". This paper argues that many 

machine learning detectors often give too high confidence output in the face of misclassified 

samples or unknown class attacks, which makes it difficult to distinguish between false 

positives and false positives in time. In order to solve this problem, the authors introduce the 

idea of uncertainty quantification and open set recognition, and construct a model based on 

Bayesian neural network to enhance the recognition ability of unknown inputs, 

out-of-distribution samples, and high-risk judgment results [2]. This direction shows that false 

alarm control is no longer just a problem of threshold regulation, but gradually evolves into a 

systematic improvement of the confidence expression ability of the model. 

Sivamohan et al. proposed a BiLSTM-XAI framework combining feature optimization 

and interpretable mechanism from the perspective of Industry 4.0 scenarios. After data 

cleaning and normalization, this method introduces Krill herd optimization to screen key 

features, combines SHAP and LIME to improve the interpretation of detection results, and 

achieves 98.2% classification accuracy in the experiment [3]. This kind of research shows 

that for complex industrial network environment, false alarm suppression depends not only on 

the ability of time series modeling, but also on the transparent expression of the 

discrimination basis. Nguyen Dang et al. proposed Hybrid Regressive Classification strategy 

for wireless networks, which emphasized the handling of class imbalance problem while 

taking into account classification and trend prediction, and pointed out that the framework 

could help reduce false positive rate in practical deployment. And improve the ability to 

identify potential attacks in advance [4]. 

Synthesizing the existing research, it can be seen that the improvement paths around the 

problem of false positives have gradually expanded from simply improving detection 

accuracy to multiple directions such as hierarchical detection, uncertainty modeling, 

interpretable analysis and unbalanced learning. However, most of the methods still focus more 

on sequence discrimination or classification optimization, and the mining of the association 

topology between network communication entities, the behavior evolution across time 

Windows, and the structural differences of confusing samples is still insufficient, which also 

provides further research space for the subsequent introduction of temporal graph neural 

network to carry out false alarm suppression. 

2.2 Research progress on time series feature modeling and graph neural 

network detection methods 

Focusing on the dynamic change process of network traffic, temporal feature modeling has 

become an important direction of intrusion detection research. Abdel-Basset et al. proposed a 

semi-supervised spatio-temporal deep learning method to jointly learn the temporal evolution 

and spatial correlation of traffic through multi-scale residual temporal convolution and traffic 

attention mechanism in IoT networks, indicating that it is difficult to support complex attack 

recognition by only relying on static features [5]. Lopes et al. further regard intrusion 

detection as a time series classification task and design a variety of models based on time 

series convolution. The results show that such convolutional structures that can directly deal 

with time series data show strong advantages in detection effect and efficiency, and also 

promote the research trend of migration from recurrent networks to lightweight time series 

modeling [6]. 
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On this basis, graph neural networks have been used to characterize the structural 

relationship between hosts, ports, sessions and traffic. Bilot et al. pointed out in their review 

that network flow graph and provenance graph have become the most common graph 

representation forms in intrusion detection, GNN can extract attack patterns from graph 

structure semantics, but the time dimension is still the part that needs to be strengthened in 

subsequent research [7]. Wang et al. proposed N-STGAT, which incorporated node status, 

traffic similarity and timing relationship into graph attention modeling, and achieved high 

detection accuracy in specific scenarios [8]. Yang et al. proposed HRNN to extract 

spatio-temporal semantics by combining high-order relations of hypergraph with recurrent 

network, which enhanced the traffic representation ability [9]. Deng et al. further emphasized 

the importance of edge features and multi-hop attention aggregation for intrusion detection, 

indicating that graph structure modeling is shifting from pure node representation to more 

fine-grained relational learning [10]. In general, the existing research has provided a 

foundation for the modeling of timing graphs, but the specific constraints for false alarm 

suppression are still insufficient. 

3 False positive suppression model of temporal graph neural 

network for computer network intrusion detection 

In the complex network environment, the concealment of attack behavior is enhanced, the 

fluctuation of normal traffic is aggravated, and the redundant accumulation of alarm 

information is faced with practical problems. It is difficult to stably distinguish the boundary 

between real intrusion and service disturbance by the detection methods relying solely on 

static feature matching or single timing discrimination. Especially in the scenarios of high 

concurrent communication, short-time bursty access and cross-node cooperative behavior, 

there is often a certain similarity between normal connections and attack traffic in local 

characteristics, which is easy to cause the model to misidentify non-malicious behavior as 

abnormal events. Based on this, this paper focuses on the core goal of false alarm suppression, 

we construct a temporal graph neural network model for computer network intrusion 

detection. Starting from the original network traffic, the model completed data cleaning, 

session reconstruction and time window division, and then established a temporal association 

graph according to the interaction relationship and behavior continuity of communication 

entities. Then, the graph neural network is used to mine the topological dependence between 

nodes, and the dynamic evolution process of attack behavior is characterized by combining 

the time series modeling mechanism. On this basis, the false alarm suppression discrimination 

module is introduced to perform secondary identification and boundary correction of 

confusing samples. Figure 1 shows the overall framework of the false alarm suppression 

model for temporal graph neural network. 
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Figure 1: General framework of the neural network false alarm suppression model for 

temporal graph 

3.1 Node representation and edge relationship modeling of network 

traffic temporal correlation graph 

Intrusion detection is not faced with isolated data points, but with a set of continuously 

changing and interrelated communication behaviors. A single port probe may leave traces of 

similar connections in multiple time slices, and an abnormal session is often accompanied by 

simultaneous changes in source address, destination port, protocol field, and interaction 

frequency. If each flow record is still regarded as an independent sample, the model only sees 

a local slice, and the correlation, host cooperation and behavior continuity are difficult to be 

completely preserved. Based on this point, we organize network traffic as an association 

graph that is constantly updated with time, and express communication entities, connection 

behaviors and time relationships in the same structure, which provides an input basis for 

subsequent temporal graph neural networks to extract topological dependencies and dynamic 

patterns. 

The network traffic graph obtained in time window t is as follows. 

Gt = (Vt, Et, Xt, At) (1) 
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where Vt = {v1, v2, … , vN} denotes the set of nodes, Et denotes the set of edges, 𝑋𝑡 ∈ ℝ𝑁×𝑑 

denotes the node feature matrix, and 𝐴𝑡 ∈ ℝ𝑁×𝑁 denotes the adjacency matrix. In this paper, 

the reconstructed flow-level session within a time window is used as the basic node unit, and 

each node corresponds to a segment of communication behavior with a clear start and end 

relationship. Key information such as source address, destination address, protocol type, port 

state, connection duration and packet size are reserved in each node, so that a single node 

itself has a more complete security semantics, rather than only a simple statistical value. 

For any node vi, its original attribute vector is denoted as follows. 

xi
t = [bi

t, pi
t, di

t, ri
t, fi

t, mi
t] (2) 

where bi
t is the number of bytes, pi

t is the number of packets, di
t is the connection duration, 

ri
t  is the packet arrival rate, fi

t  is the flag combination feature, mi
t  is the semantic 

description of the protocol and port mapping. Considering the large dimension difference 

between different dimensions, the original features are first standardized and then mapped to a 

unified representation space. The initial node embedding is written as follows. 

ℎ𝑖
(0,𝑡)

= 𝑊𝑛𝑥𝑖
𝑡 + 𝑏𝑛 (3) 

where Wn and bn are trainable parameters. Through this mapping, traffic intensity, connection 

state and protocol semantics can be aligned in the same vector, which facilitates the 

subsequent model to identify the subtle differences between high-frequency normal access 

and abnormal detection behavior. 

The establishment of edge relationship is not limited to the single condition of 

"communication or not", but to judge the association strength between nodes from three 

aspects: communication connection, behavior similarity and context continuity. A structural 

edge is established between two nodes in the same time window whenever they have a direct 

communication relationship, share a critical port, have close access patterns, or exhibit strong 

correlation in the session context. Edge weight is defined as follows. 

aij
t = αcij

t + βsij
t + γuij

t (4) 

Here, cij
t  represents the communication strength, sij

t  represents the behavioral feature 

similarity, and uij
t  represents the context association degree, and satisfies α+β+γ=1. This 

modeling method can preserve both the explicit connection relationship and the implicit 

similarity relationship in the network, which is helpful to describe the complex attack patterns 

such as botnet linkage, lateral movement and continuous scanning. 

Only the internal relationship of the window is not enough to reflect the evolution 

trajectory of the attack, so it is necessary to introduce time edges between adjacent time 

Windows to connect the continuous behaviors of the same entity or the continuation segments 

of the same session. Further introduce the time edge: 

ei
t−1,t = exp (−

|Δτi|

σ
) (5) 

Here, Δτi represents the time interval of nodes in adjacent Windows, and σ is the time 

decay coefficient. The closer the time distance is, the larger the edge weight is, indicating that 

the recent behavior is more reference significance for the current discrimination. After the 

time interval is extended, the historical influence is gradually weakened, which can avoid too 
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strong interference of premature information on the current state. 

After obtaining the nodes and edges, the normalized adjacency matrix is constructed as 

follows. 

Ãt = Dt

−
1
2(At + I)Dt

−
1
2 (6) 

Here, Dt is the degree matrix and I is the identity matrix. After adding self-connection, 

nodes can retain their own characteristics when aggregating neighborhood information, and 

normalization operation helps to stabilize the information propagation strength between nodes 

with different degrees. After the above modeling, the original flow records with discrete 

distribution are organized into a temporal correlation graph with structural relationships and 

time constraints. The subsequent model can not only focus on the abnormal connection at a 

certain time, but also track the behavior change process along the time axis, thus providing a 

more solid structural foundation for false alarm suppression. Figure 2 shows the schematic 

diagram of network traffic timing association graph construction. 

 

Figure 2: Schematic diagram of network traffic timing correlation graph construction 

3.2 Feature extraction mechanism of temporal graph combining topology 

dependence and behavior evolution 

After constructing the network traffic temporal correlation graph, the focus of the next step is 

not to simply stack the node attributes, but to extract the discriminative information that can 

distinguish normal communication from abnormal intrusion. Network attacks usually do not 
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only leave traces on a single node, but are more likely to show a composite process of 

multi-entity linkage, local topology anomaly aggregation, and continuous evolution across 

time slices. The scanning behavior will form high-frequency adjacent diffusion in a short time, 

the lateral movement will be accompanied by the gradual extension of the access path, and the 

continuous penetration often shows hidden but continuous time series fluctuations. Based on 

this characteristic, we simultaneously establish the topology dependence extraction branch 

and the behavior evolution modeling branch in the feature extraction stage, and form a unified 

spatio-temporal representation through the gated fusion mechanism. 

In the spatial topology branch, the neighborhood aggregation representation of node vi in 

time window t is defined as follows. 

zi
t = ∑ αij

t

j∈𝒩(i)

Wshj
(0,t)

(7) 

Here, Ws is the spatial mapping matrix, and αij
t  is the structural attention weight of node 

vi to neighbor vj. To enable the model to distinguish the importance of different adjacency 

relations, the attention coefficient is calculated as follows. 

𝛼𝑖𝑗
𝑡 =

exp(ϕ𝑖𝑗
𝑡 )

∑ exp(𝑘∈𝒩(𝑖) ϕ𝑖𝑘
𝑡 )

(8) 

ϕ𝑖𝑗
𝑡 = LeakyReLU (𝑎𝑠

⊤[𝑊𝑞ℎ𝑖
(0,𝑡)

‖𝑊𝑘ℎ𝑗
(0,𝑡)

‖𝑊𝑒𝑟𝑖𝑗
𝑡 ]) (9) 

Here, as is a trainable vector, Wq, Wk and We correspond to the transformation parameters 

of the central node, neighbor nodes and edge features, respectively, and rij
t  represents the 

edge relation embedding. The role of this branch is to highlight high-risk connections, 

abnormal aggregation paths and critical bridge nodes, so that the potential attack propagation 

patterns in the topology can be more clearly expressed. 

The behavior evolution branch describes the node state continuously along the time axis. 

Considering that the communication intensity, port access habits and protocol combinations of 

the same entity in multiple time Windows will change dynamically, this paper uses the time 

attention mechanism to weighted aggregation of historical states. Let the spatial 

representation of node vi in the history window τ be zi
τ. Then its temporal correlation weight 

is written as follows. 

𝛽𝑖
𝑡,𝑟 =

exp((𝑊𝑡
𝑞
𝑧𝑖
𝜏)𝑇(𝑊𝑡

𝑘𝑧𝑖
𝜏)/√𝑑ℎ)

∑ exp((𝑊𝑡
𝑞
𝑧𝑖
𝜏)𝑇(𝑊𝑡

𝑘𝑧𝑖
𝜏)/√𝑑ℎ)𝑡

𝑡=𝑡−𝐿

(10) 

Here, L represents the history backtracking length and dh is the hidden dimension. Based 

on this, the behavior evolution of the node at the current time is expressed as follows. 

ui
t = ∑ βi

t,τ

t

τ=t−L

Wt
vzi

τ (11) 

The process is able to relate recent consecutive anomalies to long-term behavioral 

baselines, enabling the model to focus not only on abrupt changes at one moment in time, but 

also to identify suspicious trends that accumulate slowly. 
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The representations obtained by the spatial topology branch and the behavior evolution 

branch correspond to two types of information: "who is associated with at the moment" and 

"how has it changed in the past". In order to avoid the redundancy caused by direct splicing, 

this paper introduces a gated fusion strategy to adaptively allocate structural features and 

temporal features in different scenarios. The fusion gate vector is defined as follows. 

gi
t = σ(Wg[zi

t‖ui
t] + bg) (12) 

The final spatio-temporal fusion feature is expressed as follows. 

ℎ𝑖
𝑡 = 𝑔𝑖

𝑡 ⊙ 𝑧𝑖
𝑡 + (1 − 𝑔𝑖

𝑡) ⊙ 𝑢𝑖
𝑡 (13) 

where σ(⋅) is the Sigmoid function, and ⊙ is element-wise multiplication. When the gate 

value is large, the model depends more on the abnormal connections in the current topological 

neighborhood. When the threshold value is small, the model will refer to the historical 

behavior evolution results more. Through this dynamic fusion method, short-term burst access 

and persistent penetration are no longer processed at the same scale, and the representation 

boundary of confusing samples will be clearer, which provides a more stable input for the 

subsequent false alarm suppression discrimination module. Figure 3 shows the flowchart of 

feature extraction by fusing topology dependence and behavior evolution. 

 

Figure 3: Flowchart of feature extraction by fusing topology dependence and behavior 

evolution 
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3.3 Design of false alarm suppression and discrimination mechanism for 

confusing attack behaviors 

In many cases, the false positive in intrusion detection is not because the model is completely 

"wrong", but because some traffic segments have the local characteristics of normal traffic 

fluctuations and attack heurism, which leads to the squeezing of the discrimination boundary. 

For example, short-time high-frequency access, batch interface calls, periodic probing, and 

weak feature scanning may overlap with real traffic peaks at the statistical level. Relying on 

only a single classification output, the model is easy to push such samples directly to the 

abnormal class, thus amplifying false positives. Based on this phenomenon, this paper sets up 

a false alarm suppression discrimination mechanism after spatio-temporal fusion features. 

Instead of treating all alarm samples equally, the samples with unclear boundaries, 

contradictory contexts and large fluctuations in time state are re-evaluated, thereby reducing 

the probability of normal traffic being misjudged as attacks. 

Let the fusion of node vi at time t be denoted as ℎ𝑖
𝑡, and the original discriminant vector 

output by the classifier be denoted as follows. 

𝜎𝑖
𝑡 = 𝑊𝑐ℎ𝑖

𝑡 + 𝑏𝑐 (14) 

Here, Wc and bc are the discriminant layer parameters. According to the interval between 

the maximum value and the second largest value in the output vector, the class ambiguity of 

the sample can be defined as follows. 

δi
t = 1 −

oi,(1)
t − oi,(2)

t

|oi,(1)
t | + |oi,(2)

t | + ε
(15) 

Here, oi,(1)
t  and oi,(2)

t  denote the first and second largest category responses, respectively, 

and ε is a tiny constant that prevents the denominator from being zero. This index is used to 

describe the competition intensity between the main discriminant category and the secondary 

discriminant category of the sample. When the two types of responses are close, the sample is 

more likely to be in the normal and abnormal overlap region, and it needs to further combine 

the neighborhood context and time state for re-discrimination. 

Looking only at the class interval is still not enough, because some abnormally high 

scoring samples are still closer to normal traffic in local structure. To this end, this paper 

introduces the neighborhood consistency constraint to jointly judge the context state around 

the alarm sample. Let ℬ𝑖
𝑡 be the reference neighborhood of node vi in the current graph, then 

its normal context consistency is defined as follows. 

𝜓𝑖
𝑡 =

1

|ℬ𝑖
𝑡|
∑ 𝜔𝑖𝑗

𝑡

𝑗∈ℬ𝑖
𝑡

⋅ 𝕀(𝑦𝑗 = 0) (16) 

Here, ωij
t  represents the neighborhood influence weight, I(⋅) is the indicator function, 

and yj=0 means that the neighbor node is judged to be normal. If most of the nodes around a 

high-risk sample remain in a normal state for a long time, the rationality of directly triggering 

a strong alarm for the sample will decrease. 

Considering that false alarms are often accompanied by short-time jitter in the time 

dimension, this paper proceeds to construct the temporal stability index to measure the 

discriminative change of the same entity in consecutive Windows. The time fluctuation 
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coefficient is defined as follows. 

ρi
t =

1

K
∑‖

K

k=1

pi
t−k+1 − pi

t−k‖2 (17) 

where ρi
t is the probability distribution of samples over each class, and K is the backtracking 

step size. If a node frequently swings between normal and abnormal in several consecutive 

time slices, it often means that the sample is in the boundary region, which is more suitable 

for entering the suppression discrimination process, rather than immediately outputting the 

strong attack conclusion. 

On this basis, the false alarm suppression scoring function is constructed as follows. 

si
t = λ1δi

t + λ2ψi
t + λ3ρi

t (18) 

Here,λ 1,λ2,λ3 are the weight coefficients, and it satisfies λ1+λ2+λ3=1. The score 

comprehensively reflects the fuzzy degree of category, the normal consistency degree of 

neighborhood and the time fluctuation intensity. For samples with obvious alarm tendency but 

simultaneously high si
t, the system does not directly classify them into the attack category, 

but performs suppression correction. The revised alarm intensity is written as follows. 

r̃i
t = ri

t ⋅ (1 − si
t) (19) 

Here, ri
t is the original abnormal response value and r̃i

t is the corrected result. The final 

discriminant rule is set as follows. 

ŷi
t = {

0, r̃i
t < τn

1, r̃i
t > τa

buffer, τn ≤ r̃i
t ≤ τa

(20) 

Here, τn and τa are the normal and attack thresholds, respectively, and the samples in the 

middle region enter the buffer discrimination zone, waiting for the subsequent window to 

supplement the evidence. Through this design, the model reexamines high-risk samples by 

combining spatial context and temporal trajectory, which makes false alarm suppression shift 

from simple threshold filtering to a more targeted boundary correction process. 

3.4 Intrusion detection output optimization and false alarm constraint 

loss function construction 

After spatio-temporal feature extraction and false alarm suppression discrimination, the model 

has been able to obtain a more stable sample representation, but the final detection effect still 

depends on the way the output layer depicts the class boundary. In the actual network 

environment, there is no absolutely clear boundary between normal traffic and some weak 

attack behaviors. Once the output layer excessively pursues high response, the model is easy 

to push the normal samples near the boundary to the abnormal category, resulting in the 

accumulation of false positives. To alleviate this problem, we introduce a joint optimization 

strategy of confidence calibration and false alarm constraint in the output stage, so that the 

detection results not only retain the ability to identify attacks, but also avoid unnecessary 

amplification of abnormal scores. 

Let the final fused feature of node vi at time t be hit, and the category response is obtained 
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by the two-layer mapping first. The hidden layer representation is defined as follows. 

qi
t = ReLU(Wo

(1)
hi
t + bo

(1)
) (21) 

We further obtain the temperature scaled class probability distribution: 

pi,c
t =

exp(zi,c
t /T)

∑ exp(zi,r
t /T)C−1

r=0

(22) 

Here, zi
t = Wo

(2)
qi
t + bo

(2)
, C denotes the total number of categories, and T is the 

temperature coefficient. The purpose of introducing temperature scaling is to weaken the 

overconfident output of the model on the boundary samples and make the probability 

distribution smoother, thus leaving room for adjustment of the false alarm control. 

Considering that the false positive is essentially "normal samples are pushed into the 

attack side", we first construct the base classification loss with class-sensitive weights: 

Lcls = −
1

N
∑ηyi

N

i=1

(1 − pi,yi
t )γ log pi,yi

t (23) 

Here, ηyi is the class weight and γ is the difficult sample adjustment coefficient. This 

formula can reduce the dominant effect of a large number of easy to classify samples on 

training, and make the model pay more attention to difficult to distinguish traffic and 

boundary alarm samples. 

The classification loss alone is not enough to specifically suppress false positives, so we 

further introduce a normal sample attack bias penalty term: 

Lfa =
1

N0
∑ ∑max(

C−1

c=1i:yi=0

0, pi,c
t − pi,0

t +m) (24) 

Here, N0 is the number of normal samples and m is the safe interval. This constraint 

directly acts on the normal samples, once an attack class probability exceeds the normal class 

probability and breaks the interval m, the loss increases, and suppressing normal traffic from 

the training phase is over-alarmed. 

In order to make the normal class more concentrated in the representation space, we 

proceed to construct the normal center compact constraint as follows. 

𝐿n𝑐 =
1

𝑁0
∑ ‖

𝑖:𝑦𝑖=0

ℎ𝑖
𝑡 − 𝜇0‖2

2 (25) 

Here, μ0 is the normal class feature center. It can compress the distribution radius of 

normal samples, reduce the discrete diffusion caused by the fluctuation of traffic, and make 

the short-time burst access not easily deviate from the normal region. 

At the same time, aiming at the problem that the output of the same entity oscillates 

frequently in consecutive Windows, a temporal smoothness constraint is added: 
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Lts =
1

N
∑∑ωk

K

k=1

N

i=1

‖pi
t − pi

t−k‖
1

(26) 

Here, ωk is the weight decreasing with time. This term does not require that the output be 

exactly the same at all times, but rather limits sharp fluctuations that are not supported by 

obvious evidence, thereby reducing false positives triggered by transient abnormal spikes. 

Finally, the overall loss function is constructed as follows. 

L = Lcls + λ1Lfa + λ2Lnc + λ3Lts (27) 

Here,λ 1,λ2, and λ3 are the balance coefficients. Through this joint optimization method, 

the output layer no longer only pursued higher classification scores, but synchronously 

constrained the stability of normal class, the discrimination of attack class and the time 

continuity, so that the model could control the false alarm expansion more effectively while 

ensuring the detection sensitivity. 

4 Experimental Evaluation 

4.1 Experimental Design 

In order to verify the effectiveness of the false alarm suppression model of temporal graph 

neural network constructed in this paper in a complex network environment, the experimental 

part focuses on three aspects: data set construction, comparison method setting and evaluation 

scheme design, and tries to ensure that the results can truly reflect the comprehensive 

performance of the model in detection accuracy and false alarm control. 

(1) Experimental data set and preprocessing scheme 

Three types of public network security data sets, NSL-KDD, UNSW-NB15 and 

CIC-IDS2017, are selected in the experiment, covering traditional intrusion behavior, modern 

mixed attack traffic and abnormal communication records under complex business 

background. Considering the differences in field structure, time granularity and class 

distribution between different data sets, we first align the original traffic, deal with missing 

values, clean outliers and unify class labels. Then we reconstruct the flow level session 

according to key information such as source address, destination address, port and protocol, 

and segment it into continuous sample sequences according to a fixed time window. On this 

basis, the features of byte number, packet number, connection duration, packet arrival interval, 

protocol state and port semantics are further extracted to construct the node attributes and 

edge relationships required by the timing association graph. The experimental data set and 

sample composition are shown in Table 1. 

Table 1: Experimental data set and sample composition 

Dataset 

Number of 

Samples After 

Preprocessing 

Number 

of 

Normal 

Samples 

Number 

of 

Attack 

Samples 

Number of 

Attack 

Categories 

Split Ratio 

(Training/Validation/Test) 

NSL-KDD 125973 67343 58630 4 7:1:2 

UNSW-NB15 175341 93000 82341 9 7:1:2 

CIC-IDS2017 282186 148520 133666 7 7:1:2 
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It can be seen from Table 1 that the three types of datasets have obvious differences in 

sample size and attack type distribution, which can better cover the adaptability verification 

requirements of the false alarm suppression model in multiple scenarios. 

(2) Compare model and parameter Settings 

In order to highlight the improvement effect of the proposed method, LSTM, BiLSTM, 

GCN and GAT are selected as comparison models in the experiment. Among them, LSTM 

and BiLSTM are used to characterize the traditional time series modeling ability, and GCN 

and GAT are used to reflect the graph structure learning effect. The model in this paper uses 

two layers of graph representation learning module and one layer of time evolution modeling 

module. The hidden layer dimension is set to 128, the time window length is set to 5, the 

batch size is set to 64, the initial learning rate is set to 0.001, the optimizer is Adam, the 

maximum training round is set to 100, and the early stop strategy is used to control overfitting 

on the validation set. Considering the joint optimization of temperature scaling and false 

alarm constraint in the output stage of the model, the temperature coefficient T is set to 2.0, 

the weight coefficients λ1, λ2 and λ3 in the false alarm suppression scoring function are set to 

0.40, 0.35 and 0.25, respectively, the normal threshold τn and the attack threshold τa are set to 

0.35 and 0.65, respectively. In order to reduce the interference of class imbalance on false 

alarm statistics, the weighted sampling method is used for normal samples and attack samples 

in the training phase, and the key parameters are adjusted through the validation set, so that 

the model achieves a stable balance between detection accuracy and false alarm control. 

(3) Evaluation index and experimental environment 

The experiment is evaluated from two dimensions: overall detection ability and false 

alarm suppression ability. The overall performance was measured by Accuracy, Precision, 

Recall, F1-score and AUC, which reflected the overall ability of the model to distinguish 

normal traffic from attack traffic. The effect of False Alarm control focuses on False Alarm 

Rate, False Positive Rate, Specificity and false alarm rate of normal traffic, which is used to 

evaluate the degree of false alarm of normal business. Considering that the experiment is 

based on NSL-KDD, UNSW-NB15 and CIC-IDS2017, the results presented in Table 2 and 

Table 3 are the comprehensive statistics of the test results of the three data sets to reflect the 

overall performance of the model in different network scenarios. For fine-grained attack type 

analysis and confusion matrix visualization, the NSL-KDD test set with more representative 

category division is selected for display. The experimental platform is configured with Intel 

Xeon processor, 32 GB memory and NVIDIA RTX series GPU, and the development 

environment is Python, PyTorch and CUDA. By unifying the training environment and the 

same data division method, the influence of external factors on the comparison of results was 

reduced as much as possible, and a consistent evaluation basis was provided for the analysis 

of subsequent experimental results. 

4.2 Experimental Results 

(1) Comparative analysis of overall detection performance 

In order to verify the comprehensive recognition ability of the proposed model in 

intrusion detection tasks, LSTM, BiLSTM, GCN and GAT are selected as comparison 

methods, and training and testing are completed on NSL-KDD, UNSW-NB15 and 

CIC-IDS2017 data sets respectively, and then comprehensive statistics are performed on the 

test results of each data set. Accuracy, Precision, Recall, F1-score, and AUC were uniformly 

evaluated. The overall detection performance of different models is shown in Table 2. It can 

be seen that the traditional time series model has a certain foundation in continuous traffic 

modeling, but the use of complex topology dependence is still limited. Although the graph 

structure model improves the representation ability of spatial relations, there is still room for 
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improvement in false alarm suppression and dynamic behavior identification. In contrast, the 

proposed model achieves optimal results on multiple indicators, indicating that the 

combination of temporal correlation modeling and false alarm suppression mechanism can 

effectively enhance the recognition ability of complex attack behaviors. 

Table 2: Comparison of the overall detection performance of different models 

Model Accuracy / % Precision / % Recall / % F1-score / % AUC 

LSTM 92.4 91.7 90.8 91.2 0.948 

BiLSTM 93.1 92.5 91.6 92.0 0.956 

GCN 94.2 93.8 93.1 93.4 0.968 

GAT 94.8 94.3 93.7 94.0 0.973 

Proposed 96.1 95.9 95.0 95.4 0.986 

 

In summary, the Accuracy of the model in this paper reaches 96.1%, the F1-score reaches 

95.4%, which is 1.3 and 1.4 percentage points higher than that of GAT, respectively, and the 

AUC increases to 0.986, indicating that the method has a more stable advantage in overall 

detection performance. 

(2) Comparative analysis of false alarm suppression effect 

The false alarm control capability is the focus of the model evaluation in this paper. To 

this end, the False Alarm Rate, False Positive Rate, Specificity and false alarm rate of normal 

traffic of each model are further statistically analyzed. The false alarm suppression effect of 

different models is shown in Table 3. It can be seen from the results in the table that as the 

model's ability to depict spatio-temporal correlation and boundary samples increases, the 

proportion of normal traffic misjudged as attack traffic continues to decrease. This method 

introduces a false alarm constraint in the output layer, and combines the re-discrimination 

mechanism of confusing samples mentioned above, so that the alarm results no longer rely on 

a single high response, but more consider the context consistency and time stability, so that 

the performance of normal traffic identification is more stable. 

Table 3: Comparison of false alarm suppression effects of different models 

Model FAR / % FPR / % Specificity / % Normal Traffic Misclassification Rate / % 

LSTM 6.8 5.9 92.7 7.1 

BiLSTM 6.1 5.4 93.4 6.4 

GCN 5.3 4.6 94.2 5.6 

GAT 4.9 4.1 94.7 5.0 

Proposed 3.2 2.7 96.6 3.4 

 

From the perspective of false alarm indicators, the FAR of the proposed model is reduced 

to 3.2%, 3.6 percentage points lower than that of LSTM and 1.7 percentage points lower than 

that of GAT, and the Specificity is improved to 96.6%, indicating that the model effectively 

compresses the false alarm propagation space while maintaining the detection sensitivity. 

(3) Detection performance analysis under different attack types 

In order to further investigate the adaptability of the model in fine-grained attack 

scenarios, this paper selects the NSL-KDD test set with relatively typical attack category 

division, makes statistics on F1-score under different attack types, and compares it with GCN 

and GAT. The line chart of the detection effect of different attack types is shown in FIG. 4. 

The results show that GCN and GAT have better performance in attack categories with 

obvious structural characteristics such as DoS and Probe, but there are still certain recognition 
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fluctuations in attack types with stronger conceit and more confusing sample boundaries such 

as R2L and U2R. Since the proposed model utilizes both topology dependence and behavior 

evolution information, and introduces false alarm suppression and boundary correction 

mechanism in the output stage, the recognition of weak feature attacks is more stable. 

Especially on U2R and R2L samples, the F1-score of the proposed model reaches 91.4%and 

93.1%respectively, which are significantly higher than those of the comparison models, 

indicating that the proposed method has a stronger ability to distinguish confusable attack 

types, and further verifies the effectiveness of the false alarm suppression mechanism in the 

discrimination of complex boundary samples. 

 

Figure 4: Line chart of detection effect of different attack types 

(4) Model convergence and training stability analysis 

The convergence rate and validation stability during model training are directly related to 

the deployability of the method. The model training convergence curve is shown in Figure 5. 

It can be seen that the training loss decreases rapidly in the first 15 epochs and then gradually 

platelows off. Although the validation loss fluctuates slightly in the middle and early stage, 

the overall change trend is consistent with the training set, and there is no obvious divergence. 

This indicates that the proposed model still maintains good optimization stability after 

introducing multi-branch feature extraction and false alarm constraints. By near the 40th 

epoch, the training loss has dropped below 0.10, and the validation loss is stable at around 

0.12, and the subsequent fluctuation is small, indicating that the model has basically 

completed parameter convergence and the risk of overfitting is low. 
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Figure 5: Convergence curve of model training 

(5) Visual analysis of classification results 

In order to intuitively show the discrimination effect of the proposed model on normal 

traffic and attack traffic, the NSL-KDD test set is further taken as an example to show the 

confusion matrix heat map, and the classification results are shown in Figure 6. Overall, the 

values in the diagonal regions are significantly higher than those in the off-diagonal regions, 

indicating that most samples can be correctly classified. The number of correctly identified 

samples in the normal class reached 2864, and only a small number of samples were 

misclassified into DoS, Probe and U2R categories. The recognition results of DoS and Probe 

categories are also more concentrated, indicating that the model can better capture the 

characteristics of high-frequency abnormal communication. In contrast, there is still a small 

amount of crossover between R2L and U2R, but the number of misclassifications is generally 

controllable, and no large area of confusion is formed. On the whole, the model in this paper 

has a clear discrimination boundary on the main categories, and especially has a good 

protection effect on normal traffic, which is consistent with the decline results of false alarm 

indicators mentioned above, and also confirms the positive effect of false alarm suppression 

mechanism on boundary sample correction from the perspective of visualization. 
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Figure 6: Heat map of the confusion matrix of the proposed model 

5 Discussion 

From the experimental results, the false alarm suppression model of temporal graph neural 

network constructed in this paper shows relatively stable advantages in overall detection 

performance and false alarm control ability, which indicates that it is effective to jointly 

incorporate topology association, behavior evolution and false alarm constraints into the same 

detection framework. We believe that traditional intrusion detection models tend to pay more 

attention to the abnormal intensity in a single flow record or a single time slice, and can 

quickly identify attacks with obvious characteristics. However, in the face of normal service 

burst, short-time high-frequency access and cross-node cooperative communication, it is easy 

to amplify the alarm due to local statistical anomalies. The key reason why the proposed 

method can achieve better results in terms of Accuracy, F1-score and FAR is that it does not 

regard traffic samples as independent objects, but expresses the communication relationship, 

context relationship and time continuity between nodes by a temporal correlation graph. Then, 

the fusion feature extraction mechanism is used to jointly characterize the attack diffusion 

path and behavior change trend, so as to enhance the identification ability of confusing 

samples. We also see from this that false alarm suppression depends not only on the 

adjustment of output layer threshold, but also on the collaborative modeling of traffic 

structure relationship and timing context. 

The improvement of false alarm suppression effect also reflects the practical significance 

of the adjustment of the discriminant idea of the model in this paper. Many previous methods 

mainly rely on the maximum class probability to complete the decision in the output stage. 

Although this method is direct, it is easy to produce overconfident judgment in the boundary 

region. In addition to the classification results, this paper adds ambiguity evaluation, 

neighborhood consistency analysis and time stability constraints, so that the alarm decision is 

not only determined by a certain high response, but also combined with the window state and 
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the surrounding node environment for re-correction. In the experiment, FAR is reduced to 

3.2%, and the false positive rate of normal traffic is controlled at 3.4%, which indicates that 

the processing method of "first identification, then suppression" can more effectively 

compress the false positive diffusion range. Especially in the fine-grained attack analysis of 

NSL-KDD test set, the model still maintains a good recognition level on the attack types with 

strong concealment such as R2L and U2R, which indicates that the false alarm constraint does 

not simply sacrifice the detection sensitivity, but improves the stability of the class boundary 

on the basis of retaining the attack response ability. We believe that this improvement shows 

that false alarm control and attack identification are not antagonistic goals, and they can be 

synergistically improved under a more reasonable discrimination mechanism. 

However, there is still room for further improvement of the proposed method. On the one 

hand, temporal graph modeling and multi-branch feature extraction improve the detection 

accuracy, but they also bring higher training and inference overhead. In the large-scale online 

network environment, the number of nodes and edge relationships will increase rapidly. How 

to maintain the false positive suppression effect while ensuring the real-time performance of 

the model is still a key issue to be considered in the deployment stage. On the other hand, the 

experiment is mainly based on the public data set. Although the data set is representative, the 

service structure, protocol distribution and attack deformation mode in the real network are 

more complex, and the continuous adaptation ability of the model in the face of unknown 

attacks, hybrid attacks and concept drift needs further verification. In addition, the tolerance 

boundaries of false positives and false negatives are not consistent in different scenarios. How 

to dynamically adjust the constraint weights according to the differences in the industrial 

network, cloud platform or Internet of things environment is also a direction worthy of 

in-depth discussion in subsequent research. We also recognize that further enhancements in 

model lightweight, online updates, and scenario adaptation capabilities are needed to push this 

approach further toward real-world deployment. 

In general, this study shows that the problem of false positives in intrusion detection is not 

only caused by unreasonable threshold setting of classifier, but also by the lack of 

collaborative understanding of communication structure, time evolution and boundary 

samples. The combination of temporal graph neural network and false alarm suppression 

mechanism can make up for this deficiency to a certain extent, and provide new ideas for 

intelligent security detection in complex network environment. Subsequent research can 

continue to expand in lightweight modeling, cross-domain transfer, adaptive threshold, and 

unknown attack recognition in open scenarios, so that the model can show stronger 

generalization ability and application value under conditions closer to the real business. We 

hope that related research can further push intrusion detection models from simply pursuing 

high classification scores to a comprehensive optimization path that takes into account 

detection accuracy, false alarm control, and scenario adaptability. 

6 Conclusion 

In order to solve the problems of local overlap between normal traffic and attack behavior and 

high false positives in traditional models in computer network intrusion detection, this paper 

constructs a false positive suppression model based on temporal graph neural network. Based 

on the network traffic temporal correlation graph, the model combines topology dependence 

learning and behavior evolution representation. In the detection stage, a false alarm 

suppression discrimination mechanism for confusing samples is introduced, and the 

classification stability of boundary samples is optimized through output calibration and 

constraint loss, so as to improve the adaptability of the model to complex traffic scenarios. 
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Comprehensive experimental results on NSL-KDD, UNSW-NB15 and CIC-IDS2017 datasets 

show that the proposed model is superior to LSTM, BiLSTM, GCN and GAT in terms of 

overall detection performance and false alarm control ability, with an Accuracy of 96.1%. 

F1-score reached 95.4%, AUC increased to 0.986, FAR decreased to 3.2%, Specificity 

reached 96.6%, showing good detection accuracy and false alarm suppression effect. Further 

fine-grained analysis on the NSL-KDD test set shows that the proposed model still maintains 

a relatively stable recognition ability for strong concealment attack types such as R2L and 

U2R, indicating that the constructed temporal correlation modeling and boundary correction 

mechanism have good discrimination value. The future research can be further expanded in 

the direction of lightweight deployment, cross-domain migration, adaptive threshold 

adjustment, and unknown attack recognition, so as to further improve the generalization 

ability and application value of the model in the real complex network environment. 
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