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SUMMARY: Although existing implemented regulatory responses have been effective in
reducing the incidence of financial fraud, the regulatory measures are still not comprehensive
enough. In this paper, Benford's law is used as the entry point of the research, and the collected
conducted financial data are preprocessed to circumvent the influence of interfering
information on the research results. With the theoretical support of relevant definitions, the
financial selection algorithm based on conditional dynamic mutual information is designed,
and the idea and process of the algorithm are described in detail. On this basis, the variational
autoencoder and one-dimensional graph convolutional neural network are used to construct a
financial data fraud recognition model, and the model is analyzed by example verification. After
analyzing and calculating, it can be concluded that the precision, recall, and F-Score of SVM
are 0.8923, 0.8517, and 0.8715, and the values of RF indicators are 0.7672, 0.7314, and 0.7489,
while the values of this paper's method are 0.9728, 0.8896, and 0.9293, so the OCGVAE
algorithm financial data fraud recognition process has the highest priority. The research in this
paper is conducive to the good development of data quality in the financial market, effectively
protect the rights and interests of investors and reduce the investment risk caused by
information asymmetry.

KEYWORDS: Benford's law; variational autoencoder; graph convolutional neural network;
financial fraud recognition model

1 Introduction

In the last few years, the capital market has experienced rapid growth and companies in all
sectors have continued to grow and expand their operations with great momentum [1]. However,
the number of financial data fraud incidents has not decreased, but continues to grow. In most
of the listed companies, financial data fraud, once revealed, can have a huge impact and is
difficult to eliminate completely [2]. In addition, the consequences of financial data fraud are
often very bad, which will not only bring huge losses to the interests of investors, but also cause
the company to fall into a financial crisis, which will eventually be eliminated from the game
[3, 4]. Therefore, once a company has financial data fraud, this will have a great negative
impact on the normal operation of the securities market, bring immeasurable economic losses
to major enterprises, and may even cause a serious impact on the country's economic growth
[5, 6]. Since the last century, the problem of financial data fraud has gradually become a core
issue of great concern at all levels of society.

Traditional anomaly detection methods are usually based on statistical methods, but these
methods often rely on pre-defined thresholds or rules, which are difficult to be adapted to

*summertulip@126.com
https://doi.org/10.65102/is2026054 Published: 30 April, 2026


mailto:summertulip@126.com

Xiaetal.

complex time series data [7]. In addition, traditional methods often fail to capture dynamic and
complex correlations in time series, resulting in poor detection performance [8]. As a result,
researchers have begun to explore machine learning and deep learning based methods for time
series anomaly detection [9, 10]. These methods utilize the ability of machine learning
algorithms and deep neural networks to automatically learn feature representations from data
and detect anomalies by modeling normal data [11]. For example, an autoencoder can be used
to learn a low-dimensional representation of a time series, which is an unsupervised learning
neural network model that enables data compression and reconstruction through encoding and
decoding processes [12, 13]. Its structure consists of an encoder and a decoder: the encoder is
responsible for transforming the input data into a potential feature space, and the decoder
reconstructs the input data based on these features [14]. The model can effectively downscale
high-dimensional financial data to a low-dimensional space while preserving the main features
of financial data and determining anomalies through reconstruction errors [15, 16].

In addition, Bamford's law was initially a mathematical conjecture of American scholar
Simon Neweomb after a series of statistical analysis of different types of data [17]. That is, in
different types of sample set data, the probability of 1 as the first digit is much larger than the
probability of 2 as the first digit, at the same time, the probability of 2 as the first digit is equally
larger than the probability of 3 as the first digit, and this probability will be with the first digit
increasing the existence of gradually decreasing numerical state [18]. In recent years, the
universal data description method represented by Benford's law has been developed in the fields
of finance, medicine, sociology, etc., which holds that the probability of 1 to 9 as the first digit
in the natural data shows a monotonically decreasing trend, and this statistical law becomes
more and more obvious with the increase in the number of samples [19-21]. In 2001, Enron
Corporation, the largest energy trader in the U.S., declared bankruptcy, and its financial bills
did not comply with Benford's law, indicating that its management had committed financial
data fraud [22]. The data auditing method based on Bentford's law can effectively detect data
anomalies and provide new ideas for future auditing of various types of data [23].

Currently Bamford's law has been widely used in the financial field to study whether there
is a possibility of financial data modification and falsification [24]. Clippe et al. (2012) [25]
for the analysis of financial data research first used the Terrell transform for nonlinear
remapping, remapping data and then by Bamford's law for further analysis, the Terrell transform
simplifies and regularizes the characteristics of the financial data to improve the identification
of abnormalities of the financial data. Sugiarto et al. (2016) [26] collected financial statements
of companies in Indonesia and analyzed the first five effective digits of each indicator and
concluded that if the observed frequency of the first five effective digits of the indicator is
significantly not in accordance with the theoretical frequency of Benford's law, the company
has a great potential for financial fraud. Jones et al. (2020) [27] examined violations of the
Athletes' Disclosure Act database and the NCAA Today athletic department financial database,
with Bamford's Law as the central tool for anomalous behavior detection, and found that the
financial data from both databases essentially compounded the Bamford's Law expectations by
investigating financial data over a five-year period. Qu et al. (2020) [28] assessed the
effectiveness of Bamford's law in ranking abnormal behavior in financial reporting of nonprofit
organizations and found that the entire sample was strongly consistent with Bamford's law, and
that there existed 34% of the sample of individual organizations that did not conform to its
consistency, suggesting that Bamford's law has a significant advantage in identifying abnormal
indicators. Patel et al. (2022) [29] sampled the financial data of 220,583 Portuguese SMEs for
the period 2010-2018, and firms whose financial indicators, such as net income, current
liabilities, assets and sales, did not comply with Bamford's law had a higher chance of failure.

2



INGEGNERIA SISMICA — INTERNATIONAL JOURNAL OF EARTHQUAKE ENGINEERING

G. Harb et al. (2023) [30] applying Bamford's law to check for anomalies in accounting data
before and after financial engineering, the study finds that capital adequacy, liquidity, and asset
quality are affected by fraudulent manipulation of banks before and after financial engineering,
which calls for the Lebanese government to improve the organization of its banks. Capalbo et
al. (2023) [31] carried out a Bamford analysis of local elections and the quality of financial
statements of municipally owned entities, in which financial data anomalies were observed
around the election season, which sounded an alarm for the auditors to focus on financial data
in a specific make and in a specific context. Cerqueti et al. (2024) [32] fused statistical analysis
methods based on data laws and Bamford's law to systematically analyze the financial data, in
order to cope with the risk of the financial market to make scientific decisions, Bamford's
distributional test shows that there is a certain relationship between the average market financial
returns and the level of risk. Mucko et al. (2025) [[33] tested the consistency of Bamford's law
on the financial statements of Polish listed companies in order to complete the modeling
analysis of financial data manipulation in financial statements, and the study found that
Bamford's law has a good applicability in financial statement financial modeling.

Although most of the studies reported prove that Bamford's law shows a good value in
detecting financial anomalies, there may be situations where it is not fully applicable to certain
corporate financial data. Davydov et al. (2016) [34] pointed out that bank financial data testing
through Bamford's law yields higher quality financial statements, and consistency testing yields
some information about financial data anomalies, which need to be combined with other
detection algorithms to identify the probability of bank insolvency. Ahmadi et al. (2020) [35]
found that Bamford's law has some limitations in identifying fraudulent companies, they
collected financial data of fraudulent and non-fraudulent companies and applied Bamford's law
to detect them, Bamford's distribution was effective in identifying the fraudulent companies but
at the same time it identified some non-fraudulent companies as fraudulent companies.

In the 1990s, due to the rapid rise of artificial intelligence technology, the drawbacks of
statistical methods became increasingly obvious, and research scholars began to focus on
applying deep learning models to the financial field [36]. In recent years, the application of
autoencoder-based and its derivative models in the financial field has also become a research
hotspot. Lv et al. (2019) [[37] designed an autoencoder-based graph convolutional network in
order to prevent online financial fraud, and trained the model by multi-task objective function
to maximize the model's performance in identifying fraudulent behaviors, and the simulation
results confirmed the reliability of the model to reach the level of the current state-of-the-art
model. Demestichas et al. (2021) [38] propose a financial anomalous behavior detection engine
with a set of autoencoders, which is based on a knowledge base of financial transaction
investigations that correlates different levels of financial data to discover evidence of illegality
in financial data. Mohanty et al. (2021) [39] jointly applied an autoencoder and a kernel-limit
learning machine with stock prediction in the financial market, and simulation tests verified the
effectiveness of this hybrid model, whose average absolute percentage error in predicting stocks
was only 1.074%, which is better than many methods in the market. Muthukumaran et al. (2023)
[40] developed financial crisis prediction based on optimal feature selection and optimal
variational autocoder, in which the variational autocoder is able to automatically classify
financial data in the test dataset into financial crisis data and non-financial crisis data, and the
research has made good progress, providing a new and reliable method for financial crisis
prediction. Almahadeen et al. (2024) [41] used a hybrid model of autoencoder and multilayer
perceptron to detect threatening behaviors in financial network security, and the hybrid model
can accurately detect threatening behaviors such as fraud, data leakage, and unauthorized access
attempts, which effectively enhances the security of financial networks. Buchdadi et al. (2025)
[42] explored the efficacy of autoencoders for anomaly detection in blockchain digital
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transactions, autoencoders have a significant advantage in complex data processing, and their
accuracy for anomaly identification reaches 0.87, which can effectively differentiate between
normal and abnormal transaction behavior.

Based on the perspective of mathematical formulas, this paper provides a detailed overview
of Benford's Law to further strengthen the association between this law and financial data fraud.
Subsequently, financial data collection is carried out, and it is found that there is a lot of
interfering information in the financial data, which needs to be data cleaned to ensure the
usability of the research data. With the relevant definitions, a financial feature selection
algorithm based on conditional dynamic mutual information is designed, and the research idea
and computational process of the algorithm are also given. Combining Benford's law, deep
learning algorithm, and autoencoder technology, a financial data fraud recognition model based
on graph convolutional neural network and variational autoencoder is constructed. Finally, with
the support of financial data in this paper, the research scheme of this paper is analyzed by
example verification from multiple dimensions.

2 Research on Financial Data Fraud Recognition System

2.1 Overview of Benford's Law

2.1.1 Basic Theory

An intrinsic law of numerical statistics that states that the probability that the first digit of each
sample will be each of the numbers 1 through 9 is stable within a certain range for all natural
random variables, provided the sample space is large enough. The main founders of Benford's
Law found that statistical analysis of various phenomena, such as birth rates, death rates,
physical and chemical constants, and prime numbers, revealed that data obtained from the
system of units of measure complied with the first law of numbers. Since financial data is
information measured in terms of money, and to some extent also conforms to the above law,
the author organizes and analyzes the first digit of financial data information to study its
compliance with the law. Mathematicians once found that the frequency of the occurrence of
the first digit in the data on the books conforms to Benford's law, and if the person who made
the false accounts changed the real data, it would make the frequency of the occurrence of the
first digit on the books change and deviate from the frequency in Benford's law. This has
important implications for the study of the truthfulness, legality and integrity of financial data.

2.1.2 Mathematical definitions

Benford's law is an empirical law, also known as the first law of numbers because of its first
digit extraction properties. It describes a natural phenomenon in which the probability
distribution of the first digit 1 to 9 of a collection of data produced by a natural system is not
uniform, but obeys a logarithmic distribution. Equation (1) shows the definition of the
distribution of numbers in this law:

1
P, =log,, (1+ Ej 1)

where d represents the first digit 1, 2, ..., 9, and P, represents the probability of the

occurrence of the corresponding d , the distribution of Benford's law digits is shown in Fig. 1,
which gives a more intuitive distribution of the probability of each digit. The discovery of
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Benford's law can be traced back to 1881, through the statistics of a number of naturally
occurring data sets of numbers, found that the distribution of their first digits are subject to the
law shown in Equation (1). These included river basins, stock market prices, census data, the
heat capacity of chemicals, and even a bunch of numbers lifted from a newspaper, after which
the discovery was eventually named. Although the statistic started out as purely experimental,
it has now been established that it also applies to various mathematical series such as the
Fibonacci sequence, while a number of natural science phenomena, such as the depth of
earthquakes, have also been shown to conform to the law. Since the publication of Benford's
law, many researchers have endeavored to explain the reason for this phenomenon, which is
that the logarithmic distribution is the limiting distribution of random variables when they are
constantly multiplied, divided, or taken to integer powers, and that once this limit is reached,
the logarithmic distribution remains unchanged for all further multiplications and divisions, and
for all integer powers.
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Figure 1: Benford's Law, numerical distribution

2.2 Financial data collection and cleansing

2.2.1 Financial data collection

The banking system database contains a large number of data tables, for example, the credit
card dataset involves tables consisting of cardholder information tables, transaction record
tables, etc. In order to form anomaly detection recognizable data, different tables need to be
integrated. In addition we need to add some statistical fields, such as credit card each transaction
record is a single, can not reflect the user's transaction patterns, so we need to add some
historical transaction situation fields, such as the number of daily transactions than: the number
of daily transactions / history of the maximum number of daily transactions, etc., where the
transaction time can be calculated in units of months, days, hours. For example, on the Kaggle
credit card fraud dataset, this paper introduces temporal indicators f, (m=d +1,---d +1), such
as the number of daily transactions/historical daily maximum number of transactions to reflect
the impact of historical transactions on the current one, and also changes the Time field to be
measured in hours when using it, and statistically finds that every morning Between 9:00am
and 11:00pm is the high frequency time period of credit card spending.

2.2.2 Data cleansing

Data cleaning accomplishes the following tasks: dirty data removal, missing value processing,
and correcting erroneous data. For example, the Kaggle loan default dataset has missing values
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in the variables Monthlylncome and NumberOfDependents, which are filled in this paper using
the mean value. At the same time age in the minimum value of 0, and the bank is unlikely to
give loans to customers under the age of 18, so age is less than 18 for the wrong data, this paper
uses the method of judgment based on the value of other attributes, and if it is not possible to
determine the direct deletion of the record.

2.3 Financial feature selection algorithm based on conditional dynamic
mutual information

When dealing with the anomaly detection problem for large-scale datasets such as financial
datasets, redundant and irrelevant features can degrade the classification performance, resulting
in the problem of high false alarm rate and low detection rate of anomaly detection algorithms.
This chapter proposes a Conditional Dynamic Mutual Information-based Feature Selection
Method for Financial Data (CDMIFS) for the anomaly detection problem of financial datasets,
which takes into account the contribution of features to the determination of anomaly classes
in historical data when constructing the evaluation function, and uses Conditional Dynamic
Mutual Information (CDMIFS) as a metric to measure the relevance of features to the anomaly
classes on unrecognized samples, and removes irrelevant as well as redundant features.

2.3.1 Relevant definitions

For the financial dataset O, assuming C is the anomaly category, F is the subset of
candidate features, and S is the subset of selected features, the conditional dynamic mutual

information is defined for Vf, € F as:

COMI =, MI, (£,:C) "
j=1 2
{MI(f;C/S)+MI(S, f;;C)-MI(f;S)}

where MI;(f;;C) denotes the mutual information between the feature f. and the anomaly
category in the previous j periods, which indicates the contribution of the feature to the
classification of the anomaly category in the historical data, the larger the value of the mutual
information, the more favorable f. is to the classification of the anomaly in the historical data.

a;=2(t—j+1)/(t(t+1)) denotes the weight of the previous j periods,and j denotes the
number of historical data available. o;MI,(f;;C) denotes the effect of the contribution of the

attribute feature to the anomaly discrimination in the historical data on the current data, e.g., in
the financial statements of the previous 2 years, it was found that the crisis of the firm was
partly due to the fact that there was a significant decline in the cash current debt ratio and the
profitability of the main business was almost unchanged, whereas in the previous 1 year, it was
found that the cash current debt ratio rebounded and the The profitability of main business
decreased significantly, so when forecasting future statements, it is important to synthesize the
analysis by measuring the impact of the characteristics of the previous years on the category,
and selecting the characteristics that have the greatest relevance to the category. MI(f;;C/S)
represents the mutual information between the candidate features and the anomaly category C
under the current selected feature set; MI(SW{f,};C) represents the mutual information

between the subset of features and the anomaly category C when the candidate features are
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added to the selected feature set, which indicates the correlation between the selected feature
set and the anomaly category C in the process of dynamic change, and the bigger the values
of the two indicate that the selected features are related to the anomaly category C. The larger
these two values indicate that the selected features are related to the anomaly category and the

redundancy of the feature subset is minimized. The MI(f,;S) represents the mutual
information between the candidate features and the selected features.

2.3.2 Algorithm description

In this section, the feature selection algorithm for financial data based on conditional dynamic
mutual information is analyzed and described in detail, and the detailed research ideas of the
algorithm are given. The details are shown as follows:

The idea of the algorithm can be described as follows: assume the optimal feature subset

S, the candidate feature set F , the identified sample set O,, the unidentified sample set O,,
and the anomaly category C . Firstly, the mutual information between each feature in the
candidate feature set and the anomaly category is derived, and the feature with the largest
mutual information value is selected to be added to the feature subset S and removed from
F . When the candidate feature set F satisfies |F [0 or the unrecognized sample O,

satisfies |O, [# 0, compare MI(f;;S) and MI(f;C/f,)(Vf, eS) inthe candidate feature
set in turn, if MI(f,;S)>MI(f;C/f,), then the feature is directly removed from F .
Otherwise, select f. corresponding to the maximum value DCMI, add itto S and remove it

from F, and remove the samples identified by the feature value f, from the unrecognized

samples; loop the above operation until the set of F is empty or the set of unrecognized
samples is empty.

The search strategy of CDMIFS is sequential forward search, so the subset of self-selected
features obtained by CDMIFS is the optimal approximation subset. Assuming that the training
dataset contains n features, although the number of unrecognized samples in the CDMIFS
algorithm may not necessarily decrease at the end of each loop, it selects one feature at a time,
and the number of features in the set of candidate features is on a decreasing trend, and therefore
the algorithm will eventually terminate. The first step of the algorithm needs to compute the
mutual information of all the candidate features with the category, which has a time complexity

of O(n), and the time complexity in the loop statement is O(nz) , the time complexity of this

algorithm is O(n°).

2.4  Financial Data Fraud Recognition Model

Due to the sensitivity of financial data and the specificity of data samples, the traditional
financial fraud research methods are no longer appropriate for the current situation. In this
regard, on the basis of Benford's law, deep learning algorithm, and autoencoder technology, a
financial data fraud recognition model based on graph convolutional neural network with
variational autoencoder is designed. The design process is as follows:

2.4.1 Principles of the autoencoder algorithm

Auto-encoder consists of encoder and decoder, where the input layer and the hidden layer form
the encoder and the hidden layer and the output layer form the decoder. The process of auto-
encoder is as follows: the encoder encodes the high dimensional input data into low dimensional

7



Xiaetal.

hidden variables by means of an activation function. The decoder reduces the hidden variables
to their initial state, and the best state of the auto-encoder is that the output of the decoder can
maximize the reduction of the original input. In this paper, we use an improved self-encoder:
the Variable Auto-Encoder (VAE) to reduce the overfitting phenomenon of the neural network,
and to achieve the effect of predicting the sample category by training on only one type of data.

Figure 2 shows the graph model of VAE, the data that can be observed in this paper is x,
while x is generated by the hidden variable z , from z-—x is the generative model

P, (X |Z), which from the point of view of the autocoder, is the decoder, while from x —z
is the recognition model q,(Z | X), which is analogous to the encoder of the autocoder.

0
6 ———| ¢

Figure 2: VAE graph model

In this paper, it is assumed that all the data are independently and identically distributed,
and the better to make the generative model is to do parameter estimation of the generative

model p,(X|Z) by using the log maximum likelihood method to maximize the log-
likelihood function of the following equation (3).

log p, (x®,x®,....x") =" logp, (x”) )

In practical applications, the data can be easily obtained, but the distribution of the data is
not known. So in VAE, this paper uses the encoder q¢(Z | X“)) to approximate the true

posterior probability p, (z | x“)), and in this paper, we use the KL dispersion to measure the
similarity between the two distributions, that is Equation (4) is derived:

i i q,(Z|X?)
(i) MY) - ¢

KL(q¢(z | X )H pH(Z | X ))_ E%(zwx(”) log P, (Z] X(i))
LB g WX MR, (X )

WD (21X ) py (X )
_ q,(ZX?)
T T, 2x W) 9 pg(Z,X(i))
B o q,(ZX?)
T Tg,zIx™) gpg(Z,X“))

(4)
+ E%(ZIX(”) log p, (X (I))

+log pg(X“))

So get:
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log p, (X )= KL(q¢(Z X9, (21 x<”))+5(9,¢, X©) ©)
Among them:

p,(Z,X™)
_ : | .
- E%(Z'Xm) log p9<Z, X())_ E%(z|x<”) log Q¢(Z | X()) (6)

= —KL(a, (Z1X9)[P,(2))+ E, g, 08 B, (X 12)

(9 ¢ X(I)) q (ZIx0) log

Since the KL scatter is non-negative, when the two distributions are the same, the KL scatter
is zero. Thus there is log p,(X")>£(8,¢,X"), and £(6,4,X®) is known as the lower
bound of the variance of the log-likelihood function. Following this, the optimization problem
for log p,(x") is transformed into the optimization of the variational lower bound

L£(0,4,X") | and the corresponding optimization function is transformed into

N .

L(0,4,X)=>_L(6,4,X") . In order to solve the optimization function more conveniently, the
i=1

reparameterization technique is introduced. Let the recognition model q,(Z|X) be the

differentiable function g,(s,X), where & is the noise and &~ p(e). Thus, £(6,¢,X")
can be used to estimate expectations using Monte Carlo methods:

£(0,4,XV)==KL(,(Z | X™)|p,(2))

L M7 @D )
+EZ.:1'09I%(X |Z)
where 2™ =g (£, X?) and g™~ p(e).
In the actual calculation of Eq. (7), the following parameters are taken in this paper:
p(e) = N(£0,1)q,(Z | XY)
=N(Z; u®, 61 p,(Z
(Z;u )Py (2) (®)

= N(Z;0,1)g, (", X")

— ﬂ(i) +o® Qg(')

According to equation (7), the first term on the right hand side of the equal sign of equation
(6) can be calculated as:
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—KL(0,Z1X)[ps(2)) = [ a,(Z X )log p,(2)
-0,(Z|X)logq,(Z|X)dz
= [N (Z; 1,0)log N (Z;0,1)dZ

—j N(Z: g1, 62)N0g N (Z; 1, 62)dZ

J 9)
- _% log(27) —%Zj_l(ﬂjz +o7)

_(—%Iog(Zﬂ) —%ZL(“ log o} )j
<5 (il -

where J is the dimension of the hidden variable. (The second term on the right side of the
equals sign of Eg. (6) is chosen according to whether the actual data is binary or real-valued,
and in this paper, we define our own generative model, and the second term is computed using
cross-entropy summation.

2.4.2 Graph Convolutional Neural Networks

The main idea of Graph Convolutional Neural Networks (GCN) is to perform a convolution
operation on the features of a node and its neighboring nodes to generate a new representation
of the node's features.The GCN model usually consists of multiple graph convolution layers,
each of which learns a more abstract and complex representation of the node's features. This
convolutional operation is implemented through the adjacency matrix of the graph. The
definition is shown in equation (10):

oo i e o

where | denotes the number of layers of the GCN, H" is the feature matrix of the [th layer,
with one feature vector for each node, W is the weight matrix of the Ith layer, which

denotes the convolution kernel of the Ith layer, A= A+1 isthe sum of the adjacency matrix
A and the unitary matrix |, D is the diagonal matrix, o is the activation function,
commonly used are ReLU and Sigmoid. The final feature matrix H® output can be obtained
through continuous iterative computation.

The GCN model can be used for node classification, link prediction, social network analysis
and other tasks. In recent years, GCN and its extended models have been widely used in various
real-world scenarios, including social media, product recommendation, urban planning,
financial fraud recognition, and other fields.

2.4.3 Mathematical modeling

One-dimensional graph convolutional neural network and variational autoencoder based fraud
recognition model for financial data (OCGVAE), OCGVAE consists of three main modules,
each of which has an important role and is interrelated. The first module of the framework is
the Graph Convolutional Neural Network (GCN), which is the key hub connecting the data
features to the P-D relational network. It contains an input layer and two hidden layers, the
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second hidden layer has two parallel structures which share the first layer parameters. The
second module is the variational autoencoder (VVAE), whose inputs are the outputs of the GCN,
one output is the mean vector and the other is the standard deviation vector. They constitute the
distribution of the hidden variables. The last module is about the output of the framework,
where labels of nodes and links between nodes can be predicted in the architecture proposed in
this paper.

Using the algorithm GCN to construct an undirected graph G =(V,E,W ), define a graph
convolution operation “*G” based on the spectral domain convolution, for any patient node

xeR" and a convolution kernel function ® , this paper defines the convolution operation as
follows:

O*, x=0(L)x=0UAU )x=UB(A)U X (11)

1 1

In equation (4-1) above, the Laplace matrix L=1 —D 2AD 2=UAU" eR™", | isthe
unit matrix , DeR™" is the degree matrix, and D, = Z?Ai is the formula for the degree

matrix, A isthe adjacency matrix (the weighting information between the financial data), and
A eR™ is the diagonal matrix consisting of the eigenvalues of the Laplace matrix; U ¢ R™
Is the eigenvectors of the Laplace matrix; and the filter ®(A) is the diagonal matrix about the
Laplace matrix. Through the convolution operation on the financial data node, the information
of this node and the nodes connected to it can be intercommunicated, so that the distribution of
nodes of the same type can be more closely. So GCN has a layer-by-layer propagation rule as
follows in equation (12):

H ¢ =a£f> ;A";H(”\N“’] (12)

where H©® = X, which is the financial data node information, and H® denotes the output
of the Ith layer of said graph convolutional neural network. W® is the weight matrix of the
I th layer of the network of said graph convolutional neural network, and o (-) is the sigmoid

activation function.
In this paper, the input financial data node information X, and their relationship matrix
A, through the GCN(-) operation can effectively combine the node information and the

network topology information, can greatly reduce the dimension of the topology graph and
capture the information of the domain nodes.

Consider the features of each node, whose feature dimension is denoted as D, whose label
is denoted as Y, and for the hidden coding dimension in VAE is denoted as F . The node
feature matrix X € Nx D), the node's adjacency matrix A< N x N, and the hidden node code
Z e N xF are obtained. Based on the theory of variational self-coding above, the following
model is proposed in this paper:

Theoretical Model:

a(ZIX,Ay)=TTa(z X, Ay)

(13)
q(zi | X, A, Y):N(Zi |,Ui'diag((7i2))

11



Xiaetal.

where 1 =GCN (X,AW,) , logo=GCN_(X,AW,) , GCN(X,AW) is a graph

convolution operation, # and o share the first layer weight parameter W,; and y is the
node label. Generate the model:

p(Y,AlZ)=p(y|Z)p(A|Z)

=py1D[TLIT . p(A 1202))

where p(A; =11z.z;)=0(z'z;), P(Y;=1]z)=0cWz;+b), and o(-) is an activation

(14)

function, which is used as sigmoid function in this paper. W, and b are logistic regressors
and bias terms, respectively. Optimization objective:

L=E, x4y 100 p(y, Al Z)-KL[a(Z | X, A Y p(Z)]

= Eq(Z|x,A,y) log p(y|Z)+ Eq(Z|X,A,y) log p(A|Z)
reconstruction (15)

~KL[a(Z X, A )l p(2)]

regularization

The objective optimization function is divided into three formulas, the first two formulas
compute the reconstruction loss, that is, the loss of the generative model, which is divided into
the node labeling loss model and the loss model of the edges between nodes. The third egn. is
a regularization term, an eqn. that de-approximates the hidden coding distribution according to
the distribution specified in this paper, and its computation is given by Eqn. (16):

Eqzix.an 109 P(A1Z) = [a(Z | X, AY)log p(A|Z)dZ

= [T 0@z | X, A y)log p(A| 2)dZ

= [TT!, 7 (21 4, diag(o?)) log p(A| 2)dZ (16)
:,[Hi’\il/\/(zi |,ui,diag(aiz))H:ilH:_\Ll|0g0'(Zisz)dZ

- .[Hi’ilN(Ui |0,1) f (U;W)dni = %Zj_l f (ni(S);W)

where 7, =(z, — 15(W))/ o,(W) ~ N(17]0,2), due to the similarity in form of the first and the
second equations, in this paper, we only give E, ,,, 109 p(A| Z) the derivation process,

where reparameterization techniques and Monte Carlo sampling estimation are used.
For loss calculation in machine learning, cross entropy is often used in this paper. The first
equation:

Eq(Z|X,A,y) log p(y|Z2)

- _%Ziril[yi Iog (0(02i + b))+ (1_ yi) IOg (1_0-(92i + b))] (17)

where m is the number of samples known to be financial data fraud. The second equation:

12
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Eqzix.ay 109 P(A[Z)=norm _ weight
1 .
*WZilZ?:l[—Aj *log (o (2] 2;))* pos _ weight (18)

~(1-A))*log(1-o(z] z j))}

Among them:
norm_ weight = NN
- B N N 2 (19)
(N *N _Zi=12j=1A‘J)
N*N-S"$" A
pos_ weight = Z':lz’:1 A (20)

ZiN=1 z ’j\‘=1 Ai

N is the number of nodes in the entire network (the total number of financial data).

3 Example analysis

3.1 Financial feature selection algorithm validation

3.1.1 Data sets

Based on the financial data collection and cleaning in Section 2.2, the dataset for this study was
obtained. It can be seen that it is divided into twelve characteristics, namely, profitability, risk,
liquidity, security, maturity, leverage, creditworthiness, volatility, mobility, diversity,
correlation, and regulatory nature. The statistical analysis of the dataset is shown in Table 1.
After financial data collection and cleaning, a total of 6,578 financial characteristic data were
obtained, with a sample size of 13,973. Among the twelve financial characteristics, the numbers
of profitability, risk, liquidity, safety, maturity, leverage, creditworthiness, volatility, mobility,
diversity, correlation and regulation are 389, 734, 361, 900, 539, 959, 604, 489, 184, 187, 624
and 608 respectively. The corresponding sample sizes are 1816, 1581, 1418, 460, 1584, 1536,
2027, 864, 158, 2086, 95, and 348. This provides a more intuitive display of the detailed
information on the number of features and samples of the dataset, offering data support for the
following research and analysis, and facilitating the progress of the subsequent research work.

13
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Table 1: Statistical analysis of the dataset

Project Number of features Sample size.
Profitability 389 1816
Risk 734 1581
Liquidity 361 1418
Safety 900 460
Term 539 1584
Leverage 959 1536
Creditworthiness 604 2027
\olatility 489 864
Mobility 184 158
Diversity 187 2086
Relevance 624 95
Regulatory 608 348
Total 6578 13973

3.1.2 Algorithm performance evaluation metrics

Usually, we need to evaluate the classification performance of the feature subset finally selected
by the feature evaluation criteria in order to judge the advantages and disadvantages of the
feature selection algorithm. In this experiment, we will use three evaluation criteria, namely,
accuracy, t-test test and F1 value, to measure the algorithm from different perspectives.

3.1.3 Comparison of average accuracy

The comparison algorithms chosen for the experiments in this subsection are the four classic
traditional feature selection algorithms, CIFE, CMIM, JMI and mRMR, and the dynamic
feature selection algorithm, DCSF, and the comparison of the average accuracies is shown in
Table 2. Each feature selection algorithm has its own advantages and disadvantages, but a closer
look reveals that the ordering of the average classification accuracy of all financial data feature
selection algorithms has a similar trend: CDMIFS>DCSF>JMI>mRMR>CMIM>CIFE, and the
overall average accuracy values are 0.8524, 0.7549, 0.6778, 0.6633, 0.6375, 05500, compared
with other algorithms, the accuracy of this paper's algorithm is more prominent in financial data
feature selection. For example, in the actual financial detection process, the algorithm can be
utilized to accurately extract financial anomaly data, which in turn helps users to avoid financial
fraud and risk.

Table 2: Comparison of average accuracy rates

Project CIFE CMIM JMI mRMR DCSF | CDMIFS
Profitability 0.5755 0.6750 0.7416 0.6556 0.7949 0.8398
Risk 0.5450 0.6178 0.6120 0.6730 0.7634 0.8633
Liquidity 0.5531 0.6174 0.6066 0.7066 0.7288 0.8503
Safety 0.5788 0.6179 0.6605 0.7402 0.7318 0.8822
Term 0.5201 0.6639 0.7195 0.7228 0.7049 0.8310
Leverage 0.5948 0.6133 0.6939 0.6363 0.7701 0.8462
Creditworthiness 0.5241 0.6852 0.7386 0.7224 0.7644 0.8098
\olatility 0.5080 0.6724 0.7116 0.6078 0.7332 0.8765
Mobility 0.5371 0.6050 0.7003 0.6084 0.7728 0.8563
Diversity 0.5238 0.6123 0.7378 0.6252 0.7912 0.8422
Relevance 0.5790 0.6589 0.6057 0.6484 0.7360 0.8997
Regulatory 0.5610 0.6107 0.6055 0.6124 0.7678 0.8317
Total 0.5500 0.6375 0.6778 0.6633 0.7549 0.8524
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3.1.4 t-test test

In order to facilitate a more intuitive comparison of the degree of superiority and inferiority of
the performance of the six algorithms involved in this chapter, this paper conducted a significant
difference test, i.e., a statistical t-test test, on the average accuracy of the algorithms, and the t-
test results are shown in Table 3. The performance of the data in the table shows that the p-
value between the algorithm CDMIFS and any comparison algorithm is less than 0.05 in the
vast majority of cases, and its overall p-value is 0.0157, 0.0208, 0.0237, 0.0207, 0.0205,
respectively, i.e., the performance of the CDMIFS algorithm performs better than the other five
algorithms. For example, when financial firms use the method to detect problems with the
financial statements of companies that have been disclosed as fraudulent, i.e., when the data
clearly contradict Benford's Law, there is a high probability that the company is suspected of
financial fraud.

Table 3: t-test results

Project CIFE CMIM JMI MRMR DCSF | CDMIFS
Profitability 0.02 0.008 0.014 0.007 0.018 -
Risk 0.032 0.02 0.023 0.018 0.024 -
Liquidity 0.026 0.004 0.026 0.033 0.013 -
Safety 0.011 0.029 0.037 0.038 0.016 -
Term 0.019 0.01 0.027 0.015 0.026 -
Leverage 0.004 0.024 0.017 0.024 0.037 -
Creditworthiness 0.002 0.04 0.021 0.002 0.012 -
\olatility 0.003 0.024 0.014 0.001 0.016 -
Mobility 0.019 0.021 0.027 0.036 0.018 -
Diversity 0.039 0.008 0.031 0.033 0.031 -
Relevance 0.006 0.038 0.037 0.039 0.024 -
Regulatory 0.007 0.023 0.01 0.002 0.011 -
Total 0.0157 0.0208 0.0237 0.0207 0.0205 -

3.1.5 Comparison of F1 values

Box-and-whisker plots can be used to analyze the shape of the distribution of comparative
samples as well as the concentration trend of the sample distribution. A box-and-whisker plot
consists of minimum, lower quartile, median, upper quartile, and maximum, where the upper
quartile and lower quartile work together to draw the box, the median is located in the middle
of the box, and the maximum and minimum are connected to the upper quartile and the lower
quartile with a dotted line, respectively. Fig. 3 shows the box-and-whisker plots of the F1 values
of the different algorithms, in which the horizontal coordinates represent the six algorithms for
feature selection, and the vertical coordinates show the F1 values obtained by the different
algorithms on the financial data set. The vertical coordinates are the F1 values obtained by
different algorithms on the financial dataset. After observation, it is observed that
CDMIFS>DCSF>mRMR>CMIM>JMI>CIFE on twelve features of financial dataset with F1
values of 0.855, 0.744, 0.694, 0.628, 0.624, 0.504. Therefore, it can be concluded that for the
F1 value evaluation index CDMIFS algorithm achieves the best performance in terms of
financial data feature selection. In financial enterprises, the current stage of financial data is
often massive high-dimensional data, some attributes are not needed for anomaly detection,
these attributes do not have any effect on anomaly detection, but will increase the difficulty of
anomaly detection, this time, the CDMIFS algorithm can be used to select attributes conducive
to the detection of anomalies from the high-dimensional data set, and examine whether the data
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conforms to the law of Bentham Ford, thus providing favorable data support for the diagnosis
of risks and frauds of the financial enterprises. Risk and fraud diagnosis to provide favorable
data support.

1.2

101 0504 0838 ) o) oeos 0744 085

gEE=TT

0.21
004 —

F1

CIFE CMIM JMI mRMR DCSF CDMIFS
Algorithm

Figure 3: The F1 values of different algorithms

3.2 Financial Data Fraud Recognition Model Validation

3.2.1 Autoencoder Training Analysis

The variational self-encoder training in this paper was performed using the Keras library, an
open source neural network library written in Python. The hidden layer is the core part of the
variational auto-encoder, which is responsible for converting the input data into a compact
representation and reducing it back to the original data in the decoder. In this paper, the hidden
layer of the variational autocoder has three layers, and the neurons in the hidden layer learn
how to extract and represent the useful information of the input data through the training process,
so the number of neurons in each hidden layer is particularly important. In the pre-experiment,
it is found that the number of neurons between 16 and 24 can maintain a better convergence
state, so the optimization test of the number of neurons is based on this, and the training loss
value of the number of neurons in each layer of the hidden layer varies with the number of
iterations as shown in Fig. 4. In the experiments of different neuron number combinations, the
number of neurons in the three hidden layers are 20, 16, 20, respectively, the training loss curve
converges the fastest and the loss value is the smallest, and in the subsequent iterations to
maintain a smooth state. Therefore, in this paper, the number of neurons in the self-encoder
hidden layer is set to 20, 16, and 20, respectively.

0.10

The number of neurons
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— 16-12-16
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g ———20-12-20
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Figure 4: Training loss value variation curve
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The variational autoencoder determines whether the instance is abnormal by calculating the
reconstruction error of the instance, if the reconstruction error is greater than the threshold, it is
abnormal, otherwise it is normal, so it is necessary to use the training data to find the
autoencoder threshold. The distribution of the training error loss values of the variational self-
encoder for the financial data training set is shown in Figure 5. The horizontal coordinates
represent the distribution intervals of the variational autocoder error loss values, and the vertical
coordinates represent the number of instances of error loss values that fall within different
intervals. The error loss values of the variational self-encoder training data are distributed in
the range of 0~0.24, and the experiments by selecting different error loss values found that the
threshold value of 0.20 has the best effect, so this paper uses this as the threshold value of the
self-encoder for basic detection.

15000

12000

Quantity

— [ =

0 T T T T
0.00 0.04 0.08 0.12 0.16 0.20 024
Distribution of autoencoder error loss values

Figure 5: The distribution of error loss values in autoencoder training data

3.2.2 Graph Convolutional Neural Network Training

The graph convolutional neural network training is performed using the Scikit-learn library,
which is an open software machine learning library for Python. After the financial data training
set is trained by graph convolutional neural network, the distribution of abnormal financial data
is shown in Figure 6. The horizontal coordinates represent the distribution intervals of abnormal
financial data, and the vertical coordinates represent the number of instances of abnormal
financial data falling in different intervals. Most of the abnormal financial data are in the range
of more than 0.8, and very few are less than 0.12. By selecting different abnormal score values
for experiments, it is found that the threshold value of 0.8 can achieve a better comprehensive
effect, so this paper selects 0.8 as the threshold for graph convolutional neural network to be
used in the identification of financial data fraud.
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Figure 6: Abnormal distribution of financial data
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3.2.3 Comparative analysis of recognition results

Under the same sample conditions, we use three different machine learning algorithms to
construct a financial data fraud recognition model to predict the same dataset, and the prediction
results show differences. Although the machine learning algorithms have strong learning ability,
the models need to be optimized continuously due to the limitation of sample data. The
effectiveness of this paper's model is verified by comparing the model's precision, recall and
comprehensive index F-Score, and the comparative analysis of financial data fraud recognition
results is shown in Table 4. According to the data in the table, it can be seen that the recognition
effect of the three machine learning algorithms is very close. The highest precision of model
recognition is OCGVAE 0.9728, which indicates that there is 0.9728 possibility of recognizing
financial fraud data in the result of recognizing as a fraudulent user. The highest recall metric
iIs OCGVAE 88.96%, indicating that most of the financial fraud data is successfully identified.
Comparing the comprehensive evaluation metric F-Score, OCGVAE is 0.9293, SVM is 0.8715,
RF is 0.7489, and OCGVAE still has the highest F-Score. It indicates that under the sample
conditions given in this paper, the financial data fraud recognition model based on OCGVAE is
optimal, both in terms of precision, recall index, and comprehensive index F-Score. For
example, in the actual financial transaction activities, financial enterprises use the model in this
paper to screen out user data with fraud possibility and mark them out, which can improve the
anti-fraud efficiency of financial enterprises and establish a new security barrier for Internet
finance.

Table 4: Comparative analysis of Financial Data fraud Identification results

Index OCGVAE SVM RF
Accuracy 0.9728 0.8923 0.7672
Recall rate 0.8896 0.8517 0.7314

F-Score 0.9293 0.8715 0.7489

4 Conclusion

The number of financial data frauds revealed in the financial market is not to be underestimated,
which urges regulators to increase supervision and improve the regulatory system. In this paper,
under the theoretical guidance of Benford's law, we carry out financial data collection and
cleaning to ensure the availability of research data. Combined with the relevant definitions of
financial data features, the financial feature selection algorithm based on conditional dynamic
mutual information is designed, and a financial data fraud identification model based on graph
convolutional neural network and variational autoencoder is further constructed. Finally, the
research content of this paper is exemplified and analyzed by combining financial data sets and
evaluation indexes. Its research results are:

(1) The analysis of the financial feature selection algorithm shows that on the twelve
features of the financial dataset, the algorithm's F1 value is ranked as CDMIFS>DCSF>
MRMR>CMIM>JMI>CIFE, with the values of 0.855, 0.744, 0.694, 0.628, 0.624, and 0.504,
which confirms that the CDMIFS algorithm has been used in the financial data feature selection
The application value in terms of In the usual financial transactions, the feature data that
conforms to Benford's law can be selected from the financial data by CDMIFS algorithm, thus
realizing the intelligent diagnosis of the risk and fraud of financial enterprises.

(2) The precision, recall, and F-Score of the OCGVAE algorithm are superior to SVM and
RF, with values of 0.9728, 0.8896, and 0.9293, respectively, i.e., it shows that the OCGVAE
algorithm financial data fraud identification process is superior. Financial enterprises use the
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model in this paper to accurately identify user data with fraud possibility and mark it out, which
has theoretical guidance value for improving the anti-fraud efficiency of financial enterprises.
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