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SUMMARY: This paper briefly describes the concept of all-IP 10T convergence-related
technologies with the main line of research on the optimization of Al network security
management. 6LOWPAN technology is also introduced to realize the seamless integration of
low-power mesh network and core IP backbone, so as to realize the optimization of Al network
security management technology. Aiming at the 6LoWPAN hierarchical routing algorithm's
problems such as control message redundancy and unreasonable parent node selection, a load-
balancing-based hierarchical routing algorithm (LB-HiLow) is proposed and optimized by two
improvement mechanisms, namely, optimal parent node selection and path repair. Finally, the
effect of the Al network security management optimization algorithm under the all-IP loT
convergence technology is analyzed through the assessment of network security posture and the
control of network security risk. The results show that the 6LoWPAN technology introduced in
this paper can meet most of the application requirements for Al network security management.
In addition, the effect of using the method of this paper on network security risk control reaches
a good level, and the total score of the overall risk control evaluation reaches 85.86.The
experiment verifies that the posture prediction performs well in both real-time and prediction
accuracy, and is applicable to the posture prediction evaluation of Al network security
management under the all-IP 10T convergence technology.
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1 Introduction

With the rapid development of the Internet, network management and optimization has become
an important topic. Traditional network management methods can no longer meet the needs of
high efficiency and intelligence, so artificial intelligence technology has been introduced into
network management to achieve network management and optimization through intelligent
algorithms and automated processing [1, 2].

The key technologies of artificial intelligence in network management mainly include data
analysis and model construction, intelligent algorithms and decision-making. The first task of
Al network management is to collect and analyze network data and construct a model suitable
for network optimization [3]. The key to data analysis lies in the statistics and mining of a large
amount of network data to discover the problems and bottlenecks in the network [4, 5]. Model
construction, on the other hand, is based on the results of data analysis to build mathematical
models that can accurately predict network behaviors and problems [6]. On this basis, Al
network management requires the automatic adjustment and optimization of the network
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through intelligent algorithms. Intelligent algorithms include techniques such as machine
learning and deep learning, which can be used in network management to automatically make
decisions and optimize the allocation of network resources, and the use of intelligent algorithms
can greatly improve the efficiency and accuracy of network management [7-9].

The application of artificial intelligence in network management and optimization is
reflected in resource optimization and scheduling, fault detection and automatic repair and
security management and risk warning. Network management based on artificial intelligence
can achieve intelligent optimization and scheduling of network resources, including bandwidth
allocation, server load balancing, etc [10, 11]. Through intelligent algorithms and data analysis,
the network management system can dynamically adjust the allocation of resources according
to the current network load and business requirements to ensure efficient network operation and
high-quality services [12-14]. Meanwhile, with the help of Al technology, the network
management system can monitor the status of network equipment and services in real time and
discover potential failures in time [15-17]. By analyzing historical failure data and network
behavior patterns, network management systems can quickly determine the cause of the failure
and automatically take measures to repair it [18, 19]. Network security, on the other hand, is an
important aspect of network management, and artificial intelligence can provide stronger
support for network security [20, 21]. By using intelligent algorithms to analyze and monitor
network data, network management systems can detect network attacks and intrusions in real
time and take timely countermeasures [22-24].

The application of artificial intelligence in the optimization of cybersecurity management
IS an important way to ensure the security of network information, but at the same time, the
ethical and privacy issues brought by artificial intelligence should not be ignored. Literature
[25] analyzes Al-based meta-universe cybersecurity techniques, discusses academic and
industrial perspectives, specifies the challenges faced by Al in meta-universe cybersecurity, and
proposes future research directions aiming to enhance the security and privacy of the meta-
universe. Literature [26] is based on a systematic literature study aimed at identifying academic
results of Al-driven cyber attacks and analyzing them in order to derive cybersecurity measures
to provide defenses against potential future threats. Literature [27] discusses the threats in the
new era of cyberspace and systematically analyzes the rapid growth of cyber threats and
proposes to promote cyber security optimization through the implementation of artificial
intelligence methods. Literature [28] points out the shortcomings of traditional cybersecurity
solutions and analyzes existing cybersecurity research using Al techniques, revealing that Al
techniques improve anomalous intrusion detection in the fight against cybercrime. Literature
[29] investigated the potential of Al as an emerging tool in enhancing cybersecurity by
providing a case study demonstrating the application of Al in a cybersecurity environment.
Literature [30] proposed a deep learning based cyber intrusion detection system in supervisory
control and data acquisition aimed at protecting industrial control systems from cyber attacks
and verified the effectiveness of the system. Literature [31] systematically reviewed the
literature on the application of Al in user access authentication, network situational awareness,
and hazardous behavior monitoring, pointed out the many limitations faced by Al in network
security management, and proposed a conceptual intelligent network security model. Literature
[32] systematically investigates the ethical and privacy issues in the deployment of Al in
cybersecurity, emphasizing the importance of responsible decision-making, privacy protection,
and transparency. Literature [33] emphasized the important role of Al in protecting
cybersecurity, specifying that Al is more portable and effective in large-scale anomaly detection
and malware classification. Literature [34] explored the ways in which Al technology can be
applied in cybersecurity, based on a comprehensive literature review to understand the multiple
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ways in which Al technology can be applied in enhancing cybersecurity measures and analyzed
the effectiveness and challenges of Al in cybersecurity management.

The article first introduces the concepts of all-IP 10T, all-IP network structure and the
construction of all-IP 10T. To enhance the security of the network and the mobility of the
terminals, IPv6 technology is introduced in this paper. In order to realize the seamless
integration of low-power mesh network and core IP backbone, an IPv6-based 6LoWPAN
technology is also introduced as a way to realize the optimized management of Al network
security under the all-IP 10T convergence technology. After that, a load-balancing-based
hierarchical routing algorithm LB-HiLow is proposed to maintain the load balance of the
network and reduce the average end-to-end delay through the optimal parent node selection
mechanism. The performance of LB-HiLow technique in network security management is
tested through simulation analysis. Finally, a network security posture assessment model and a
network security management evaluation index system are established to evaluate the network
security posture and network security risk management based on LB-HiLow.

2 6LOoWPAN based network security management
optimization algorithm

2.1 All-IP for the Internet of Things

211 FulllP

All-IP is an IP-based network that includes the basic capabilities of network control, transport
within and between access systems, and mobility management, all provided by IP technology
[35]. That is, the process of structure IP, protocol IP to service IP. The all-IP network includes
the IPization of the transport network, bearer network, core network, access network, etc., i.e.,
IP as the bearer and transmission technology is extended from the core network to the wireless
access network, wireless interface and even mobile terminals. The unified IP transmission
mechanism in the core network will also evolve into a fully distributed network structure.

2.1.2 Unified all-1P network architecture

Converged IP network helps to provide a more flexible and faster network environment,
creating an adaptive network with high availability and supporting a variety of different service
characteristics. All-IP network structure to IP technology as the core, Everying over IP, to
provide real-time, non-real-time data, different service quality level requirements of multimedia
services; IP over everying, that is, IP running on the link layer technology of the hybrid network
structure, the IP technology and other service quality assurance mechanism effective
combination. In the all-IP network structure, the connection between the user and the network
is no longer a best-effort access located in the access network, but a converged service provided
through the coordination of different layers of the network. The all-IP network reflects the
development trend of heterogeneous network convergence and the business demand for flexible
deployment of services, which requires that the services and applications are based on IP
technology and that IP-based connections can be realized through a variety of different access
methods.

2.1.3 Construction of an All-IP Internet of Things

All-IP 10T is constructed based on an all-IP core network. In 10T, the all-IP network is able to
support various transmission modes, including the modes of object-object, object-human,
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client-server, human-group, and ubiquitous transmission. In addition, the all-IP network is
capable of handling various real-time and non-real-time services. Even for the large amount of
data sent from a large number of terminals with high frequency and low load, the all-IP is able
to handle it well. The all-IP network guarantees the mobility of users, terminals and sessions
through a high-performance and highly reliable mobility management mechanism, allowing
users to freely choose terminal devices and move freely without being restricted by the access
system. Both within and between access systems, the all-IP network provides seamless terminal
mobility to ensure that users have an uninterrupted service experience. At the same time, in
order to achieve mobility between different types of access systems and optimize mobility
performance, the all-IP network provides common open interfaces to control terminal mobility
between access systems, and also provides corresponding open interfaces for the functions it
supports to solve the problem of terminal mobility across access systems.

2.2  Optimization techniques for network security management based on
6LoWPAN technology

2.2.1 6LoWPAN network architecture

The Internet TCP/IP protocol cluster is precisely a unified Internet communication protocol
standard. As the next generation of IP protocols, the introduction of IPv6 will make it easier for
a large number of diverse terminals to access the IP network and greatly enhance network
security and terminal mobility. 6LoOWPAN [36] is a protocol for wireless personal area networks
based on IPv6. 6LOWPAN is essentially the end network, which consists of several low-power
WLANSs.6LoWPAN structure is shown in Fig. 1. In the figure, R denotes routing nodes and H
denotes host nodes, which share an IPv6 address prefix. In this structure diagram, we have
selected several typical LOWPAN networks to form the 6LoWPAN network, which are Simple
LoWPAN, Extended LoWPAN, and LoWPAN with multi-hop Ad-hoc structure.From the figure,
we can see that Simple LOWPAN is connected to the network through the LOWPAN Edge
Router, and the Backhaul is of the point-to-point form; while the extended LoWPAN is
connected to the network through a backbone line, which is connected to a number of edge
routers to realize the communication. Ethernet is a typical example, while Ad-hoc networks are
standalone. Regardless of the structure, which consists of a number of 6LoWPAN nodes.
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Figure 1: Structure diagram of 6LoWPAN
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There are several hosts and routing nodes, and at least one edge router within a wireless
personal area network (LOWPAN), where the nodes can be present in only one network or in
multiple LOWPANS at the same time, and can move freely. In this case, the edge router plays
an important role in the process of connecting LOWPAN to the IP network, and it has multiple
roles of routing, 6LOWPAN header compression, and neighbor discovery in the whole network.
Routing nodes and edge routers work together to assign IPv6 prefixes to the nodes in the
network, and the neighbor discovery function of the edge router also has to complete the work
of node registration and fault tolerance processing.

2.2.2 6LoWPAN Protocol Stack

In comparison with the IP protocol, in simple terms, the 6LoWPAN protocol stack is a PAN
combination of IPv6 and IEEEE 802.15.4 through an adaptation layer. It differs from the IP
protocol in the following ways:

(1) 6LoWPAN only supports IPv6 protocol;

(2) 6LoWPAN basically does not use the TCP protocol, but instead uses the UDP protocol
which is simple, efficient and less complex and is compressed by the 6LoWPAN format;

(3) ICMPV6 is used to control message forwarding;

(4) Application layer protocols all exist in binary format and are application-specific.

2.2.3 6LOoWPAN Addressing

The 6LOWPAN addressing method is similar to the addressing method in Ethernet and other
IPv6 networks, where IPv6 addresses are automatically generated from the LOWPAN prefix
and link address. The difference is that since this is a low-power network, a link-layer
addressing method is used for compression techniques by direct mapping of link-layer
addresses to IPv6 addresses. This method supports both unique long addresses and configured
short addresses.

IPv6 consists of a 64-bit prefix and a 64-bit 11D, totaling 128 bits in length.The 11D for IPv6
can be generated by SAA based on the MAC address of the wireless interface. To facilitate
simplified compression, in 6LOWPAN the link address and I1D are considered to be one-to-one
correspondences, thus eliminating the need for address resolution. As mentioned earlier, IPv6
prefixes can be obtained through neighbor-discovered route announcement messages, which
then together with the known link address form the IPv6 address of the 6LoWPAN, thus
ensuring a high header compression ratio.

2.2.4 6LoWPAN header format

At the heart of 6LOWPAN is the adaptation layer, which serves to compress IPv6 and the UDP
headers that follow it. In addition, segmentation of long messages and addressing of mesh
networks are also functions performed by the adaptation layer. Since much of the information
is shared by nodes in the same LoWPAN, some of the IPv6 address space can be omitted.

The 6LoWPAN header type is sent through the Send Type field, followed by the IPv6
compressed header. If IPv6 is followed by a UDP or IPv6 extension header, it is compressed
according to the next header compression method.

2.3 Fundamentals of the LB-HiLow algorithm

The LB-HiLow algorithm is mainly divided into two mechanisms: optimal parent node
selection mechanism and path repair mechanism. The two mechanisms are described in detail
below.
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2.3.1 Optimal parent selection mechanism

The optimal parent node selection mechanism divides the process of selecting a parent node for
an entry requesting node into the following three steps:

Step 1: When a new node wants to join a 6LOWPAN network, it first detects whether there
is already a 6LOWPAN network within its communication range through the scanning program:
if more than one valid node is detected, it sets the J,R,M bitto 1, 0, 1, respectively, and
broadcasts the “network request” to all nodes to make the association. Execute step 2.

Step 2: When the coordinating node i receives the “request for network access” message,
it first determines the number of its children nodes:

If the number of child nodes is equal to MC , it indicates that the number of child nodes of
node i has reached the upper limit, and it will not accept other nodes as its child nodes, so it
will not process the request message, otherwise, it will execute @);

@) If the number of child nodes is less than MC , it indicates that the number of child nodes
of node i has not reached the upper limit, so it continues to judge the M flag bit, if the M
flag bit is 0, it indicates that there is no other candidate parent node, so it calculates the 16-bit
short address of the requesting node based on the address assignment equation and associates
it with it successfully; if the M flag bitis 1, it indicates that there are more than one candidate
parent node, node i will detect its remaining energy P, the number of child nodes m, and

the depth value D, ,if P /(m +2) is less than the threshold LPE, it will no longer process the
request message, otherwise it performs (3); namely:

FC=MC"AP+N,0<N <MC (1)

where MC is the maximum number of children of the parent node, AP is the address of the
parent node, and the newly joined node is the N th child of the parent node, then the calculated
FC is the address of the newly joined child node:

;
M= e @

(3 Calculate the weight value W, of node i according to the above equation, and set

J,R,A to 1, 0, 1 respectively, and send the “access confirmation” message with its weight

value to the requesting node, and then perform step 3.
Step 3: Assuming that the requesting node receives “admission confirmation” messages
from n selected parent nodes, it records the order in which it receives i from each of the

selected parent nodes, labels it as O, extracts its weight W,, and selects the node with the
largest weight value as its optimal parent node N, :

N, < max{W,W,,---,\W } (3)

If the number of selected parent nodes that satisfy the above equation is two or more, the
order of their arrivals is compared, and the node with the smaller order value is selected as its

optimal parent node N,_, , which ensures that the selected parent node has a smaller
transmission delay while satisfying the load balancing requirement.
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2.3.2 Path repair mechanisms

The path repair mechanism specifically divides the path repair process into the following 3
steps:

Step 1: In the process of data transmission, when node j finds that the next hop node fails,
it will first determine the relationship between the failed node and itself, so as to determine
whether it is upstream path repair or downstream path repair.

Step 2: When the coordination node i receives the “repair request” message, it judges the
relationship between the failed node and itself, and selects the corresponding execution step
according to the different relationships.

Step 3: Suppose the repairing node receives “repair confirmation” messages from n
candidate stepfather nodes. Record the order in which messages from each candidate stepfather

node i arereceived, markedas O, and extract its weight W,. The successfully repaired node

will sequentially update the 16-bit short addresses of its descendant nodes. Assuming the parent
node's original address is AP, and the new address is AP, , with the maximum number of

new 1

child nodes being MC, the update formula for the new address AC,,, of the corresponding
descendant node relative to the child node's original address AC,,, is as follows:

ACnew = (Apn - Apokl )* MC + ACokl (4)

ew

The specific process of the path repair mechanism is shown in Figure 2,
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Figure 2: Flowchart of path repair
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2.4  Performance Testing of LB-HiLow Technology in Network Security
Management

2.4.1 Test Methods

Test Environment: The network configuration selected for this experiment consists of a linear
topology comprising one source node, one destination node, and six relay nodes. All data
transmission in the tests utilizes UDP. Table 1 compares the test environments of this
experiment and the XX experiment.

Table 1: The test environment of this paper experiment and XX experiment

Comparative Silicon Labs experimental Experimental environment of this
item environment paper
. LB-HiLow sensor Board
EFR32 Mighty Gecko: (STM32F103):
Hardware 327bit Cortex-M4 core 32-hit Cort_ex-M3 core
platform Main frequency 40MHz 75MHz main frequency
32KB RAM, 256KB Flash 64KB RAM, 512KB Flash
2. 4GHz radio transmission power | 2.4GHz radio transmission power
16. 5dBm +0dBm

Silicon Labs Thread Stack
Bluetooth Mesh

Protocol stack Google Nest Open LB-HiLow

(1) Unicast Latency

The testing principle for unicast latency is illustrated in Figure 3. This paper employs
Round-Trip Time (RTT) to evaluate the unicast latency performance of the LB-HiLow network.
The source node runs the Requester program, waiting for a user key press. Upon key activation,
it sends a packet of specified payload length to the Responser and starts timing. Timing stops
upon receiving the response from the Responser. The destination node runs the Responser
program (UDP Server), waiting to receive the packet and then sending an identical packet back
to the source.

Source  The first The second The NTH Destination
node jump jump jump  node (NTH hop)

O O O O O

A

Py
3

I
I
I
I
I
I
I
I
I
[
A\

\4 A\ 4 \4 \4
Resquester Relay Responser

Figure 3: Principle of unicast Delay Testing

(2) Throughput
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The throughput testing principle is illustrated in Figure 4. A specified number of data
packets are sent to the destination node. The destination node runs the Receiver program to
record the number of packets correctly received. If the final count of packets sent by the Sender
matches the count received by the Receiver, the Sender's transmission rate is increased, and the
experiment is repeated. The maximum transmission rate at which no packet loss or errors occur
at either end is determined. The total amount of data transferred per unit time is then calculated
as the throughput.

Source  The first The second The NTH Destination
node jump jump jump  node (NTH hop)

O O O O O

I
Send l
en I
I Statistical
I reception
: situation
\ 4 \4 A\ 4 + \4
Resquester Relay Responser

Figure 4: Throughput Testing Principle

(3) Simulation Parameters
The experiment randomly places 36 nodes within a 120120 grid to simulate a DODAG-
generated tree-like network topology. In the LB-HiLow network, the gateway load threshold

Lyieson =30, T =5. Node load follows a Poisson distribution with 1 =5, while link quality

and remaining energy composite factors follow an exponential distribution with 1 =5.
Under these simulation parameters, the generated LB-HiLow network is shown in Figure 5,
where node 7 is identified as the root gateway.

120
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80 -

60 r

Network range Y/m

40 -

20 -

120

Network range X/m

Figure 5: Simulation network topology diagram
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2.4.2 Test Results and Analysis

(1) Unicast Delay and Hop Count

With a payload length set to 50 bytes, the number of relays was incrementally increased
from 1 to 6. The relationship between unicast communication delay and hop count in the LB-
HiLow network system is shown in Figure 6. As depicted, the network'’s unicast communication
delay increases with the hop count. Under small payload conditions, LB-HiLow and ZigBee
exhibit favorable delay performance, while Bluetooth Mesh demonstrates relatively higher
delay—though none exceed 180ms. For cybersecurity management scenarios under full IP 1oT
convergence technology, delays within 180ms can meet the application requirements of most
Al-based cybersecurity management systems.

o
(=3}
Communication delay (ms)

------- 132

Q’X

n,

J
Y

16-byte Bluetooth Mesh

~7/'50-byte LB-HiLow

s 0-byte ZigBee

/20-byte LB-HiLow

1 2 3 4 5 6
Number of jumps(hop)
Figure 6: The relationship between delay and frequency jump

(2) Unicast Delay and Payload Length

With a hop count of 5, the relationship between unicast delay and payload length is shown
in Figure 7. It can be observed that as the effective payload length increases, the communication
delay in the LB-HiLow network gradually increases. A noticeable jump in communication
delay occurs between payload lengths of 68 and 78 bytes, caused by packet fragmentation due
to individual physical frames being unable to accommodate the entire user payload.
Furthermore, a positive correlation exists between the two metrics overall.

11
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Figure 7: Relationship between delay and load length

The relationship between network latency and payload length is illustrated in Figure 8. It
can be observed that as the effective payload length increases, communication latency across
all networks also increases. Under heavy payload conditions, Bluetooth Mesh's communication
latency struggles to meet the requirements for optimizing artificial intelligence-based
cybersecurity management within an all-IP 10T convergence framework. In contrast, LB-
HiLow and ZigBee maintain relatively low communication latency, exhibiting a more gradual
increase in latency as the effective payload length grows.
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Figure 8: Relationship between different network delays and load length

(3) Throughput

Throughput testing employed a fixed-length payload, with the LB-HiLow UDP payload
length set to 100 bytes. The relationship between throughput and hopping frequency is
illustrated in Figure 9. As the number of hops increases, the throughput of the LB-HiLow
network declines rapidly. Under identical conditions, LB-HiLow demonstrates a significant

12
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advantage in throughput compared to ZigBee and Bluetooth, while Bluetooth Mesh exhibits the
lowest network throughput. This indicates that the LB-HiLow network system constructed in
this paper possesses excellent network performance, with unicast latency falling below the
180ms response time typically required for human-machine interaction.

50000

v 40000

ity(bps)

2 30000

o

0000

10000

Throughput capac

T T T

1 2 3 4 5 6
Number of jumps (hop)

Figure 9: The relationship between throughput and frequency hopping

(4) Comparison of Gateway Deployment Schemes

Within the same network, gateway deployment was implemented using both the LB-HiLow
algorithm and the NP algorithm. The experimental results for gateway deployment under the
LB-HiLow and NP algorithms are shown in Figures 10 and 11. Both algorithms partitioned the
network into multiple branches. Analysis reveals that the LB-HiLow algorithm ultimately
identifies 6 gateways, with node numbers: 7, 11, 15, 20, 29, 33. The NP algorithm also identifies
6 gateways, with node numbers: 7, 15, 18, 20, 27, 28. The results demonstrate that both
algorithms can achieve multi-gateway deployment in the LB-HiLow network.

120
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|
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Figure 10: Experimental results of LB-HiLow algorithm
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Figure 11: Experimental results of NP algorithm

3 Analysis of Cybersecurity Management Optimization
Outcomes

3.1 Establishing a Cybersecurity Posture Assessment Model

3.1.1 Establishing a Security Posture Assessment Indicator System

This paper proposes a novel security posture assessment method based on convolutional neural
network algorithms. The approach subdivides cybersecurity posture into three sub-postures:
Basic Operation, Vulnerability, and Threat, establishing corresponding evaluation metrics for
each to comprehensively, objectively, and accurately assess network security status.
Specifically: The Vulnerability sub-state monitors network vulnerabilities and security
infrastructure, involving metrics such as total security devices, open ports, and vulnerability
severity. The Threat sub-state tracks attack exposure, encompassing indicators like alert counts,
Transmission Control Protocol (TCP) packet analysis, and attack severity.

3.1.2 Data Acquisition and Preprocessing

First, obtaining comprehensive and accurate cybersecurity-related data from cybersecurity
monitoring systems, public data sources, or third-party data providers is crucial. This primarily
includes security logs, attack incident records, vulnerability information, and other data that
form the foundation for model training and evaluation. Second, based on the specific
requirements of cybersecurity posture assessment, it is necessary to select relevant and
representative features from the raw data. These features should cover the effectiveness of
security measures, the frequency and types of attacks, and the exploitation of vulnerabilities.

3.1.3 Extracting Cybersecurity Posture Features

In practice, before establishing an evaluation model, it is necessary to first extract representative
cybersecurity posture features. To accurately capture the dynamic characteristics of the security

14
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posture, posture element data from multiple time steps is used as input to form a multi-time-
step, multi-channel data set Xi, expressed as follows:

X, =[ft, ft,, L, ft ] (5)

In the equation, f, denotes the data at the ith time step for each channel, where i

ranges from1to T,and L represents the number of time stepsin X..

3.1.4 Multi-Channel Feature Fusion

After extracting security posture features, multi-channel fusion is required. Feature vectors
from each channel are concatenated in dimension to form a comprehensive feature matrix (FM),
expressed as follows:

FM =[cf,,cf,,cf,,cf,] (6)

In the formula, c, represents the output feature vector for each channel. Although the

dimensionality of the original input data may vary across different channels, after feature
extraction and uniform processing, the feature vectors can be directly concatenated to form a
complete feature matrix. Multi-channel fusion aims to effectively reduce or eliminate noise by
rationally concatenating feature vectors from multiple channels, while ensuring the accuracy
and integrity of the original feature data.

3.1.5 Evaluation Model Development and Situation Assessment

This paper employs convolutional neural network algorithms and multi-channel feature fusion
techniques to construct a practical and efficient cybersecurity assessment model. The model's
development primarily involves three stages: sample generation, dynamic analysis, and
evaluation result output. When building the evaluator, the Inception module is introduced,
utilizing a cascaded design of 1>3 convolution kernels to replace traditional 1>6 kernels,
thereby optimizing computational efficiency. To further enhance feature extraction, a
differential operator is applied to sharpen the input data. The specific formula is as follows:

000 :{Af (x) +f!(X)s, >0 -

Af(x) +f!(x)s, <0

In the equation, f!(x) denotes the functional form of filter | performing filtering
operations on specific input features; g (x) represents all feature indicators output after
processing by this filter; while f (x) encompasses all original input features fed into the filter.
A serves as a universal sharpening tool to enhance key features; s, functions as the core
parameter of the sharpening operation, whose value determines the intensity of sharpening.

3.2 Cybersecurity Posture Assessment Based on LB-HiLow

To validate the effectiveness of cybersecurity management, it is necessary to subject it to certain
attacks. Under the framework of full IP 1oT convergence technology, this paper evaluates the
optimization effects of Al-based network management by using three attack methods—“node
risk level measurement,” “cybersecurity posture fusion,” and “cybersecurity posture
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prediction”—as testing subjects.

The main configuration is as follows: Three subnets composed of ordinary nodes, each
equipped with a threat severity measurement module; Three attackers executing simulated UDP
Flood, TCP SYN Flood, and DOSnuke attacks respectively; A server subnet containing three
servers, each equipped with a node criticality measurement module, a situation fusion module,
and a situation prediction module.

Three attackers continuously launched attacks on the network, configuring ordinary nodes
with parameters such as /ow=4 and sec=8, while servers were set to /ow=8. To validate the
effectiveness of network security posture assessment and prediction under varying attack
intensities, four attack intensity levels were set: 0.1-1Kpackets/s, 1.1-2Kpackets/s, 2.1-
3Kpackets/s, and 3.1-4Kpackets/s. Experiments were conducted at each of these four levels and
at an unpredictable level, with each experimental run lasting 800 seconds.

3.2.1 Node Hazard Level Metric

Ordinary nodes possess a hazard level measurement function, capable of providing
measurement results for the node itself. The assessment center delivers security posture
evaluations for the entire network, while the prediction center provides posture forecasts for the
entire network. Taking an attack intensity level of 2.1-3K packets/s as an example, the node
hazard level measurement is illustrated in Figure 12. The results reveal that across four attack
intensity levels and the indeterminate level, ordinary nodes exhibit highly similar trends in
attack intensity and risk severity. This indicates that when ordinary nodes are subjected to
supply chain attacks, the integrated full-IP 10T technology faces heightened security
management risks within artificial intelligence networks. Consequently, utilizing the proposed
cybersecurity posture assessment model to measure network node risk severity enables faster
identification of optimized cybersecurity management outcomes.
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Figure 12: Node risk degree measurement

3.2.2 Cybersecurity Situation Integration

Cybersecurity posture integration serves as one of the metrics for evaluating cybersecurity
management. Therefore, this paper assesses cybersecurity management based on the results of
the cybersecurity posture assessment model, utilizing the outcomes of cybersecurity posture
integration. The results of cybersecurity posture integration are presented in Figure 13. The
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findings indicate that under cybersecurity posture integration based on the cybersecurity posture
assessment model, the attack severity and threat severity in network management are closely
correlated to a certain extent. We can evaluate the effectiveness of cybersecurity management
in artificial intelligence networks by analyzing the results of cybersecurity posture integration.
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Figure 13: Cyber security situation convergence

3.2.3 Cybersecurity Landscape Forecast

The cybersecurity situation forecast is shown in Figure 14. Results from predicting the network
security situation using the cybersecurity situation assessment model developed in this paper
indicate that regardless of the severity of attacks, the risk level of cybersecurity management is
accurately forecasted and consistently remains lower than the attack severity. This demonstrates
that the management techniques based on this cybersecurity situation assessment model can
accurately predict network security. The combined experimental results validate that the
situation forecast performs well in both real-time capability and prediction accuracy, making it
suitable for forecasting cybersecurity situations in large-scale networks.
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Figure 14: Network security situation prediction

3.3 Evaluation of Cybersecurity Risk Management Effectiveness

To preemptively implement cybersecurity posture assessment and predictive modeling, one
must first develop functional modules for security posture evaluation and forecasting.
Subsequently, utilizing foundational models on the simulation platform, establish cybersecurity
posture assessment and prediction models guided by principles of system design, cybersecurity,
and network communication. Next, to ensure controllable attacks, establish network attack
simulation models. Finally, run cybersecurity posture assessment and prediction simulations
and analyze the simulation results.

This paper treats each device in the network as a node, meaning each node should possess
a threat level measurement function to quantitatively assess its own security status in real time.
One device should also serve as an assessment fusion center, performing dual functions of node
importance measurement and posture assessment. Additionally, another device should act as a
prediction management center, utilizing historical assessment data from the assessment fusion
center to forecast cybersecurity posture.

Drawing upon the successful simulation of the Chinese Air Force LAN by XXX University
Laboratory, this paper establishes its simulation model. The model comprises four subnets:
three primarily composed of host devices and one primarily composed of server devices. Within
each subnet, all devices are connected via a Cisco 2900 series secondary switch, while subnets
interconnect via a Cisco 6500 series primary switch. All links utilize 100BaseT Ethernet
twisted-pair cables. The number of nodes and corresponding functions for each subnet are
detailed in Table 2.

Table 2: The number of nodes in each subnet and their functions

Network name Number of nodes Function
Subnet 1 55 Node risk degree measurement
Subnet 2 46 Node risk degree measurement
Subnet 3 50 Node risk degree measurement
Node risk degree measurement, evidence weight
Subnet 4 6 allocation, security situation assessment,
security situation prediction

3.3.1 Development of an Evaluation Indicator System for Risk Control Effectiveness

This paper categorizes the effectiveness of risk control in artificial intelligence network and
information security risk management into four levels, with corresponding evaluations of
“Excellent,” “Good,” “Average,” and “Poor.” An “Excellent” level indicates high risk control
capability in Al network and information security risk management, where all risk factors are
effectively addressed during operations with highly visible results. Good risk control
effectiveness indicates a relatively high level of risk management capability within Al network
and information security risk management. Most risks encountered during operations can be
effectively controlled through risk mitigation measures, yielding favorable outcomes. However,
some risks remain inadequately controlled despite implemented measures, resulting in limited
effectiveness. A moderate level of risk control effectiveness indicates average risk control
capabilities in Al network and information security risk management. Control measures prove
relatively ineffective for most risks arising during operations. A poor level of risk control
effectiveness indicates virtually non-existent risk control capabilities in Al network and
information security risk management, meaning current risk control measures have little to no
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impact on emerging risks. The cybersecurity management evaluation indicator system is shown

in Table 3.
Table 3: Network security management evaluation index system
The The
_Prl_mary $ecpndary abbreviated Third-level indicators abbreviated
indicator indicators | form of a form of a
name name
Set security domain classification
and network policy setting for the Al
Network computgr
X A Computer operating system
security . A2
hardening
Server unified permission
A3
Network management
and Records of use of artificial
. : . : Bl
information intelligence networks
security risk | Information Security level classification of
B A . B2
management safety artificial intelligence networks
control The standardization of the use of
e . B3
artificial intelligence networks
Data disaster classification record Cl
. Implementation record of data
Business . . C2
o C disaster protection measures
continuity -
Data disaster recovery status C3
records

3.3.2 Application of Safety Risk Management Effectiveness Evaluation

Following the summary of management operations for various host devices, the Information
Center mandates that administrators promptly archive all records generated during the
management process. On the 30th of each month, the Information Center convenes a summary
meeting to review the execution of host device management tasks from the preceding month.
By analyzing records from the host device management process, deficiencies in work are
promptly identified, and corrective measures are proposed. Dedicated IT personnel oversee the
implementation of these measures, establishing a closed-loop management system for artificial
intelligence cybersecurity under the fully IP-based 10T convergence technology.

The Information Center employs a combined approach of the Analytic Hierarchy Process
(AHP) and Fuzzy Comprehensive Evaluation Method to assess the effectiveness of risk control
measures across various host management processes, comprehensively reflecting the efficacy
of risk control strategies.

(1) Determination of Indicator System Weights

The weighting of indicators for Al cybersecurity management risk control effectiveness is
shown in Table 4.
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Table 4: Weight of risk control effect index in network security management

Third-level indicators The abbreviated Weight
form of a name
Set security domain classification and network policy setting AL 0.4021
for the computer
Computer operating system hardening A2 0.3444
Server unified permission management A3 0.2535
Records of use of artificial intelligence networks Bl 0.4848
Security level classification of artificial intelligence networks B2 0.2746
The standardization of the use of artificial intelligence B3 0.2406
networks
Data disaster classification record Cl 0.3711
Implementation record of data disaster protection measures C2 0.3535
Data disaster recovery status records C3 0.2754

(2) Fuzzy Comprehensive Evaluation

Based on the risk control effectiveness evaluation index system for various host equipment
management operations at the Information Center and the weight values assigned to each
indicator, a set of evaluation criteria was further established. The evaluation criteriaset V = {V1,
V2, V3, V4} = {Excellent, Good, Average, Poor}. A sample of 1,000 respondents was selected
to rate the three-level indicators for security risk control effectiveness in various host equipment
management operations at the Information Center. The membership degrees of experts'
evaluations for each indicator were calculated, yielding a fuzzy relationship matrix. The fuzzy
comprehensive evaluation results for the security management risk control effectiveness of
various host equipment management operations are shown in Table 5. The comment set was
scored on a percentage basis with R = {100, 80, 60, 50}. Cybersecurity risk control evaluation:
S1 =W*R = 85.39; Information security risk control evaluation: S2 = W*R = 82.17 Business
continuity risk control evaluation: S3 = W*R = 88.94; Overall Risk Control Evaluation: S =W
* R = 85.86.

Based on the risk effectiveness evaluation results, the Information Center demonstrates
good overall security risk control effectiveness in managing various host devices. Business
continuity risk control is relatively strong, achieving 88.94 points, while cybersecurity risk
control is also relatively strong, achieving 85.39 points. Both areas have attained a “good”
evaluation for risk control effectiveness.

Table 5: Fuzzy comprehensive evaluation result of safety management effect

Metric Fuzzy relational matrix
Outstanding Good Secondary Bad
Al 0.7119 0.2649 0.0232 0.0000
A2 0.7004 0.2996 0.0000 0.0000
A3 0.5682 0.3367 0.0951 0.0000
Bl 0.6029 0.3028 0.0452 0.0491
B2 0.7847 0.2036 0.0117 0.0000
B3 0.6601 0.3291 0.0108 0.0000
C1 0.7168 0.2755 0.0077 0.0000
C2 0.7254 0.2085 0.0249 0.0412
C3 0.6955 0.2504 0.0452 0.0089
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Based on the Level 1 fuzzy comprehensive evaluation results from the Information Center
regarding the risk control effectiveness of various host equipment management operations, the
overall risk control effectiveness for security management tasks across all host equipment
categories has reached a satisfactory level. This indicates that the risk control measures
implemented for this work have been relatively effective. However, the Level 2 fuzzy
comprehensive evaluation results reveal that enhanced control measures are still required in the
information security risk management phase for all host equipment management operations.
This will better mitigate security risks throughout the management processes of various host
equipment.

For information security risk management, it is necessary to conduct risk assessments once
again based on three aspects: usage records of Al networks, security level scores, and
compliance with usage standards. If new information security risk-related assessment items
were identified during the previous execution process, they should also be incorporated into the
new round of network and information security risk assessments. Subsequently, implement and
inspect the control and effectiveness evaluation of quantified security risk factors. This
approach establishes a closed-loop management framework for the information center's
network and information security, enhancing governance capabilities for Al network security
and information security management within an all-1P 10T convergence environment.

4 Conclusion

This paper analyzes the effectiveness of artificial intelligence-based cybersecurity management
under 10T convergence technologies using 6LoWPAN technology and evaluates the security
posture. Results indicate that the constructed 6LoWPAN network demonstrates excellent
performance in unicast communication latency and network throughput. By implementing and
inspecting workflows for controlling and evaluating the effectiveness of quantified security risk
factors, a closed-loop system for information center network and information security
management has been achieved. This enhances control capabilities for Al cybersecurity and
information security management within an all-IP 10T convergence environment. The
cybersecurity posture assessment yields reasonable and effective results, with predictive
outcomes demonstrating real-time accuracy.
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