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SUMMARY: Automating penetration testing has been a challenge as it requires extensive 

expertise and experience from security professionals and usually requires a tedious manual 

testing process. In this study, with the help of an artificial intelligence model, a Markov 

decision process is constructed for describing the process of defining penetration tests. The 

objective is established to maximize the cumulative reward value and acquire an optimal 

strategy to guarantee the maximization of the expected return. Subsequently, the state and 

action reward functions are defined to accomplish penetration test modeling. A DQN 

algorithm founded on deep reinforcement learning is put forward to obtain the optimal 

strategy by learning the precise Q - function during environmental interactions. Moreover, a 

Dueling DQN algorithm known as empirical campaigning is proposed to more effectively 

handle the intricate state and action space.For the purpose of verifying the penetration 

success ratio of the arithmetic method this research employed, an aggressive person carries 

out an attack toward the object under the experimental environment. The attack measurement 

index of the penetration attack which this study carries out is comparatively high, reaching as 

high as 27.348. This effect exceeds the attack index values of the other two wide-used 

calculation methods.Comparing the optimal environmental reward values of the algorithms in 

different scenarios, the Dueling_DDQN algorithm is able to reach convergence in fewer 

training times, and reaches the desired reward value after 50 training times. It shows that the 

algorithm in this paper is able to achieve optimization and decision making for automated 

penetration test paths. 
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1 Introduction 

With the continuous updating and iteration of related technologies in the field of computer, 

the utilization rate of computer network is also rising. But the computer network brings 

convenience to people's lives at the same time, computer network security problems also 

occur frequently [1]. Network security protection is often easy to attack and difficult to 

defend, the cost of defending against hacker attacks is much higher than the cost of acting as a 

hacker, because the defense of hackers need to find all the vulnerabilities of the system, while 

hackers only need to find a loophole can be attacked successfully to paralyze the system, so 

the corporate government had to invest a large sum of money in the researchers and the new 

defense technology [2-5]. 
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With the development of the industry, people gradually realized that the research of 

security protection technology is not only consuming large sums of money, but also the effect 

is not significant, because the hackers can always find an attack method to bypass the 

protection strategy to attack [6-9]. So penetration testing gradually developed in the security 

field and has a vital role in the assessment of network security protection. Penetration testing 

is a network security testing method that exploits system vulnerabilities and gains control of 

the system by simulating hacker attacks without affecting the network of the target system 

[10]. Through the above method, the target system can take corresponding protective 

measures based on the vulnerabilities in the report, preventing them from happening in the 

first place, making the system network more robust and less susceptible to hacker attacks [11, 

12]. 

However, the modern enterprise or organization's computer network system is large and 

complex, which runs a variety of software is still constantly updating, modifying, deleting, 

migrating and other changes, rely solely on security experts and security analysts to 

implement security testing is impractical [13-15]. The current emergence of penetration 

testing tools rely heavily on expert knowledge, and the whole set of testing process requires 

the use of a variety of different testing tools, requiring operators to have penetration testing 

related expertise in order to utilize the tools to implement the test [16-19]. In order to break 

through the above bottlenecks, artificial intelligence (AI) of medium and large language 

models and reinforcement learning algorithms provide new perspectives for penetration 

testing research. 

Ren et al [20] (2024) proposed innovative proximal policy optimization algorithms for 

automated penetration testing by combining a long and short-term memory network 

architecture with an advanced curiosity exploration mechanism that enhances the utilization 

of historical empirical information and the exploration of unknown environments. Ren et al 

[21] (2024) created a new algorithm for task decomposition of multiple intelligences through 

long and short-term memory networks and multi-task decomposition methods, which 

achieved higher cumulative rewards with fewer steps, optimized decision-making capabilities 

in intelligent penetration testing, and outperformed traditional proximal policy optimization 

algorithms. Samad et al [22] (2024) designed an intelligent automated penetration testing 

system using AI techniques such as reinforcement learning, which can be seamlessly 

integrated with existing penetration testing frameworks to synchronize and optimize human 

resources and improve time efficiency, reliability, and testing frequency. Li et al [23] (2024) 

provide an automated penetration testing strategy for dynamic network scenarios, which 

achieves dynamic scenario capture through reinforcement learning algorithms and makes 

decisions based on historical experience, maintaining the penetration testing agent's learning 

flexibility and adaptability. Moreno et al [24] (2025) combined reinforcement learning with a 

context-rich recommender system with vocabulary recognition capabilities, where 

reinforcement learning evaluates the optimal attack strategy through the data while 

dynamically capturing alternative attack paths, obtaining higher than 97% accuracy and 

effectiveness in autonomous penetration test path selection. Sun et al [25] (2025) integrated 

prior knowledge and deep reinforcement learning to achieve intelligent probing of optimal 

attack paths for automated penetration testing in unknown environments and optimized the 

console dynamics problem by combining the attention mechanism to optimize the path 

decision for penetration testing of power IoT systems. Shen et al [26] (2025) utilized the 

advantages such as the power of type language models and retrieval-enhanced generation, 

combined with multi-intelligence collaboration, to construct an automated penetration testing 

framework, which effectively automated intelligence gathering, vulnerability analysis, and 
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various tasks. Deng et al [27] (2024) evaluated the performance of a penetration testing 

approach based on a large-scale language model, and only some of the sub-tasks 

demonstrated better performance, but there are still deficiencies in maintaining the overall 

context of the test scenario. 

However, the current automated penetration testing techniques based on AI models still 

have limitations. For this reason, Wang et al. [28] (2025) designed a network penetration 

testing framework called “PTFusion”, which utilizes a large-scale language model and an 

intelligent fusion mechanism based on context-awareness to achieve more accurate strategic 

planning and execution of penetration testing commands. Alghamdi [29] (2025) pointed out 

that reinforcement learning, while it can be applied in automated penetration testing either 

directly or in conjunction with other techniques, suffers from multiple challenges such as high 

computational cost, the presence of reward sparsity, and barriers to practical application. 

In this research, we use the Markov decision-making process to give the procedural 

definition of penetration testing. At the same time, the problem about immediate and 

long-term rewards is being considered by us, therefore, the goal of the intelligent agent is set 

up to be the optimization of accumulated rewards. One certain degree of randomness is been 

incorporated into the learning stage of the intelligence body therefore to make exploration of 

the environmental situations.Subsequently, the optimal strategy is adopted as the starting point 

to optimize the anticipated reward. The states and actions of the intelligent agents are defined 

independently, and the objective of penetration testing is established as gaining control over 

the computer's mainframe. A value-based DQN algorithm is proposed by combining 

Q-learning and deep neural network, and an improvement is proposed to build the Dueling 

DQN algorithm named empirical campaigning. The penetration test learning algorithm using 

Q-Learning and Dueling DQN is used to learn behavioral strategies during penetration test 

interactions and complete the optimization and decision-making of automated penetration test 

paths. Construct a simulation experimental environment in which the attacker attacks the 

target to verify the penetration success rate and attack value of the algorithm of this research, 

and run the algorithm in different scenarios to evaluate the reward value situation of the best 

environment to achieve the optimization and decision-making of the automated penetration 

test path. 

2 Markov decision process-based modeling for penetration 

testing 

2.1 Markov Decision Process 

2.1.1 Process definition 

Using a Markov decision process to describe the penetration test definition process can be 

defined as a quaternion  , , , , where the elements have the following meanings: 

(1) , the set of states, also known as the state space. The  contains a finite number 

of states s . The state s  is a description of the environment. 

(2) , the set of actions, also known as the action space. The  contains a finite 

number of actions a . This aggregation includes all the actions which an intelligence-based 

body has the ability to carry out. 

(3) , the state transfer function, :   . This function specifies the 

probability that the environment will move from the current state s  to the next state s  

under the action a . 
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(4) , the reward function, :   . This function specifies the reward that 

the environment feeds back to the intelligent body after it is transferred from the current state 

s  to the next state s  under the action a . 

Based on the above definition, the interaction between the intelligent body and the 

environment can be expressed as the sequence shown in equation (1). Where 0 1, ,S S  , 

0 1, ,A A  ,  1, ,t t t tR S A S . The intelligent body starts from an initial state 0S  where 

it perceives the environment and chooses an action 0A  based on a strategy. The environment 

shifts to state 1S  and feeds back reward 1R : 

 0 0 1 1 1 2 2 2 3, , , , , , , , ,S A R S A R S A R  (1) 

The above sequence records the flow of interaction between the intelligent body and the 

environment, which may be represented in FIG. 1. 

Environment

Agent

Action At

St+1

Rt+1

Reward RtSt State

 

Figure 1: The interaction process between the agent and the environment 

At moment t , the intelligent body senses the state tS  of the environment and chooses 

the action tA , by which the environment is shifted from state tS  to 1tS  , while the 

environment outputs a reward 1tR  . This is a scalar value that is used to provide feedback on 

the merits of the action tA . 

In the sequence shown in (1), the state transfer function gives the probability of transition 

between different states of the environment. This demonstrates the ever - changing character 

of the environment, as well as the reality that the state changes of the environment adhere to 

the Markov property: the state of the environment at the subsequent moment, 1tS s
 , 

depends only on the previous moment state, tS s , and the action, tA a , and is 

independent of the states and actions prior to the moment t , as shown in equation (2). Thus 

the state of the environment at moment t  must include all information prior to moment t  

that has an impact on the future, which is generated by the interaction of the intelligent body 

with the environment: 

    1 0 0 1, , , , ,t t t t t tp S S A S A p S S A    (2) 

When the reinforcement learning task is a class of repetitive interactions, e.g., playing Go, 

then the process of an intelligent body interacting with the environment can be divided into 

multiple subsequences. Each subsequence is a finite sequence containing a start state and an 
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end state TS , with T  representing the final moment. Such a task is called a turn-based task. 

From the start state to the end state constitutes a turn. Penetration testing can be viewed as a 

turn-based task. A penetration tester focuses on one host during the penetration process, takes 

control of that host and then starts penetrating the next host. The process of going from having 

no knowledge of a host to having complete control over it can be considered a round in a 

penetration testing task. 

2.1.2 Income and returns 

The objective of an intelligent entity is to optimize the accumulated reward, which is also 

known as payoff. In a turn-based task, the sequence of rewards earned by an intelligent body 

after the t  moment is shown in (3). Where T  is the termination moment of a round: 

 1 2 3 1, , , , , ,t t t t T TR R R R R R     (3) 

In order to maximize the reward, the intelligent body needs to consider not only 

maximizing the immediate reward in the current state, but also the possible reward in the 

future period when choosing an action, and needs to balance the relationship between the 

immediate reward and the future reward according to the actual task needs. In order to weigh 

the immediate reward and future reward, a discount factor is added to the reward. At this point, 

the reward obtained by the intelligent body at the moment t  can be expressed by equation 

(4): 

 
2 1 1

1 2 3 1

TT t k t

t t t t T kk t
G R R R R R      

    
      (4) 

where kR  is the immediate reward received by the intelligent at moment k  and 

 1,k t T  .   is the discount factor and  0,1  . The discount factor determines the 

present value of the future reward, and the reward t nR   at moment t n  is discounted to 

the reward n

t nR 
 received at moment t . If   is set to 0, the reward at moment 1t   is 

considered worthless at moment t  and the reward is equivalent to the current reward. At this 

point, the intelligence only considers the immediate reward and needs to learn how to choose 

tA  in order to maximize the value of 1tR  . If the value of   is less than 1,after that, the 

clever body considers not only the direct repayment but also therefore has to take into account 

the future award. However, due to the existence of  , the intelligent body does not regard 

immediate rewards and future rewards as equally important. As the value of   gets closer to 

1, the intelligent body considers the future reward more when choosing the action tA . When 

the value of   is equal to 1, the intelligent body will regard immediate and future rewards as 

equally important. 

2.1.3 Action strategies 

Regardless of the value of  , at any  0,t T  moment, the intelligent body needs to choose 

the action tA  in the environment state tS , and the basis on which the intelligent body 

chooses the action is called the strategy, denoted by  . There are two kinds of strategies: 

deterministic strategies and stochastic strategies. A deterministic policy is a mapping from the 

state space  to the action space , denoted as ( )a s , where ,a s  . The 
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stochastic strategy represents the probability of the intelligent selecting each action a  given 

the environmental state s , denoted by  a s , and   1
a

a s  , where ,s a  . 

Intelligent bodies generally use stochastic strategies to introduce some randomness in the 

learning process to better explore the environment. When both the strategy and the state 

transfer function are probabilistic, the subsequence generated by the interaction between the 

intelligent body and the environment in a turn-based task is a randomized sequence, and the 

intelligent body harvests a different reward 0G  at each turn. Therefore the intelligent body 

needs to learn an optimal strategy 
*  to maximize the expected return. 

2.2 Penetration Test Modeling Implementation 

2.2.1 Status definitions 

State is a description of the environment. In order to describe the penetration test environment, 

the state is defined by six parameters. In the previous section, it was pointed out that 

penetration testing is a round-robin task, so the process of penetrating a single host is 

considered in the modeling process. 

2.2.2 Action definitions 

The actions that can be used by the intelligence correspond to the operations that can be used 

during penetration testing, take one example: data gathering, fragility use, and 

after-breaking-in behaviors. Information gathering is realized by the Nmap tool, which 

supports probing the target host's operating system, open ports and service information. 

2.2.3 Reward functions 

Within a Markov decision - making process, the objective of an intelligent agent is to choose 

actions that optimize the accumulated rewards. Therefore, the reward signal must be capable 

of mirroring the aims of the real - world task. In this research, the target of penetration testing 

is defined as gaining control over the computer host. In this research paper, we set the 

objective that penetration testing is to obtain the control of the host computer. In this regard, 

the entire process of penetrating the host computer by an intelligent body is considered: 

information collection, vulnerability exploitation, elevation of privileges, and establishment of 

a backdoor on the target host computer in turn. Analyzing the process, the three steps of 

vulnerability exploitation, elevation of privilege and establishment of backdoor gradually 

increase the degree of control of the intelligent body over the target host. Consequently, the 

reward function within this model is presented in the equation (5): 

 

Cost of executing arbitrary actions

Establish a shell session

Establish a Meter

i

1,

1,

6, preter session

Gain administrator pr vil

p

6, eges

Create a ersistent backdoor10,





 




 (5) 
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3 Reinforcement learning-based path optimization and 

decision-making for penetration testing 

3.1 Enhanced Learning Algorithm 

3.1.1 DRL algorithm 

Deep Reinforcement Learning (DRL) is a subset of Reinforcement Learning that combines 

deep learning techniques to learn from high dimensional perceptual inputs. In reinforcement 

learning, an intelligent body interacts with its environment by taking actions and receiving 

rewards or punishments based on those actions. The goal of the intelligent body is to learn a 

strategy that maximizes the expected long-term reward. The advantage of DRL over RL is 

that it handles high dimensional and complex perceptual inputs more efficiently. Conventional 

reinforcement learning methods might encounter challenges when the state space is extensive 

or the inputs are intricate.Deep strengthening study (DRL) utilizes the advanced deep 

studying methods, such as nerve networks, for calculating value functions or making policies. 

This method causes a more simplified and efficiency-giving way of handling 

high-dimensional input data. 

A further benefit of DRL lies in its capacity to acquire a hierarchical portrayal of inputs. 

This capability can result in more productive and impactful learning. This is because deep 

neural networks can learn ways to represent inputs at different levels of abstraction, which 

allows intelligences to learn more complex and abstract state representations. 

Several prevalent Deep Reinforcement Learning (DRL) algorithms encompass Deep 

Q-Network (DQN), Policy Gradient Techniques, and Actor-Critic Approaches. DQN is a 

value - centered method. It acquires the optimal action - value function by estimating the Q - 

function via a deep neural network. The policy gradient method is a policy - based technique 

that directly refines the policy of an intelligent agent.The Actor-Critic approach is a value- 

and strategy-based approach that uses two neural networks, one for estimating the value 

function and one for estimating the strategy.Deep reinforcement learning (DRL) has found 

application in diverse fields, including robotics, gaming, and natural language processing. It 

has achieved state-of-the-art performance in several areas, including playing Atari games and 

controlling robots. 

Similarly, DRL is an effective tool for finding the best path for penetration testing as it can 

handle high dimensional and complex environments with uncertain dynamics. In penetration 

testing scenarios, attackers need to avoid detecting, navigating the network or exploiting 

vulnerabilities to achieve an attack on a specific target in a large number of network nodes 

and extremely complex network connectivity. 

3.1.2 DQN algorithm 

Deep Q-Network (DQN) is a deep reinforcement learning (DRL) method that takes value as 

the core. This thing has combined Q-learning, which is one reinforcement learning (RL) 

method that already got very good establishment, together with deep neural networks. 

Q-learning carries out work through repeatedly renewing an estimate of the best action-value 

function. This updating procedure depends upon the rewards which have been observed and 

the transitional changes between different states. The action-value function, that can be also 

named as the Q-function, expresses the anticipation of long-term reward that one can get 

when carrying out a particular action inside a certain given state. 

The Deep Q-Network (DQN) employs a complex neural network for the approximation of 

the function. The condition acts as the input for the neural network, hence the output is a 
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collection of values for every action, which is presented in the form of a vector. The Q  

function is learned by minimizing the difference between the predicted Q  value and the 

target Q  value calculated using the Bellman equation. 

Bellman's equation: 

  ( ) ( , ) * ( , , )* ( )a sV s max R s a T s a s V s 
     (6) 

One of the key innovations of DQN is the use of empirical playback, where a large 

amount of transformation data is stored in a playback buffer and randomly sampled during 

training. Empirical playback reduces the correlation between successive transformations and 

allows for more efficient learning. 

Another innovation of DQN is the use of a target network, which is a copy of the Q  

network that is updated less frequently. The target network is used to compute the target Q

-value, making training more stable and less prone to fluctuations. It has additionally been 

expanded to multiple different forms, including Double Deep Q - Network, Dueling Deep Q - 

Network, and Rainbow Deep Q - Network.  

3.1.3 Strategic Gradient Algorithm 

The policy gradient method is a reinforcement learning algorithm that directly learns policy 

functions, which map states to actions. In contrast to value - based approaches like learning 

action - value functions or state - value functions, policy gradient techniques directly fine - 

tune the policy function to achieve the maximum anticipated cumulative reward.  

One policy function usually is parameterized through a group of parameters that can be 

learned. The objective of policy gradient approaches is to seek out the best parameters which 

can make the expected accumulated reward reach its maximum. This thing is obtained 

through computing the gradient of the expected accumulative reward with regard to the policy 

parameters, and adjusting the parameters toward the direction of the gradient. The gradient of 

the expectation cumulative reward with respect to the policy parameters can be obtained 

estimation by utilization of the policy gradient theorem. The policy gradient theorem tells us 

that the gradient of the expected accumulated reward with respect to the policy parameters is 

in proportion to the product of the advantage function and the gradient of the log-probability 

of the policy. The advantage function is to measure how much better or worse one action is 

when it compares with the average action in a given certain state. This tool is utilized for 

considering the influence that the action has upon future rewards. The gradient of the 

logarithm of the probability which is related to a policy is utilized to encourage the policy that 

it select actions with higher probabilities, which therefore are likely to lead to greater 

accumulated rewards.  

Strategy gradient methods possess an advantage compared with DQN, because they can 

directly carry out fine adjustment on the strategy function, so as to enable the maximization of 

the expected accumulated reward. By way of comparison, the DQN obtains the optimal policy 

through an indirect way by carrying out approximation of the Q-function. Therefore, the 

methods of strategy gradient are hence proven to be more efficacious when problems in 

spaces of high dimension are being handled. 

Policy gradient methods are also more suitable for problems with stochastic and 

non-diminishable environments, where the gradient-based approach of policy gradient 

methods can provide more robust and reliable learning. 

Moreover, policy gradient techniques are capable of learning policies that are more 

efficient in terms of sample usage, which means that they can learn optimal policies through 
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less interaction with the environment than DQNs. This is because policy gradient methods can 

learn from each interaction with the environment, whereas DQNs require many interactions to 

learn the exact Q-function. 

3.2 Penetration Test Path Based on ET-Dueling DQN Algorithm 

3.2.1 ET-Dueling DQN Algorithm Modeling 

In this section, a Dueling DQN algorithm called Experience Campaigning (DQN) is proposed, 

which is an improved version of the traditional Dueling DQN algorithm. The traditional 

Dueling DQN algorithm is defective in terms of experience playback pool selection strategy, 

while the DQN algorithm with experience campaigning optimizes the selection strategy of the 

traditional algorithm by selecting the experience playback pool through the experience 

campaigning mechanism. 

Dueling DQN algorithm is an algorithm in the field of deep reinforcement learning for 

solving decision-making problems in discrete state and action spaces, which is commonly 

used for problems in similar fields such as game intelligence. The fundamental concept of the 

algorithm involves decomposing the value function (Q - function) into a state value function 

(V - function) and an advantage function (A - function). This decomposition enables the 

algorithm to separately assess the value of each state and action. In Dueling DQN, two sub - 

network architectures are presented, which respectively correspond to the aforementioned 

value function network and advantage function network, as depicted in Fig. 2. The output of 

the final Q - network is derived through a linear combination of the outputs of the value 

function network and the dominance function network. The key benefit of this algorithm lies 

in its ability to more effectively manage intricate state and action spaces, resulting in superior 

performance and outcomes.  

Input 

layer

Hidden 

layer

Output 

layer

Value 

function

Profit 

function

 

Figure 2: Dueling DQN network structure diagram 

Specifically, for a given state, the Dueling DQN algorithm outputs the state value function 

and the dominance function of that state through two neural networks, respectively, and then 

combines the two functions to obtain the final Q  value. The first part is related only to the 

state s  and not to the specific action a  to be adopted, which is called the value function 

part and is notated as  , ,V s w  , and the second part is related to both the state s  and the 

action a , which is called the dominance function part and is notated as  , , ,A s w   , then 

the value function of the final Dueling DQN algorithm can be re-expressed as Equation (7): 

 

   

   

, , , , , ,

1
, , , , , ,

a

Q s a w V S w

A s a w A s a w

  

 




 
  

 


 (7) 
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In this way, the algorithm can better distinguish the value of each action and learn the 

advantages of each action faster.The learning procedure of the Dueling DQN algorithm bears 

resemblance to that of the conventional DQN algorithm, which improves the training 

efficiency and stability of the algorithm by using the experience playback and the target 

network. Meanwhile, in each training step, the Dueling DQN algorithm selects the action with 

the largest Q  value and explores other actions with the greedy  strategy to ensure the 

convergence and exploration of the algorithm. 

In Dueling DQN, TD (Temporal Difference) learning is a difference-based learning 

method that utilizes the difference between the current and future estimates to adjust the 

estimates.TD-error is the difference between the predicted value of an action and the actual 

reward obtained in the current state, whereby the TD-error:   can be expressed as in Eq. (8). 

Where   and 


 represent the parameter values of the target and the target network 

respectively, r  represents the reward value, and   represents the decay factor: 

    max , , , ,
a

r Q s a Q s a       (8) 

Experiences with high immediate return values have a significant impact on agent 

learning, so this section uses TD-error and immediate return values as a measure of sample 

prioritization.The larger the TD-error immediate return value, the higher the priority. The 

TD-error and immediate return value r  are prioritized as 1y  and 2y , respectively, with 1y  

shown in Equation (9) and 2y  shown in Equation (10): 

 

min

1 max min
y

 

 





 (9) 

 
min

2 max min

r r
y

r r





 (10) 

where 
max

 , 
min

  represent the maximum and minimum values of the TD-error in the 

empirical pool and maxr , minr  represent the r  maximum and minimum values. 

The final priority Y  is denoted as: 1 2Y y y  . 

3.2.2 Algorithm flow 

The flowchart of the campaign strategy is shown in Figure 3. Experience campaigning is a 

strategy used in reinforcement learning to decide which experiences will be added to the 

replay buffer. Experience campaigning selects experiences based on certain rules, usually 

choosing those with high estimates to reduce the risk of overfitting. In the process of Dueling 

DQN algorithm experience replay, the selection of experience data is random and may not be 

able to fully utilize all the experience data. The experience campaign mechanism can be 

filtered according to the value of the experience data and select the most valuable experience 

data for training, avoiding the repeated training of certain experiences in the experience pool, 

thus accelerating the convergence speed and improving the efficiency of the algorithm. 
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Figure 3: Campaign strategy flowchart. Campaign strategy process 

In the campaign strategy process, the batchsize of the neural network is initialized and 

randomly obtains experiences from the experience pool, calculates the 𝑌-value of each 

experience, and selects the one with the largest 𝑌-value experience to be put into the batch 

training set until the batchsize is full, and puts it into the neural network for training. The 

process flow of the ET - Dueling DQN algorithm is presented as follows: 

Inputs: maximum number of steps T , state s , action a , discount factor  , number of 

iterations K , experience playback pool D . 

Output: Q  network parameters. 

1: Initialize action-value network Q  and state-value network V , target action-value 

network Q  and target value network V  . 

2: Initialize the experience replay pool D . 

3: for 1episode   to K  do. 

4: Initialize s  to be the first state of the current state sequence, get the feature vector 

( )s . 

5: for 1t   to T  do. 

6: Choose action ta  with probability , otherwise choose action randomly. 

7: Execute action ta , observe reward tr  and new state 1ts  . 

8: Calculate the priority Y  of the experience by transferring  1, , ,t t t ts a r s   experience 

samples and put it into the experience playback pool D . 

9: Select n  experiences  1, , ,i i i is a r s   according to the flow of Fig. 3 and put them into 
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the batch training set to calculate the Q  value and V  value: 

 
 

 
, , ;

;

i a i i

i i

Q Q s a

V V s





 



 (11) 

10: Select n  experiences  1, , ,i i i is a r s   according to the flow of Fig. 3, and compute the 

Q  values and V   values: 

 
 

 

, , ;

;

i a i i

i i

Q Q s a

V V s









  




 (12) 

11: Compute the dominance function A  for each sample: 

  ,,
*

a i a
i i ii argmax Q

A r Q V     (13) 

12: Calculate the target value: 

 
i i iy V A    (14) 

13: Training an action value network using the MSE loss function: 

    
2

,

1
ii i ai

L y Q
N

   
  

  (15) 

14: Training an action value network using the MSE loss function: 

    
21

i ii
L y V

N
   

   (16) 

15: Update the target network parameters: 

  * 1 *         (17) 

16: Update state s  to new state 1ts  . 

17: end for 

18: end for 

3.3 Penetration Testing Decision Algorithm Based on Q-Function 

Penetration testing learning algorithms based on Q-Learning and Dueling DQNs are able to 

learn action strategies from penetration testing interactions. In order to utilize the learned 

strategies to guide the penetration test, a penetration test decision-making algorithm based on 

the Q  function is constructed in this section. Based on the analysis of the characteristics of 

the penetration test process, the algorithm incorporates three sets O , C , and U  in addition 

to utilizing the Q  function for selecting the optimal action in the current state of the 



INGEGNERIA SISMICA – INTERNATIONAL JOURNAL OF EARTHQUAKE ENGINEERING 

13 

penetration test environment. The set O  is used to save the detected hosts, the set C  is 

used to save the hosts that have successfully penetrated and established a backdoor, and the 

set U  is used to save the hosts that have not established a backdoor. When faced with 

multiple hosts, the decision algorithm first adds these hosts to the set O  and then infiltrates 

the hosts in the set O  in turn. If the host is successfully controlled, it is removed from set O  

and saved in set C , otherwise it is stored in set U . In addition, new hosts discovered 

through scanning probes after controlling the host are stored in set O . These three collections 

work together to satisfy features 1 and 3, and feature 2 is achieved by removing each action 

from the action space after it has been performed on a single host during the penetration 

process. 

4 Experiments and analysis of automated penetration test 

path optimization and decision making 

4.1 Algorithmic Penetration Testing Usability Analysis 

4.1.1 Penetration success rate 

For verifying the penetration success percentage of the arithmetic method this research uses, 

one aggressor carries out an attack toward the target in the experiment environment. The time 

interval for network nodes in the target to exchange penetration information is set to 1 minute 

and the host updates the penetration information. Penetration attack on network nodes in the 

target using this study, KaliLinux and SSM are tested as comparison experiments, the 

penetration test time is set to 10 minutes, and the penetration success rate of each algorithm is 

obtained as shown in Figure 4. 

In the process of penetration attack on the target network, the penetration path between the 

network nodes has diversity, the direct penetration of two network nodes is not necessarily the 

optimal penetration path, resulting in inconsistent network node penetration success rate. This 

study penetration test to launch penetration attacks with a high success rate, able to break the 

network nodes of the target algorithm, and use the occupied nodes to continue to launch 

attacks on other network nodes, penetration of the target algorithm of the various nodes of the 

success rate is higher than 80%, of which the No. 4 network node penetration success rate of 

the highest reached 95.415%. Literature KaliLinux launched penetration attacks on each 

network node, the penetration success rate is lower, including the lowest penetration success 

rate of network node No. 3 is 68.748%, and the highest penetration success rate on network 

node No. 6 reaches 81.154%, and the penetration success rate of SSM is generally higher than 

70%, with network node No. 4 reaching the highest penetration success rate of 85.124%, 

which is still in line with the present research There is a large difference in the success rate of 
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Figure 4: Penetration rate 

4.1.2 Value of the attack 

Due to the different attack nodes and different distances from the attack target, it leads to 

some differences in the attack value of performing penetration attacks. Using this study to 

generate the global attack graph, infiltration attack on the attack target, so that the calculation 

of the attack value, the three algorithms on different target hosts of the attack value is shown 

in Figure 5. 

Due to the small size of the generated global attack graph, the attack paths may be the 

same for the same target hosts, and the obtained attack values are not much different. In this 

study, the attack value of the attack path generated based on the structure of the target network 

to launch the penetration attack is higher, up to 27.348, and the value of the attack on the 

target host No. 4 is lower at 23.422. The attack value of KaliLinux for launching an 

infiltration attack on target host #6 is minimized to 20.315, which is low compared to other 

algorithms, and the attack path of KaliLinux is not the optimal attack path. The attack value of 

SSM on target hosts #4, #5, and #6 is close to that of this study, with a maximum of 24.965, 

but target hosts #1 and #2 have the lowest attack value, and the attacking node's pre-attribute 

nodes have redundant information. 

 

Figure 5: Attack value 
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4.2 Penetration Test Performance Simulation 

4.2.1 Experiment and Parameter Settings 

The attacker can only access subnet 1 at the initial moment, regarding whether there is a 

network connectivity relationship between the subnets can be realized by configuring firewall 

rules. Set subnet 1 can access subnet 3 cannot access subnet 2, subnet 2 can only access 

subnet 3 cannot access subnet 1, and subnet 3 can access subnet 1 as well as subnet 2. The 

attacker is not aware of the existence of subnets 2 and 3 at the initial moment, and the 

corresponding state value is 0 in the state space, and when subnet 3 is discovered in subnet 1 

through the information-gathering action, the corresponding state value is changed to 1. Based 

on this Vulnerability exploitation can be performed on the hosts of subnet 3 to modify the 

corresponding state value, and so on. Three network environments of different sizes are first 

designed to test the performance of this paper's algorithm against other algorithms. The 

number of subnets, the number of subnets per host, and the number of host vulnerabilities in 

each network environment gradually increases, while the complexity of the network structure 

increases, and the attacker needs more attack steps to reach the target state. The target hosts 

are selected as 2 from the last two subnets, and the asset value is set to 10 for both. 

The experimental hardware configuration includes Intel i9-7980XE CPU, 128G RAM, the 

operating system is windows 10, and the algorithm program is written through python 

language. Some hyperparameters need to be adjusted appropriately according to the 

expansion of the problem scale, and the setting of such hyperparameters has a large impact on 

the experimental results. 

4.2.2 Presentation and analysis of experimental results 

Motivated by the reward worth, the intelligent entity acquires the strategy for the highest 

cumulative reward value via continuous experimentation and learning from mistakes.Initially, 

without learning, the intelligent body tends to use a random strategy to select actions to 

execute for unknown environments, uses a larger average number of training steps per round, 

obtains a smaller cumulative reward value, and intrudes into honeypot hosts, but as it 

continues to explore and learn, behaviors that result in a decrease in the cumulative reward 

value (e.g., excessive actions or intruding into honeypot hosts) are not learned, and ultimately, 

the intelligent body learns to attack sensitive hosts with a positive reward value using the least 

number of actions to attack sensitive hosts with positive reward values. 

In this paper, in order to test the scalability of the algorithm under different sizes of 

networks, the number of hosts in the network is increased based on scenario one and the rest 

of the network scenarios are constructed. 

The same set of hyperparameters are used to test the four algorithms DDQN, H_DDQN, 

DH_DDQN, and Dueling_DDQN under the experimental scenario I. DQN is used as the 

benchmark to compare and measure the change in the average reward value of the algorithms 

over a specified number of training steps, the probability of the honeypot hosts to be 

compromised, and the change in the number of training steps used in each round. 

Fig. 6 shows the variation of the average cumulative reward value with the number of 

training steps. The Dueling_DDQN algorithm constructed in this paper reaches the task of 

200 average cumulative reward value before the number of training steps is 0.4×106, while 

DH_DDQN, H_DDQN, and DDQN reach it around 0.405×106, 0.41×106, and 0.46×106, 

respectively. The advantage of the average cumulative reward value of the algorithm designed 

in this paper is shown. 
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Figure 6: Mean reward versus training steps 

Figure 7 shows the change of the invasion probability of the honeypot host as regarding 

the quantity of training steps. Along with the increase of the training step number,the 

probability of honeypot host intrusion using the Dueling_DDQN algorithm decreases 

gradually, and completes the process of changing from 1→0 probability before the number of 

training steps reaches 0.3×106. 

 

Figure 7: The receiver is affected by the probability of the invasion 

Figure 8 shows the variation of the number of steps used in each round of training, the 

Dueling_DDQN algorithm uses only 0.345×106 training steps from 2000 to 0, which is the 

algorithm that uses the fewest number of training steps among the four methods and achieves 

the training effect the fastest. 

 

Figure 8: Changes in the number of steps per leg training 



INGEGNERIA SISMICA – INTERNATIONAL JOURNAL OF EARTHQUAKE ENGINEERING 

17 

4.2.3 Optimal environmental reward values for different scenarios 

The experimental results from Scenario 1 show that the four algorithms have a similar number 

of initial convergence in the case of smaller experimental scale, while the Dueling_DDQN 

algorithm has a more rapid learning process. 

Fig. 9 shows the experimental results of scenario 2, with H_DDQN in Fig. (a), 

DH_DDQN in Fig. (b), Dueling_DDQN in Fig. (c), and DDQN in Fig. (d).The network size 

is scaled up, and the learning process is more complex and lengthy for the DH_DDQN and 

H_DDQN algorithms, and the DDQN takes even longer than the two algorithms.The 

Dueling_DDQN algorithm is capable of learning in a much more rapid manner than the 

DDQN algorithm. DDQN algorithm is able to reach convergence in fewer number of 

trainings and reaches the desired reward value after 50 trainings. 

  

(a)H_DDQN (b)DH_DDQN 

  

(c)Dueling_DDQN (d)DDQN 

Figure 9: Scene 2 results 

Figure 10 shows the running time of the training process of the four algorithms; the 

DDQDN algorithm grows too fast and converges slowly in the test environment with a large 

state space, and the Dueling_DDQN algorithm has the fastest running time, with the time 

needed to reach convergence at around 22s. 
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Figure 10: Four algorithm training process running time 

The number of iterations and the running time when the algorithm approximates 

convergence are shown in Fig. 11. Scenarios 3, 4, and 5 increase the total number of host 

vulnerabilities while keeping the total number of network topologies consistent and use the 

algorithm of this paper for path planning. Scenarios 3, 6, and 7 increase the number of subnets 

and hosts while keeping the total number of host vulnerabilities and use the algorithm of this 

paper for path planning. With the number of networks and hosts unchanged, as the number of 

host vulnerabilities increases, the algorithm requires more iterations to reach approximate 

convergence, and the time growth is relatively smooth, with the number of iterations required 

increasing from 132 to 284, and the time required stabilizing in the range of about 100~130s. 

As the quantity of subnets and the number of hosts within each subnet increase, the time 

necessary for the algorithm to reach convergence surges from 100.26 seconds to 3314.45 

seconds. This is due to the fact that the number of actions the Agent has to attempt in each 

plot escalates rapidly.In a network environment with less than 100 hosts, the algorithm in this 

paper is able to find a planning solution in a finite range of time, and it is able to realize the 

automated penetration test path for the optimization and decision making. 

 

Figure 11: The number of iterations and the running time of the algorithm approximation 
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5 Conclusion 

This study is based on a Markov decision process definition that takes the maximum 

cumulative reward as a reward, from which an action strategy is determined and an optimal 

strategy is learned to serve the maximum expected reward. Considering the process of 

penetration against a single host, the state, action, and reward functions are defined separately 

to enable the modeling of penetration testing. Based on deep reinforcement learning algorithm, 

an empirical campaigning Dueling DQN algorithm is proposed, combined with Q-Learning 

algorithm, to establish a penetration test decision-making algorithm based on Q-function, to 

complete the automated penetration test path optimization and decision-making. 

The feasibility of the algorithm penetration test for experimental analysis, this study 

penetration test to launch penetration attacks with a high success rate, for the target algorithm 

of the nodes penetration success rate is higher than 80%, of which the penetration success rate 

of the No. 4 network node is 95.415%. The highest penetration success rates of the remaining 

mainstream algorithms are 81.154% and 85.124%, respectively, which are still quite different 

from the success rate of this study. 

The Dueling_DDQN algorithm constructed in this study achieves the task with an average 

cumulative reward value of 200 before the number of training steps is 0.4×106, which is 

significantly better than the DH_DDQN, H_DDQN, and DDQN algorithms, and thus the 

advantages of the algorithm designed in this paper are reflected in the average cumulative 

reward value. 
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